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Washington, D.C. 20535 


FOIPA Request No.: l 
Subject: 080-HQ-805 





The enclosed documents were reviewed under the Freedom of Information Act (FOIA), Title 5, United States 
Code, Section 552/552a. Below you will find check boxes under the appropriate statute headings which indicate the 
types of exemptions asserted to protect information which is exempt from disclosure. The appropriate exemptions 
are noted on the enclosed pages next to redacted information. In addition, a deleted page information sheet was 
inserted to indicate where pages were withheld entirely and identify which exemptions were applied. The checked 
exemptions boxes used to withhold information are further explained in the enclosed Explanation of Exemptions. 
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327 pages were reviewed and 319 pages are being released. 


Below you will also find additional informational paragraphs about your request. Where applicable, check 
boxes are used to provide you with more information about the processing of your request. Please read each item 
carefully. 


М Document(s) were located which originated with, or contained information concerning, other 
Government Agencies [OGA]. 


IV This information has been referred to the OGAs for review and direct response to you. 


м We are consulting with another agency. The FBI will correspond with you regarding this information 
when the consultation is completed. 


In accordance with standard FBI practice and pursuant to FOIA exemption (b)(7)(E) and Privacy Act 
exemption (j)(2) [5 U.S.C. § 552/552a (b)(7)(E)/(j)(2)], this response neither confirms nor denies the 
existence of your subject's name on any watch lists. 


For your information, Congress excluded three discrete categories of law enforcement and national security 
records from the requirements of the Freedom of Information Act (FOIA). See 5 U.S.C. § 552(c) (2006 & Supp. IV 
(2010). This response is limited to those records that are subject to the requirements of the FOIA. This isa 
standard notification given to all our requesters and should not be taken as an indication that excluded records do, 
or do not, exist. Enclosed for your information is a copy of the Explanation of Exemptions. 


For questions regarding our determinations, visit the www.fbi.gov/foia website under “Contact Us.” 
The FOIPA Request Number listed above has been assigned to your request. Please use this number in all 
correspondence concerning your request. 


You may file an appeal by writing to the Director, Office of Information Policy (OIP), United States 
Department of Justice, Suite 11050, 1425 New York Avenue, NW, Washington, D.C. 20530-0001, or you may 
submit an appeal through OIP's FOlAonline portal by creating an account on the following 
website: https://foiaonline.regulations.gov/foia/action/public/home. Your appeal must be postmarked or 
electronically transmitted within ninety (90) days from the date of this letter in order to be considered timely. If you 
submit your appeal by mail, both the letter and the envelope should be clearly marked "Freedom of Information Act 
Appeal." Please cite the FOIPA Request Number assigned to your request so it may be easily identified. 





You may seek dispute resolution services by contacting the Office of Government Information Services 
(OGIS) at 877-684-6448, or by emailing ogis@nara.gov. Alternatively, you may contact the FBI’s FOIA Public 
Liaison by emailing foipaquestions@fbi.gov. If you submit your dispute resolution correspondence by email, the 
subject heading should clearly state "Dispute Resolution Services." Please also cite the FOIPA Request Number 
assigned to your request so it may be easily identified. 


Г The enclosed material is from the main investigative file(s), meaning the subject(s) of your request was 
the focus of the investigation. Our search located additional references, in files relating to other 
individuals, or matters, which may or may not be about your subject(s). Our experience has shown 
such additional references, if identified to the same subject of the main investigative file, usually contain 
information similar to the information processed in the main file(s). As such, we have given priority to 
processing only the main investigative file(s) given our significant backlog. If you would like to receive 
any references to the subject(s) of your request, please submit a separate request for the reference 
material in writing. The references will be reviewed at a later date, as time and resources permit. 


See additional information which follows. 


Sincerely, 


Фл 


David M. Hardy 

Section Chief 

Record/Information 
Dissemination Section 

Records Management Division 


Enclosures: 


The enclosed documents represent the 2"? interim release of information responsive to your Freedom of 
Information Act (FOIA) request. 


As previously indicated, document(s) were located which originated with, or contained information 
concerning another agency (ies). We are consulting with the other agency (ies) and are awaiting their response. The 
FBI will correspond with you regarding those documents when the consultation is completed. 


Inquiries regarding your OGA referral(s) may be directed to the following agencies at: 


Federal Emergency Management Agency 
ADDRESS: Monique Booker-Kasper 
Records Management Division 

Federal Emergency Management Agency 
1800 South Bell Street 

4th Floor 

Arlington, VA 20598-3005 


Department of Health and Human Services 

Attn: Garfield Daley 

Acting Director, FOIA/Privacy Division 

Room 2206, Mary E. Switzer Building 

303 C Street, S.W. 

Washington, D.C. 20201 

Telephone number: (202) 690-7453 fax number: (202) 690-8320 


By letter dated 11/15/2017, we sent you a Compact Disc (CD) containing the first interim release for this 
case. At that time, we explained the $10.00 balance associated with that release would be billed with this release. 
Accordingly, upon receipt of the enclosed CD please go to www.pay.gov to make an electronic payment* in the 
amount of $25.00, or make a check or money order payable to the Federal Bureau of Investigation and remit it to the 
Work Process Unit, Record Information/Dissemination Section, Records Management Division, Federal Bureau of 
Investigation, 170 Marcel Drive, Winchester, VA 22602. Please include the FOIPA Request Number with your 
payment. Failure to pay for this release within thirty (30) days from the date of this letter will close any pending FBI 
FOIPA requests from you. Nonpayment will also cause an automatic denial of any future FOIPA requests. 


*Pay.gov is a secure web-based application that accepts credit card and ACH payments online, and is hosted by the 
United States Department of Treasury, Financial Management Service. For frequent FOIPA requesters, it is 
recommended to create a Pay.gov account to retain an online history of payments made through Pay.gov and to 
retain specific information for future payments. To make an electronic payment, complete the FBI Freedom of 
Information Act and Privacy Act Form located on Pay.gov. Please note: if a refund is necessary, there is less 
processing time to refund a credit card payment than an ACH payment. 
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EXPLANATION OF EXEMPTIONS 
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552 


(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign 
policy and (B) are in fact properly classified to such Executive order; 


related solely to the internal personnel rules and practices of an agency; 


specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute (A) requires that the matters 
be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for withholding or refers 
to particular types of matters to be withheld; 


trade secrets and commercial or financial information obtained from a person and privileged or confidential; 


inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation with 
the agency; 


personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy; 


records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records or 
information ( A ) could reasonably be expected to interfere with enforcement proceedings, (В) would deprive a person of a right to a fair 
trial or an impartial adjudication, ( C ) could reasonably be expected to constitute an unwarranted invasion of personal privacy, ( D ) could 
reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or authority or any private 
institution which furnished information on a confidential basis, and, in the case of record or information compiled by a criminal law 
enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security intelligence 
investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law enforcement 
investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could 
reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or physical safety of any 
individual; 


contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for 
the regulation or supervision of financial institutions; or 


geological and geophysical information and data, including maps, concerning wells. 
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a 
information compiled in reasonable anticipation of a civil action proceeding; 


material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce crime 
or apprehend criminals; 


information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign policy, 
for example, information involving intelligence sources or methods; 


investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or privilege 
under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity would be 
held in confidence; 


material maintained in connection with providing protective services to the President of the United States or any other individual pursuant to 
the authority of Title 18, United States Code, Section 3056; 


required by statute to be maintained and used solely as statistical records; 


investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian 
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished 
information pursuant to a promise that his/her identity would be held in confidence; 


testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service he 
release of which would compromise the testing or examination process; 


material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person who 
furnished the material pursuant to a promise that his/her identity would be held in confidence. 
FBI/DOJ 
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DELETED PAGE INFORMATION SHEET 
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Total Deleted Page(s) = 8 
Page 21 ~ Referral/Direct; 
Page 22 ~ Referral/Direct; 
Page 264 ~ Referral/Consult; 
Page 297 ~ Referral/Consult; 
Page 298 ~ Referral/Consult; 
Page 299 ~ Referral/Consult; 
Page 322 ~ Referral/Direct; 
Page 323 ~ Referral/Direct; 
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Subject 'MBASIC COUNTERMEASURES ий. 


NING COURSE . Le 
NOVEMBER 17, 1981 - NOVEMBER 25, 1981 


QUANTICO TRAINING FACILITY. 
PRENNE conces 


PURPOSE: TO identify candidates for captioned training. 

! 2 
A two week training course on "BASIC COUNTERMEASURES" 
will be held at the Quantico Training Facility from 
November. 17 ‘through 25, 1981. 


DETAILS: 


ES) Based on the need of their respective offices. for 
=personnel trained in countermeasures, the following „иа 
S have been selected to attend captioned course: ХЕ! 


223 
| а дава DEC 29 194) вс 
` 1 Zajac Atlanta b7C 


SA R ard T 


ка 





ма 
зе 

Edad SA Boston 
== SA š; Boston  / 
L, = sa Cincinnati 
“= SA Cleveland 
TR SA Sacramento 
esa SA | San Diego 

ЕТ (Instructor) ar 


Scheduling of the training course has previously been 
coordinated wi h’ Training Division, Quantico. 
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Memorandum to Mr. Bayse 

RE: BASIC COUNTERMEASURES 
TRAINING COURSE 
NOVEMBER 17, 1981 - NOVEMBER 25, 1981 
QUANTICO TRAINING FACILITY 


RECOMMENDATION: That the attached teletype be sent to notify 
attendees of their selection for captioned 


training. 
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ә hima sie UMITED STATES GOVERNMENT . 


memorandum 


DATE: 12/2/81 






Аттмој SAC, LOUISVILLE (66-62) 


ECHNICAL EQUIPMENT 


UN TERMEAASURES 


| ro: DIRECTOR, FBI ATTN: ENGINEERING SECTION, TECHNICAL SERVICES DIVISION 


Enclosed for the Engineering Section are the following 
items: и 


7 Заъагва Ltd., 10-500 MHz, Receiver, Model 
7312, SN 103, Property No. 00167908. 


This item is defective and per instructions. of [|] b6 


C Девтно, is being returned. b7C 


4 VOR Model 406D2 Units, SN 230, Property No. - 
none; SN 138, Property No. 005504  ; ЗМ 199, 
Property No. 00550483, and SN 132, Property No. 
00550474. 


These items are no longer required by Louisville. 


зд Bureau (Enc. 5)(Under Separate Cover) 
1 - Package 
l - Louisville 
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GSA FPMR (41 CFR) 101-11.6 
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1 - Mr. Bayse 


l - Mr. Witzel ~ 

1 - Killion 
1 - 

SAC, Seattle 12/3/81 . 

Attention: бА] 
Director, FBI (80-805) 
e 
| COUNTERMEASURES MATTERS 


Reference Bureau teletype dated November 6, 1981. 


On November 9 and 10, 1981, personnel from the techie’ 
Services Division (TSD), Engineering 






b7E 





n accordance w request of the Assistant United States 
Attorney, Yakima, Washington. 


The countermeasures sweep consisted of a check of the 
radio frequency spectrum, a check of the telephones, telephone lines, 
all telephone line appearances within the Federal Building and a 
nondestructive physical check. During thé nondestructive physic 
check, all ceiling tiles arornd the perimeter of the office spac 


were lifted in search of microphones or other listening devices 
all power line junction boxes were examined. 





A similar countermeasures sweep was conducted of the 
Residert Agency (RA) office space, Federal Building, Richland, 
Washington. A loudspeaker which was connected to the building's 
intercommunication system was found above the ceiling tiles. The 
loudspeaker system was determined to represent a potential security 

; ñzard since it could be modified to serve as a surreptitious listening 
idevice. The loudspeaker was disconnected and left in the RA's office 


No evidence of electronic eavesdropping or tampering with 
поп 


es was noted at the time of the sweeps at either thd ] ЬЛЕ 
or RA's office space. 


L litte sa са be 
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Letter to Seattle 
RE: COUNTERMEASURES MATTERS 


As Seattle is awar advisod  b7E 
that the countermeasures svee cato е technical status 


of the office space inspected at the time of conclusion of the 
sweep. The countermeasures sweep does not insure that the 
technical security status of the area will not subsequently 
change. Uncontrolled access by unauthorized persons to the 
offica space or to the telephone main frame could subsequently 
result in tho omplacemont of clandestine listening devices which 
would coripromise any security that may have existed. 





Seattle should maintain a record of all telephone ap~ 
pearances for the telephones in the Richland RA for use in future 
countermeasures sweeps by Seattle technical agents. If not 
already dono, Seattle should advise the AUSA, Yakima, Washington, 
of the results of the countermeasures survey. 


(А02: Вурер was conducted by er[ Подава |] bre 


APPROVED: Adm. Servs. Laboratory, | 
| Grim. Inv, Legri Coun. 
m Cr а Сота. 
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Telephone Rm. memm 
Director's Sec'y — 


ЫЙ antes MATTERS 


Reference Seattle airtel dated September 28, 1981, and 
Seattle teletype dated October 14, 1981. 


PURPOSE: To request authorization for ET — b6 
sr — ‘travel to Richland, Washington, bic 


(Seattle аныны to conduct a countermeasures — in the offices. b7E 


DETAILS: In referenced communications, the Assistant United States b7E 
d termeasures sweep of the office space of 


at Richland, Washington. It should be noted that 
the Seattle Division has neither the appropriate countermeasures 
equipment nor trained countermeasures personnel to conduct a 
thorough countermeasures sweep. 

In early 1981, the Office of the[ ^ ^ — ]Richland, ЬТЕ 
Washington, received allegations of fraud and abuse lving 
approximately 38 subjects, mostly current or former Richland 
employees, concerning approximately fifty million dollars in 
questionable expenditures. 










On November 4, 1981, Unit Chief 





Attorney, Yakima, Washington, requested that the FBI 


i ~ 






: Б lee 


| Фо ОЕ : im ы FBI/DOJ 
; . 301984 | | 


met with b6 

b7C 
b7E 

seriousness of the allegations which have been made at that facility. 

He falso advised that he was aware that discussions held between 

the t o0 at Richland and between an жу r 
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Memorandum to Mr. Bayse 
RE: COUNTERMEASURES MATTERS 


at Richland and the Washington, D. C., b6 
have become almost immediately known to other individuals who b7C 
should not have had access to that information. He further b7E 
advised that from the inception of the investigation, officials 
at that facility have not cooperated with and 


have attempted to obstruct the investigation 
at Richland suspect there is a real possibility 
the Richland office which is located within the facility is being 


monitored in some manner. 


It is estimated that the total cost for ET[ Дала ` b6 
БАГ  ]travel will be $350 per diem апа $1000 for transportation 72 


RECOMMENDATION: 1) That the trip to Richland, Washington, be approved 
and the attached teletype be sent. | 

APPROVED: Adh. Servs. Laboratory и 

Crim. tnv. Legal Coun. 

Director Off. of Cong. Р 


Exec. AD-Adm. kient. | R Public Affs. 
——— мо Мот 
Exec. AO-fnv. Inspection sch. Servs. 
ae Exec.AD-LES _ ин, Training 
2) Since the sweep will extend to November LL, 
1981, which is a legal holiday, it is re uested 




















this day be a scheduled workday and holiday pay for ET b6 
and SA Г | be approved. b7C 
APPROVED: Adm. Servs. Laboratory. 
Crim. Inv. Least Coun. 
= of Cong. 
Director ___ Public Affe, 


Exec.AD-Adm . Мег. ___...... Пос. Мать. 
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TRANSMIT VIA: - PRECEDENCE: | CLAS SIFICATION: ж өзек жет me 
C]! Teletype (CJ Immediate C3 TOP SECRET l D 
C3 Facsimile CJ Priority : CJ SECRET | ` т 
ХЕ] — АХРФЕЬ — C) Rottine CJ CONFIDENTIAL | u 
Cj UNCLAS EF T O | | 
| Cj UNCLAS І » 
Date __9/28/81. I А 
| TO: DIRECTOR, m f “a 
ATTN: SA TSD f ; га 
| ENGINEERING SECTION эте 
* | FROM: SAC, SEATTLE (66F-1975) 
SUBJECT:  COUNTERMEASURES 
For information of Bureau; the following information 
| j vestigator, Office b7E 
| Richland, Washington. 
During the past year|[[ | |] became aware of b6 
| information leaking from his office of a sensitive_investigative 2 
| Г ` . E 


Approximately six months с C ===: b6 
discussed a sensitive investigative matter in their office, bic 


detail i ere completely unknown on the project area. 
Before initiated the investigation, the subjects 
learned o interest and certain documents documents 


incriminating them mysteriously disappeared. 


Г) thinking his office space had been bugged, 
inspected the space above the false ceiling and discovered a 
number of wires running above ‘the 8222. as well as a speaker- 


was unable to trace b6 
b7C 


type device connected by wire. 
the wires to their source. 


coa Bureau : & 


- Seattle 
(1 - 667-1975) 
(1 - 207E- 
G - SL. ] 
MEB:ecf 
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Моей (Time) 
Ln  Y* U.S. GOVERNMENT PRINTING OFFICE: 1980-305-750/5402 
өз Ұз- ic. duse cm 


Approved: emm BO — -42 —_ Per 








SE 66P-1975 


=== the security office of the 
has the capability to install and operate 
sophisticated intercept equipment. 


stated that the security offi would 
rofit considerably from knowing what cases the 
was pursuing since they have attempted to 


neutralize his efforts in the past and protect the administra- 
аза of Pv ааа ее 


[sido f fice is currently investigatin 


e j officials of the 


has been unable to use his office space without fear of com- 
promise of instant allegations. 


The Seattle Division requests that the Bureau's 
Countermeasures Sweep Team furnish appropriate assistance, in 


this matter, to determine extent of intercept in the office space 
and communication systems in the controlled 
area. e 
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UNITED STATES DEPARTMENT OF JUSTICE Mv 
FEDERAL BUREAU OF INVESTIGATION О 


AIRTEL 


DATE: 10/19/81 


- 






: DIRECTOR, FBI 


(ATTN: SA p e TECHNICAL SERVICES DIVISION) i. 








* 
| + 
| 


š ReButel etype to New York, dated 9/21/31, and New York е 
teletype to the пречица dated 9/30/81. 


Countermeasures Sveeps/Searches were conducted at a'sL—] 





| _ | ., ЪТЕ 
. Room , 37208 
295 Federal Plaza 
"e Manhattàn, N.Y 
| Y 9/22/81' swept 
Room 42. 
fi HANGER II 
(бла North Passenger .Terminal) 
Kennedy International Airport 
Queens, N.Y. i 
9/29/81  . swept 
o ao  QoU$5-|7u 
| COE S AL ` I 
assified by 3520 a 
Reason for extension ЕСІМ, ІТ, 1.2.4.2. 
B Date of review for declassification 2 
10//7 /2001 
Q- Bureau. 27150 I I “ah b6 
- New York Е oct 23. > BIC 
PSD:mb I 5 


(4) 





Мо пап», ад” 
$5) USD ча 1989 | 


NY 56-3831 


со 


readings: 


Telephone £1 
Telephone numbers 


+ Voltages ‘(оп hook) 
| Voltages (off hook) 





.MA (off hook) 
Infinity Transmitter 
Tone "Test (ITTT) 
Amplifier Test 
Spare Line Tests 


Telephone #2 . 
Telephone Numbers 


Voltages (on hook) 


Voltages (off hook) 


MA (on hook) 
MA (off hook) 


Infinity Transmitter | 


m Tone Test (ITTT) 
Amplifier Test 


Results of those sweeps are as follows: 


=_=] 


Telephone checks both on-line and off-line did not 
disclose any unauthorized eavesdropping activity. Line tests on 
five (5) 565HKM telephones showed the following ranges or 


565-HKM; 5/79; 4/72 I š : 
у | * — b7E 


Milliamperage MA (on hook) 





L 


b7E 





51.29-51.37* : 
5.79-6.71% : 
o . 

49.90-51.11 


Negative 


‘Negative 


All negative 
(no audio, voltage or 
current draw detected) 


'565-HKM 
b7E 


51.33-51.40* 
4.71-6.52* 

D, , 
50.09-52.23* 


Hegative 
Negative 


*-Denotes constantly varying on Digital Multimeter 


c 


2 





V" 


NY 66-8831 


со 


ICM (fifth position) 
Voltage. (on hook) 
' Voltage (off hook) 
MA (on hook) 
MA (off hook) 
Amplifier 
ITTT 


Telephone #3 
Telephone numbers 


Voltages (on hook) 
Voltages (off hook) 

MA (on hook) 

„МА (off, hook) 

(ITTT) 

Ampliffier Test 

Spare position (fifth). 


Telephone #4 
Telephone numbers 


Voltages (on hook) 
Voltages (off hook) 

MA (on hook) ` 

MA (off hook) 

ITTT 

Amplifier Test 

Spare position (fifth) 








23.59-23.61* 


`5.47-5.72* 


0 


'75.13-77.32% 


Negative 
Negative 


565-HKM; 6-79; 3-67 
b7E 


51.33-51.37* 
4.94-5.13* 

0 ` 
50.29-52.49* 

Negative 

Negative - 

All tests negative 

(no audio, voltage, or 
current draw detected) 


b7E 


49,91-51.45* 
Negative 
Negative 
.All tests negative, 

(no audio, voltage, or 
current draw detected) 


+ 





NY 66-8331 


Telephone £5 


Telephone numbers 


Voltages.(on hook) 
Voltages (off hook) 


- MÀ (on hook) 


Frequenc | = 


y (RF 


devices. 


electrical switch, however, 


+ 


MA (off hook) 
Іттт 


Amplifier Test 

"ICM (Fifth. пое НЕ А 
Voltage (on hook) 
Voltage (off hook) 


MA (on hook) 
МА (ОБЕ hook) 


А төш еее physical search of the office which included 
inspecting the complete ceiling area, heater, and ventilation 
system, electrical outlets and switches, as well as furniture in 
the room, did not disclose the presence of any eavesdropping 


Telephone wiring was found which was connected to an 
it was determined that it was 
connected to a brozer located near the eront, door,which when 
opened activates the buzzer. 


The room contains a ceiling speaker — which 
' appeared to be operating in a normal manner. 


co Е ТАГ. 





AL 3 


565-HKM; 5/79; 12-63 


51.41-51.32* 
4.48-5.96 
0 


50.26-52.40 . 


Negative 
Negative 


23.51-23.62: 


6.42-6.46 


0 
79.08-79.16 


office, was given a Radio 
sweep with a scanlock Mark V Receiver, but no 
listening SENIER were found. 


ЂТЕ 


b6 
b7C 
b7E 








NY 65-9931 I A oy 


C : A L 


D as b7E 
| | | S swept ih the same | 
fashion and' found to bé free of any eavesdropping devices. It is 


noted that the entire office space, though patrolled at 
aproximately 6 p.m. by General Services Administration Guards is 
not secure. Once entry is gained during daylight hours, an 
eavesdropping attack could be accomplished in a brief period of 
timé. This type of attack can be effected either by defeating | 
.the door locks or breaching the ceiling ‘space. Telephone attacks 
can be effected anywhere in the building at any time. 5 


Recommendation: That security with regard to this floor 
be tightened,, and alarms installed which can, at least, be 
responded to by GSA Guards. 


Room 42, Hanger II 
Kennedy Internationàl Airport 
Telephone $ 665-4193, 4195, and 2062 ұғ 


Telephone checks both on-line and off line did not 
disclose any unauthorized eavesdropping activity. Line tests on 
five (5) telephones in the 564-HD and 565-HKM series showed that . 
these instruments were operating within normal telephone ranges. 


Voltages (on hook) . 48-50 Volts* 
“Voltages (off hook) 5-2 Volts* 
MA (on hook) . 0 


- МА (оЕЕ ноок) жоо 50-65 МА * 
ё Maximum Acceptance 
Level 70 MA‘ 





NY 66-8831 . 5 | ` 


со 5 А 1 
. Infinity Transmitter о. қ 
Tone Test (ITTT) - Negative 
" Amplifier Test . Negative 
Spare Line Tests All negative- 


(no audio, voltage or 
current draw detected) 
. A physical search vas conducted on the telephones, 
telephone cables, and various line connectors around the office, 
however, no listening devices were found. 


Inspection óf the interior walls disclosed that . 
conversations could be intercépted with ease from another agency 
occupying space along an adjacent wall. Louvered air vents also 

. allow for the passage of room audio. ` s 


- . 





The overall structure which for the most part is- 
unoccupied contains numerous communication and electrical system 


wire run ich were used in the past by the b7E 
and the These runs . 
can be accessed and used, as ‘needed, and as such present a 


countermeasures hazard. 


Regarding building security there is virtually, none 
after 6 p.m., at which time all personnel have devarted. The. 
location, where the structure lies, is dark throughout the night 
and not patrolled on a regular basis. 


The main doors leading to[ lare glass entrance way a BE 
doors which are secured with a hasp and an inexpensive padlock 


. that can be easily defeated. 


| In essence[ ^ bffers. no security, whatsoever, and b7E 
as such presents a serious countermeasure hazard. With no 
protection against entry, one must assume that the hazard exist. 


*-Denotes' constantly varying on Digital Multimeter 


š C T + A L . 


> 
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NY 66-8831  - = ye na ' | 


Um os C O > I L 


A 


222 Recommendation:  Thàt this agehcy's| E] ` b7E 


operations be moved to a more secure building which is protected 
by a burglar alarm and patrolled regularly by. guards. 


` ` 


In. that no location can be assumed to be free from the 
various eavesdropping hazards which are known to exist, caution 


should be exercised at all times when discussing matters of a 
sensitive nature. | . : 
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One (1) Scanlock 78/136 sent to Atlanta by Head- 
quarters. It is noted that this unit did not appear to func- 
tion properly. 


== 


of (2) Seantock 78/113, returned to Atlanta by ff E 
Tampa Division- It is noted that Tampa indicated this че 


Scanlock was not operating properly as a possible short might 
exist in the antenna. 


It is requested that Scanlock 78/113 be returned to 
Atlanta after it is checked out. 


Садат 
я fel 
ЁЁ | / = RECORDED | 


©- Bureau 


^ 
(2 - Package copies) © NUV 12 1981 
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DATE HE FAAR А ре гче DEPARTMENT OF JUSTICE Ф 
; Phy FEDERAL BUREAU OF INVESTIGATION 5 
% COMMUNICATION MESSAGE FORM ^ 
0 Д2.| Аск Бов В | ⁄ sd 
DATE 


OCTOBER. 14: 1381 









MLEM DIRECTOR FBI 1528-7308: - 


ToL.TO FBI KANSAS CITY PRIORITY 


тт: s [ |] 


T#LFBI LOS ANGELES PRIORITY 


121 ВТ * 
СО МЕТЕВ ТАГ ` | г, pred 
с о AL o "J ey AMT, ак 


SEC OUNTERMEASURES, TRAINING ы manne 
REFERENCE BUTELCALLS TO LOS ANGELES. SEPTEMBER 284: 14814 


m 


8LKANSAS CITY. SEPTEMBER. 304 1481: AND KANSAS CITY AIRTEL4 


DS NOT TYPE PAST THIS LINE 


e. 


JULY) 17451981. {Ut 


6 KANSAS CrTY'S ЗА __] AND Los ANGELES's ЗАС] 


HAVE BEEN SCHEDULED TO ATTEND THE INTERAGENCY TRAINING CENTER 
4. 4ITCH+ L0530 RIVERVIEW ROAD. FORT WASHINGTON. MARYLAND. 20744, 


2LNUMBER ITC 22-15 FROM OCTOBER. 13, TO NOVEMBER 20.2. 1581. Det if 


SAS ARE TO COMPLETE AND SUBMIT TO 
99 i (е MESSAGE BELOW THIS LINE 


| щат: BY h E ROOM TELE EXT. 
те ча [ioa [iss | "2700 = 
- ADMI ES DIVISION ZO- ~ — 72 
ATTN: pur us GO 


2 
ГЪ - MR. BAYSE AP 
гъ - МК: UITZEL „4 

d 
1 


OR TECHNICAL SECURITY COUNTERMEASURES {TSCM} AGENTS COURSE 











MENGE wie м, 


@ OCT 6 1981 


FEDERAL-BUREAU-OFINVESTI 
||) ОММИМКАТЮЦЯ ФЕМТЕВ < ratia 
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” 0 0 T 2 DO NOT FILE WITHOUT COMMUNICATIONS MU FBI/DOJ 
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20 


18 


16 


14 


10 


THERE ARE NO FACILITIES FOR SUBSISTENCE OR LIVING QUARTERS 
AT THE ITC. DUE TO THE ITC'S LOCATION AND LACK OF ANY PUBLIC 
TRANSPORTATION, KANSAS CITY'S SAL_____ J] IS AUTHORIZED 70 b6 
LEASE AN AUTOMOBILE. TO BE USED BY BOTH SAS. FOR THE DURATION 
OF THE TRAINING. 

CLESSEEIED AND EXTENDED BY: L445. REASON FOR EXTENSION, 


IIa Ъ-2.4.е {2}, 





BOR o. 
с. га 


L 3 Ж қайы. 
FEDERAL DUSL Ad OF INVESTIGATION 
COMMUNICATION MECSAGZ FORM 





t 
C _ j _. MUR CONTINUATION SHEET — — a 

| , 

PAGE. TUO DE На 002 С 0 - t—N— AL. - | $i 

ТИ | 


ЕВТНЯ TRAINING FORM {OPTIONAL FORM 1703 IMMEDIATELY. +02 
ABOVE AGENTS SHOULD REPORT TO THE ITC BY 9:00 A.M. ON THE 
FIRST DAY OF TRAINING AND HAVE APPROPRIATE IDENTIFICATION. {U} 


b7C 





DATE OF REVIEU FOR DECLASSIFICATION 


DO NOT TYPE PAST THIS LINE 


DO NOT, TYPE MESSAGE BELOW THIS LINE 


FBI/DOJ 





ж 


NOTE: ABOVE TRAINING IS NECESSARY IN ORDER THAT ADDITIONAL 
COUNTERMEASURES TRAINED AGENTS UILL BE AVAILABLE IN THE FIELD 
TO ADEQUATELY SUPPORT COUNTERMEASURES WORK. {TUF} 





THERE IS NO TUITION INVOLVED AND THE COST WILL BE 
APPROXIMATELY $740DD FOR PER DIEM AND TRANSPORTATION FOR BOTH 
AGENTS. ABOVE HAS BEEN COORDINATED WITH SA 
ADMINISTRATIVE SERVICES DIVISION. {U} 
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ТЕМ” 
Dear Mr. Henson: ? on Fok meas = г. 





Reference is made to your letter dated September 29, 
1981. 


In xesponse to your request, on October 9, 1981, 


FBI personnel from the Techni 
со ‘oom 
The sweep consisted of a check of the 


radio frequency spectrum, a check of the telephones and telephone 
lines and a nondestructive physical search. 


No evidence of electronic eavesdropping or tampering хак. 


o£ the telephones was detected at the time of the sweep. | 


Sincerely yours, “ЯУ, 
- је Илл! f / (Е = 
Willi . Bayse 


i 
| Assistant Director FBI 
Technical Services Division 
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. - Mr. Bayse 


FEDERAL бОЧЕВАМЕНЁ 


Ме. D. Jerry Rubino, Director 11/27 
Security Programs Staff 

Justice Management Division (DOJ) ly 
William A. Bayse = 


Assistant Director FBI 
Technical Services Division 


QUNTERMEASURES /MATTERS 


— 





In response to a verbal request by 
of your office, on November 4, 1981, FBI personnel conducted an 
electronic countermeasures security survey of a Lanier Model 103 


°RO Problem Typewriter” word processor, serial number 352361, 
located за | the survoy 

consisted of a radio frequency spectrum sweep and a physical 
examination of the internal components of the equipment. No 


evidence of any electronic eavesdropping or tampering with the 
equipment was detected at the time of the survey. 


It was’ determined prior to-the survey, throug 
laboratory tests conducted -by Honeywell, Incorporated, Annapol 
: the Lanier Model 103 “No Problem Typewriter” is a 
hazard with a required perimeter control zone ; 
РСЯ) of 200 feet. |6) жамы | 
52-705 
Upon completion of the survey it was verified that the 
Lanier Model 103 "No Problem Typewriter” did in fact parallel 
the ^ ^ ^ ]performed by Honeywell, Inc. There was no indi- 
| cation that any of the compromising emanations detected were en~ 
\ hanced to any degree. Our examination of the internal circuitry 


~ 


of the equipment did not reveal any visual abnormalities, however, _ 
; a complete examination vould requiro a н ЫШ 


is by a factory engineer. (9) 1981 


Gt 


2 к 
| It is recommended that if the Lanier Model 1037 рев тел 


~ 


Typowriter" is to be used to process National Security<tiiformation 
2 that it be providod a PCZ of 200 feet. This could be accomplished 
iz 

4 is| not feasible, then the procurement of арохоуай word 
| 'prpcessor for National Security applications is recommónded. (Si^ 
| | APPROVED; Me В, Laboratory 


Щу І tagal Coun, 


NOV 30 1981 
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ATTENTION: 150, ENGINEERING SECTION, SA[  ] 


b6 
CÈ UNTERMEASURES e 
ina NOVEMBER 18, 1981. Ў 
SA GERALD B. BROWN WILL ATTEND THE BASIC COUNTERMEASURES |9 
COURSE AT QUANTICO, BEGINNING 8:09 AM, NOVEMBER 17, 1981. 
TRANSPORTATION WILL BE REQUIRED FROM HEADQUARTERS TO ` 10024 
QUANTICO. зора m 
BT ш =7750$- 
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Subject: COUNTERMEASURES MATTERS 


REFERENCE: Your memorandum dated October 19, 1981, captioned 
"REQUEST FOR AUDIO COUNTERMEASURES." 







* PURPOSE: To report the к 
d 





b7E 
DETAILS: On November 30, 1981, personnel of the Technical 
Services Division (TS i i i 
a countermeasures sweep of your b7E 
The countermeasures sweep consisted of a check of the 
radio frequency spectrum, a.check of the telephones, telephone 
lines and a nondestructive physical check. 
No evidence of electronic eavesdropping or tampering 
with the telephones was detected at the time of.the sweep. 
. b6 





The countermeasures sweep.was conducted by ET 
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ae Date —12/10/81—— —| 
TO: DIRECTOR, FBI | 
(ATTN жаныр SERVICES DIVISION, 
E, T, b6 | 
I b7C 
FROM: SAC, SPRINGFIELD oe ) 
SUBJECT: ‘TECHNICAL MATTERS/COUNTERMEASURES - 
SCANLOCK  ——— . ' 


Re Springfield telephone call to the Bureau 12/10/81. 
The Bureau is requested to furnish the Springfield 


‘Division one Scanlock kit so as to allow appropriate security checks 
to be conducted in Resident Agency space within the diyision. 


я 


e Scanlock unit should be sent to the attention of 
SA FBI, 250 West Cherry Street, Room 350, 
Carbondale, Illinois 62901, arriving by 12/21/81, 


Upon completion of usage, the unit will be returned to 


Sify f0- LOIL 


the Bureau, 
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DIRECTOR, FBI 
ATTN: TECHNICAL SERVICES DIVISION 


OM: SAC, SAN JUAN (66-20) 
ОВТЕСТ: < СОООКТЕВИЕАЗОНЕВ 


ВЕ: San Juan airtel to the Bureau, dated 6/24/81, 
captioned "Countermeasures Matters;" and 
San Juan telephone call to Technical Services 
Division, Engineering Section, Signal Analysis 
Unit, 12/14/81. 


Referenced airtel and current inspection have 
demonstrated the need for countermeasure training to be afforded 


San Juan Technical Agents. Limited countermeasure and security 
measures are being provided by sal | (echnical 
Coordinator) to headquarters and a $s semiannually. Because 


of the political climate and terrorist activity in Puerto Rico 
semiannual inspections are felt to be the minimal acceptable 
with quarterly inspections advisable. At the present, no 
one within the San Juan Division has received countermeasures 
training. Countermeasures equipment assigned to. San Juan 
consist of one Interad 7312, 10-500 MHz receiver. It is 
requested that the Bureau consider securing a slot for SA 
in the six week advanced countermeasures course and/or provide 
Similar training at the Bureau and/or send headquarters personnel 
to Puerto Rico to provide the training. Upon completion of 
training, it is requested that the best available countermeasures 
equipment be assigned to the San Juan Division. The Bureau is 
requested to advise San Juan of its decision in this matter. 
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sect: TECHNICAL EQUIPMENT 
COUNTERMEASURES 


: DIRECTOR, FBI 
ATTENTION: TECHNICAL SERVICES DIVISION, 
i) ENGINEERING SECTION, 
ELECTRONIC ANALYSIS UNIT ; 


Се nate Sae eS 
Engineering Séction is requested to supply the Memphis 


Division, on a permanent basis, with the*following: 


One each Triplett 3400VOM modified with 
amplifier ? 


The above requested item is felt to be necessary in the 
Memphis Division in conducting countermeasures procedures on 
telephones.in FBI facilities. 


The above requested item should be forwarded to the 
Memphis Division, Attention: Technical Coordinator[ |56 
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SAC, San Juan 1/5/82 


Attention: SA[. ~~] s 


: b7C 
Director, FBI (80-895) 


бошт ERMEASURDS | MATTERS 


a 


REFERENCE: San Juan Airtel dated 12/14/81 and Вите1са11 
12/22/81. 


As was discussed during referenced telephone call, 
the Technical Services Division (TSD), Engineering Section 
(ES), recognizes the need for training of field technically- 
trained Agént personnel in countermeasures and in providing 
the field with appropriate countermeasures equipment. This 
Fiscal Year the ES has had two training in-services on Basic 
Countermeasures Techniques and in the use of the latest 
countermeasures equipment which is being added to the FBI 
inventories. Due to the lack of funds, the ES will be 
unable to sponsor any additional formal training in counter- 
measures this Fiscal Year; however, per your telephonic 
request, ES personnel can provide informal countermeasures >, 
training to your technically-trained Agents at San Juan in 
conjunction with conducting countermeasures sweeps in your %Ф 
division. Informal countermeasures training can also be 
provided by ES personnel at FBIHO. The selection of loca-, ye | 
tion for countermeasures training is left to the discretion 
of San Juan. Upon the course of action elected by San Juan 
for the training, San Juan should direct a communication to 
FSIHO for approval. 


The selection of attendees to the previous Basic 
Countermeasures In-Service Training was made based on the 
perceived needs of those field offices and FBIHO efforts to 


implement regional countermeasures capa SE < m /! Z ⁄ 
-BCI — 
Regarding your request for advanced countered s es 


training which is provided by another government agency in 
the Washington, D. C., metropolitan area, the ES has been 
| advised that there are no funds available at the present 
time for this type of training. For your information, the E 


S 
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Letter to SAC, San Juan 
RE: COUNTERMEASURES MATTERS 


advanced countermeasures training is six weeks in duration. 

and the agency providing the training does not have lodging 
facilities or public transportation to and from their facility. 
This requires attendees to be on per diem and arrange for 

their own transportation at an approximate cost of $3,900. 
Selection of Special Agents to attend this advanced training 

is made based on the Special Agent’ s formal training in 
electronic fundamentals, or experience as an electronic techni- 
cian, and on the needs of a particular field office. 


The ES's survey of field countermeasures equipment 
conducted in June, 1981, confirmed thé need:to supplement. 
and update countermeasures equipment available to the field. 
Every effort possible is being made to procure counter- 
measures equipment with the resources available and to 
make the equipment available to the field on a permanent: 
basis. Presently; the ES has countermeasures equipment 
that can be made available to the field on a temporary 
basis provided the field office has personnes trained in 
the use of this equipment. 


Ouestions regarding this communication or relating 


to countermeasur ould be directed to the TSD, 
attention SA FBIHO, or by contacting him Бе 


on extension 2700. b7C 
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REFERENCE BUTELCALL TO МУ 545 Дам 
| DN JANUARY ?. 1982. 40» 


THIS IS TO CONFIRM REFERENCED TELEPHONE CALL. 
IS TO CONDUCT EXTENSIVE COUNTERMEASURES UEM 
DETAILS REGARDING THE SUEEPS: dri ве PROVIDED BY FBIHQ ` 
ASSISTANT SECTION CHIEF RONALD WETHERINGTON. 


SA WETHERINGTON AT NYC TELEPHONE NUMBER 212-820-8080 ON 
TUESDAY. JANUARY i24 


WILL NOT BE DONE TELEPHONICALLY. ек тр 


UPON COMPLETION OF THE COUNTERMEASURES SWEEPS, 
ADVISE THE TECHNICAL SERVICES DIVISION, 


APPROVED BY DRAFTED BY DATE ROOM TELE EXT. 
T/PJE (£53 1/5/82 | 8053/8 | 2700 
cr 


R. 
MR. 
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м. m 


Subject : 


Memorandum Eur ADUM S 
Asst. ри 
Adm. Servs. mamm 
Cetin. Verve eee, 
Ident. ` 
Insp. 
ы Intell. 
Mr. Bayse Date 1/22/82 ЛЕ | 
Off. Cong. & 
Public Affs. „m 
R. W. Witzel : сыы 
S: | Training 
Telephone Rm. .—— 
COUNTERMEASURES MATTERS ' или па ed 
Reference Bureau letter to San Juan, dated 
January 5, 1982, and San Juan teletype dated 
January 12, 1982. | 
PURPOSE: To req ization Рот ЕЕ | b6 
and SA to travel to San Juan, рус 


ЗЧЕТ/уаз (7) 


Exec AD Adm, 

















Puerto Rico, to conduct countermeasures sweeps and provide 
countermeasures training to San Juan technically-trained 
agents. 


DETAILS: Referenced letter was in response to San Juan's 
request for countermeasures training by Engineering 
Section (ES) personnel for their technically-trained agents. 
San Juan requested the training in view of Puerto Rico's f 
political climate and recent and continuing terrorist sae 
activities. Providing FBIHQ's approval, it was left at the > ) 
discretion of San Juan for location of training. Referenced 
San Juan teletype requests that ES personnel travel to 
San Juan to provide countermeasures training and to conduct 
countermeasures sweeps at several locations. 











To minimize the possibility of adversaries or unauthorized 
personnel from obtaining information as to the plans for counter- 
Measures sweeps, all plans will be made upon arrival at San Juan. 


San Juan has been telephonically advised to obtain 
all FBI telephone lines appearances information. 


Attachment 

1- | 2/21 ъв 
1 - 0 i pos- /f] b7C 
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l - Mr. Witzel 

1 a zs — 10 JAN 28 1982 
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Memo to Mr. Bayse from R. W. Witzel 
Ке: COUNTERMEASURES MATTERS 


It.is estimated that it will take seven (7) 
working days to support San Juan's request. 


An estimated cost for this trip is $600 for 


transportation and $2,400 per diem for ET[ |ала 
sa[  ] totaling $3,000. 


RECOMMENDATIONS.: 


1) That L =! апа 5А|______|ре 
authorized to travel to San Juan, Puerto 


Rico, in support of their request. 























APPROVED: Adm. Servs. Laboratory. 
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2) That the attached teletype be sent. 


шм APPROVED: Adm, Servs. Laboratory 


Crim. Inv. Legal’ Coun. 
К Off. of Cong. 
Director 
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COUNTERMEASURERS: MATTERS." 

RE SAN: JUAR-AIRTEL TO-BUREAU DATED: DECEMBER- 1d , 1981, 
BUREAU LETTER TO SAN JUAN-DATED. JANUARY:5 , “1962, AND“ BUREAU 
TELEPHONE CALLL“ 70° SAN: JUAN ON: JANAURY 12, 1982; 

AS WAS DISCUSSED DURING REFERENCED TELEPHONE CALL; SAN JUAM- 
IS REQUESTING. THAT TECHINCAL SERVICES DIVISION TSB) SEM . 
BUREAU PERSONNEL: ТО SAN: JUAN PREFERABLY‘ DURING THE- MONTH: OF 
FEBRUARY, :2982,. FOR: THE PURPOSE OF TRALHING: OF FIELD TECHBICALLY i 
TRAINED AGENT PERSONNEL. IN COUNTERMEASURERS-AND FOR ASSISTING 
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Director, FBI (89~805) š 


COUNTERMEASURES MATTERS 
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REFERENCE: San Juan Airtel čated 12/14/81 and BuTelcali 
12/22/81. | 


` ^ 
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. . AS was discuszed during referenced telephone call,. 
the Technical Services Division (250), Engineering Section 
(ES), recognizes the need for training of field teohnically- 
trained Ages personnel in countermeasures and in providing 
the field with appropriate countermeasures equipment. “This 
Fiscal Year the ES has had two training in-services on Basic 
Countermeasures Techniques and in the use of the latest 
countermeasures equipment which is being added to the Far 
inventorics. Due to thè lack of funds, the-ES will be 
uneble to sponsor any additional formal training in counter- 
measures this Fiscal Year; however, per your telephonic р 
request, ES personnel can provide informal countermeasures 
training to your technically-trained Agents at San.duan in 
conjunction with conducting countermeasures sweeps in your 
division. Informal countermeasures: training can also be 
provided by ES.personnol at. TBIHO. The-selection of loca- 
tion for countermeasures training is left to the discretion 
of San Juan. Upon the course of action elected by San Juan 
for the training, San Juan snould direct a communication -to 
PBIHO for approval, : 


MAY 





The selection of attendees to the previous Basic с 
Countermeasures In-Service Trainino was made based on the 
perceived needs of those field offices and PBIHO efforts to 
implement regional countermeasures capabilities, 


Regarding your request for advanced countermeasures 
training which is provided by another government agency in 
the Washington, D. Ce; metropolitan area, the ES has been 
advised that there are no funds available at the present 
time for this type of training. For your information, the 
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advanced countermeasures training is six weeks in duration 

and the agency r.oviding the training dees not have lodoina 
facilities or public transportation to and from their facility. 
This requires attendees to be on per diem and arrange for 

their own transportation at an »o^roximate cost of $3,990. 
Selection of Special Agents to uccend this advanced trainina 

is made based on the Special Aorr*+'s formal training in 
electronic.fundamentals, or experience as an electronic *ochni- 
cian, and on the needs of a particular field office. 


ner 
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i The ES's survey of field countermeasures equipment 
i conducted in June, 1981, confirmed the need to supplement 
i and update countermeasures equipment available to the field. 
| Every effort possible is being made to procure counter- 
i “measures equipment with the resources available and to 
| make the equipment available to the field on a permanent 
basis. Presently, the ES has countermeasures equipment 
i that can be made available to the field on a temporary 
basis provided the field office has personnel trained in 
- the use of this equipment. - 


we wie Questions regarding this communication or relatino 
` to counterme m rs should be directed to the TSD, 
8 ', attention SA FBIHO, or by contacting him b6 
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RE LOUISVILLE TELETYPE DATED DECEMBER 23. 1981. AND | 
BUTELCALL TO LOUISVILLE SA[ Np CHICAGO suPERVISOR[Í p. b6 
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ВОТН ФЕСЕМВЕК 31- 14881. {U} 


ЕВТНа ЕТ | WILL ARRIVE LOUISVILLE AT 


11:55 А.М. VIA U. S. AIR. FLIGHT NUMBER 3?84 ON JANUARY 253 








1982. {U} 

PER REFERENCED TELCALL. CHICAGO SA[ —  — ]sHouLp ARRIV 
LOUISVILLE NO LATER THAN 22:00 NOON ON JANUARY 25. 1982, TO 
А55157 ЕТ | IN CONDUCTING COUNTERMEASURES SWEEPS AND IN 
TRAINING LOUISVILLE TECHNICALLY-TRAINED AGENTS IN THE USE OF 
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COUNTERMEASURES EQUIPMENT. ЗА SHouLD TAKE WITH HIM THE c 


' COOKE TELEHONE ANALYZER AND THE NON-LINEAR JUNCTION 
DETECTOR. ФЕ 


й : Į - = 
| ЕТ TO 


LOUISVILLE. ve im 


UPON COMPLETION OF THE COUNTERMEASURES SUEEPS AND TRAINING. 


| + . * dw 
is UILe TAKE WITH HIM THE MICRO-TEL PR 7008 RECEIVER PES 
! SERIAL NUMBER 215. PROPERTY NUTIBER ubbl22 UHICH IS BEING ка 


ASSIGNED TOL [| DIVISION ON A PERMANENT BASIS. RE qm 
LOUISVILLE WILL PROVIDE THE TECHNICAL SERVICES DIVISION 


стар», ENGINEERING SECTION (EST, WITH THE NAMES OF THE 

| TECHNICALLY-TRAINED AGENTS THAT RECEIVE THE INSTRUCTIONS IN THE 

. USE OF THE COUNTERMEASURES EQUIPMENT. THE TRAINING BEING 

PROVIDED TO ALL LOUISVILLE TECHNICALLY-TRAINED AGENTS WILL BE ІМ 

| LIEU OF THE FORMAL COUNTERMEASURES TRAINING THAT THE TSD, ES, 

| PROVIDES AT QUANTICO. DUE TO THE LACK OF FUNDS. THE ES DOES NOT 
EXPECT TO BE ABLE TO PROVIDE ANY FORMAL COUNTERMEASURES TRAINING 
AT QUANTICO THIS FISCAL YEAR. {U} 

| LOUISVILLE IS REQUESTED TO MAKE LODGING RESERVATIONS FOR 


ET[ J AND SAL_____] FOR FOUR {4} NIGHTS. {U} b6 


b7C 











“2 938, (7-19-77) e DEPARTMENT Of JUSTICE e 
FEDERAL BUREAU OF INVESTIGATION 
< COMMUNICATION MESSAGE FORM Ы 










L^ 


a CONTINUATION SHEET 


€—————————————P a E O ИНИНИ 


ANY QUESTIONS REGARDING THIS COMMUNICATION SHOULD BE 


DIRECTED TO THE ATTENTION OF THE TSD, ES. А sh 


EXTENSION, 2700. 407 ` b6 
= ъ7с 


CL ED AND EXTENDED BY 84 REASON FOR EXTENSION FCIM, 
16 1-2.Ч.е. 48 & 334 DATE OF REVIEW FOR, DECLASSIFICATION 
JANUARY 15- 2002. 
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RO RST TYPE PASY THIS LINE 


i A E DENTIST 
НЕ и BG 


<= з ч.л аланнан ы ii Дата at amie abe oat (= ярни м. яшда E Maa ad M д Ами 


F85I/DOJ 
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Sui couNTERMEASURES MATTERS 





Director, FBI (80-805) Date 8/20/81 


Attention: Technical Services Division, SA b6 | 
b7C 


AC, LOS ANGELES (66-119) 


LOS ANGELES has the following countermeasures 
equipment: 


Kaiser security kit, model 1040, serial number 
Scanlock receiver, model MK V, serial number 
78/099. 


Triplett V-O-M and tone generator, model 3400 
(modified), serial number 403384. 


Interad receiver, model 7312R, serial number 728. 


All of the above itemized equipment is in good 
working order and is utilized on a weekly basis. 


10- 304 — 


meena құлы 
NOT RECORDED , 
17 AUG 28 1981 | 


aan? u Б” 


LOS ANGELES 
& 
(4) 





b"7C 
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7-664Rev. 3-9-78) & 8 мо : - = Killion 
(2 


2 - Technical Services Div b?7C 
1 - Invtry Rm 1835 | 
1 - Eng Invtry Mgt Кл 18016 
2- Laboratory Div `<. 
1 - Lab Invtry Mgt-Rm- 1B239 
1- Sect Invtry Rm 3456 


| 
| 
| 
| 
SAC, Memphis (66-270) 1/21/82 
| ф Director, FBI | (80-805) 
| 


"TECHNICAL EQUIPMENT 
TRIPLETT 3400 V-O-M HODIFIED 
ReurLettor dated 12/31/81 


| | f 
Си бетев SUR 


(C) Equipment listed below has been received. After repairs have been made it will be 
returned to your office. 





C) Equipment listed below has been repaíred ànd is being returned to your office. 


CI Equipment listed below is being shipped to your office for (7) permanent | 
(7j temporary assignment. Appropriate inventory changes should be made. | 


(x) Your request for equipment listed below has been placed on record and 
CJ will be considered С will bezordetedewhonfendecareseyailablac 
А sent to your Division when Available. 
The item(s) (C) has {has not; (7jhave (Cj have not; been put on automated 
inventory. 


The item(s) (7) does [j does not; [do [Jj do not; have a label affixed. 


E 1 each mriplett 3400 V-O-H Modified 
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MAIL ROOM 





#4 -х А 


ВЕ0001 0291715 u ви я 






FEL, + ; T 
PP HQ и" 
DE DE ¿Jaa Чу 
Р 2917132 ЈАМ 82 И Ча лаш 
ЕЕ 59 
FM DETROIT (66-461) 
TO DIRECTOR’ (PRIORITY) 


UNCLAS E F T O 
ATTENTION: TECHNICAL SERVICES DIVISION, ENGINEERING 
SECTION [ J] 


OUNTERMEASURE MATTER, O00: DETROIT 


RE DETROIT TELEPHONE САД, ОР 54[___________| 70 
за |_______ЈАМЏАВУ 27, 1982. 


IT IS REQUESTED THAT SAL______]BE TELEPHONICALLY 





NOTIFIED BY BUREAU, EXTENSION 2780, UPON RECEIPT OF 


THIS TELETYPE. 
FOR INFORMATION OF THE BUREAU, THE SAC, DETROIT, HAS 


SCHEDULED A COMPLETE COUNTERMEASURE SURVEY TO BE CONDUCTED 








FOR 
x ` ера 
| Jo FEBRUARY 6-7, QOIWM у = 
% 2? FEB 8 1982 
нені Soe 


оте A4 AR 


p хх 
sare AO САУ 
26 PA N ч V 
74 "ILI ^y у 





аре f 


b7E 


b6 
b7C 








PAGE TWO DE 66-401 UNCLAS EF T O 

T0 ACCOMPLISH THE ABOVE, DETROIT IS REQUESTING THE 
ASSISTANCE OF ONE SPECIAL AGENT FAMILIAR WITH ABOVE SURVEY 
PROCED IRE. DETROIT FURTHER REQUESTS ONE (1) TELEPHONE 
ANALYZER AND ONE (1) MR70@ RECEIVER. 

COMMUNICATIONS REGARDING THIS MATTER SHOULD BE DIRECTED 


TOSA[ — | DETROIT DIVISION. 


BT 
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BL aT on IL ПЕ 1455 CATION GUIDE е 


DATE 08-23-2017 ву: re "T À 
oo ee _ iy DEPARTMENT OF JUSTICE · & Бе 
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: ‘FEDERAL BUREAU OF INVESTIGATION | Bee 
# COMMUNICATION MESSAGE FORM 
pace То С 


ОАТЕ 2 / 3 / д 2 CONF TDI К S PRIORI T Y | 
ERARA ы, " 
SFOULEPP CG DETDE HA HdDO0ul SHdT"CTP O4LLSSZ JAN аг 
(p aane s 

















































































b6 
ь7с 


b6 


BUREAU TELEPHONE CALL TO CHICAGO SUPERVISOR[ sd A 


JANUARY 27. 1982. {U} 


FOR THE INFORMATION OF CHICAGO, DETROIT'S REFERENCED 


^ DO NOT TYPE PAST THIS LINE 











TELETYPE REQUESTS COUNTERMEASURES EQUIPMENT AND TECHNICAL 





PERSONNEL TO ASSIST IN A COUNTERMEASURES SUEEP TO BE CONDUCTED | 
ON FEBRUARY b - 7. 182. IN DETROIT. Jf, РА 
CHICAGO'S SA LY IS TO TRAVEL TO DETROIT AND 
TAKE ALL APPROPRIATE COUNTERMEASURES EQUIPMENT TO ASSIST IN 
THEIR REQUEST. 089 T, 


DO NOT TYPE MESSAGE BELOW THIS LINE 

1 - MR. BAYSE © 2052 / S: 
TE ar < 

a 1 > ФЕВ 8 юш EP. 


| — 2-9 
FE r INVESI N 
3 COMMUNICATIONS CENTER 
AY оо? 
! 5 FEB 5 1982 
ТА FEB 1 7 198 DO NOT FILE WITHOUT COMMUNICATIONS STAMP FBI/DOJ 
у ža : + nr T Ac 


b7C 


























! 





2 е P и : E : ы ” & 
093A Q-1977 ' e i DEPARTMENT OF JUSTICE e 


FEDERAL BUREAU OF INVESTIGATION 
COMMUNICATION MESSAGE FORM 


m CONTINUATION SHEET UU aa — — г,” 












-PAGESTUO: DE на 0041 С - + : 
UPON COMPLETION. DETROIT WILL ADVISE FBIH@ OF THE RESULTS 


OF THE -COUNTERMEASURES SWEEP.: TSX i) 
—CEASSEETED AND EXTENDED BY 6. REASON FOR EXTENSION ЕСІМ 
ІІ. 1.0 4.24 DATE OF DECLASSIFICATION 2/3/2002. 









> 


ВО 1:97 ТҮРЕ PAST THIS UNG 








i T — n s= — —[KOUHVIE- Ps + 


ү еще < к фк қ 
ЫМЕН ТЕК как 


— —————————————————— ———— № = 


CC FBI/DOJ 





NOTE: ЗА ЕС ON TELEPHONICALLY i 
CONTACTED CHICA EVISO WITH RESPECT sus 
TO CHICAGO'S SA TRAVELING TO DETROIT TO ASSIST 


WITH DETROIT'S REQUEST FOR EQUIPMENT AND TECHNICAL ASSISTANCE 


.IN CONDUCTING A COUNTERMEASURES SWEEP. 





o ————— — —м- 
= ТТ eee. mE > 
fnis Tw eim 
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FD-36 (Rev. 5-22-78) В С 
b. А res on Td 











FBI | 

| TRANSMIT VIA: PRECEDENCE: CLASSIFICATION: pi (2, 
q CJ Teletype C3 Immediate CO TOP SECRET l 
| С) Facsimile C3 Priority Cj SECRET | 
| ат C3 Routine C3 CONFIDENTIAL | 
| (1) UNCLAS EF TO | 
(7) UNCLAS [ 

І 

1 


b6 
DIRECTOR, FBI (ATTN: TECHNICAL SERVICES DIVI b7C 


ENGINEERING SECTION, SA 






FROM: SAC, ST. LOUIS (66-477) 






COUNTERMEASURES| MATTERS 


St. Louis requests a Dektor telephone analyzer for 
ныш Jel — ] 


The analyzer will be returned after familiarization. 






b6 
b7C 













b6 







| № / Wp У“ b7C 
7. est 
V 2 P 
РР 
p 
í Sus oe 
ға T$? ae PA 
l- St. Louis scammer ce г. А b6 






52. 
wh W ; 


Арргоуед: 





Transmitea — f fell. POE oed s 
(Number) (Time) 


* U.S. GOVERNMENT PRINTING OFFICE: 1980-305-750/5402 









\ ' KEGYED ` 
4 АТ0004 02520307 TELETYPE UNIT 


RR HQ Ра 5 Jan 8220 452 
[РЕ д / гер AREA 


OF ENSE 


‹ В 2520302. JAN 82 
‚ FMW ATLANTA (66-213) (P) 
‘TO DIRECTOR, FBY ROUTINE 
| BT | 
UNCLAS 

ATT Ns ELECTRONIC ANALYSIS SECTION, TECHNICAL bS 
| — SERVICES DIVISION 

TECHNICAL MATTER - "COUNTERMEASURES 


RE FBIHQ TELEPHONE CALL TO ATLANTA, JANUARY 22, QOIWM' 


| FOR INFORMATION OF М id 
| 


b6 
b7C 
b7E 













ATL ANTA, 


GEORGIA, HAD ADVISED THAT THE' NSA CONFERENCE, TENTATIVELY 


| 7% 
| SCHEDULED FOR JANUARY 28, Assn HAD CANCELLED DUE TO BUDGETARY 








CONSTRAINTS, THEREFORE NO ACTION IS BEING TAKEN BY ATLANTA AT 


THIS TIME, | ds Fos / Ж ; | 
[ |  hwoicargb THAT THE ABOVE CONFERENCE MAY BE R b6 


ъ7с 


SCHEDULED FOR SOME DATE IN MARCH, QOIWN 
" по ren 18 А 


костите”. 


№ 

н б. ^ 

itus 
; 


1 Ü ~ жүн Ë 
why gd. 2 
и 44-2 i iA аа 
4 < 
` Зи 4 » 
| || | d 


\ ме 2 г 















































Та Ф & i 
i ~ ғ “ЦЕхес. А0-Адт. + 
iHNOG44 0411033 V RE еее. лол h 
"RR Ha [EL СМТ 
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p 
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DE HN 9292 


| 0 Fes 82 


FEDERA. BUREAU 
OF прете СН 


0818257 FEB 82 
FM HONOLULU (66-301) 
M 

IRECTOR ROUTINE 
BT O | 
UNCLAS EF T O (lower leg su. 5 
ATTENTION TECHNICAL SERVICES. DIVISION, 






Training 
Off. of Cong. 

& Public Affs. | 
Telephone Rm. 5 
Oirector’s есу ива 






PA 





b6 
B b7C 





OFFICE SECURITY 
AS THE BUREAU IS AWARE, THE HONOLULU OFFICE IS EXPANDING 
INTO NEW OFFICE SPACE WHICH VILL BE UTILIZED PRIMARILY BY EXPANDED 
FCI SQUAD. THIS NEW SPACE WILL NEED TO BE ELECTRONICALLY SWEPT ^ 
TO DETERMINE THAT NO BUGGING DEVICES ARE PRESENT. ADDITIONALI/Y, | 
IT HAS BEEN OVER TWO YEARS SINCE THE EXISTING OFFICE SPACE HA 
BEEN SWEPT AND THAT SPACE ALSO SHOULD BE ELECTRONICALLY SWEPT. 








$ ° ос 
PAGE TWO DE HN 66-361 UNCLAS ЕРТО 
SWEEPING NOR DOES IT HAVE ANY AGENTS WITH EXPERTISE IN THIS 
TECHNIQUE, THEREFORE, IT IS REQUESTED THAT TECHNICALLY TRAINED 
AGENTS FROM FBIHQ COME TO HONOLULU AND PERFORM SUCH A SWEEP. 
ALSO IT IS REQUESTED THAT DURING THEIR STAY IN HONOLULU, TRAINING 
BE GIVEN TO HONOLULU TECHNICAL COORDINATOR IN THE USE OF THE 
SWEEPING DEVICES. 

IT IS ANTICIPATED THAT THE NEW OFFICE SPACE WILL BE FINISHED 
DURING THE LAST WEEK OF FEBRUARY, 1982 AND THAT HONOLULU WILL 
REQUEST THE SWEEP BE MADE IN EARLY MARCH, 1982. 

BT 














DECLASSIEICATION AUTHORITY DERIVED ЕВО 
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b6 
PET 242 I -— jáa А — 1 DEPARTMENT OF JUSTICE e ДВА 
` м.” А (МАХ ЈУ "FEDERAL BUREAU OF INVESTIGATION Z Jag 
' med ae [PAR V Y) COMMUNICATION MESSAGE FORM : 
y PAGE 


PRECEDENCE 
272782 e 


SFOYHEPP-SDIDE HA п00Чу зайУСПР 0315317 JAN де 






fem FM DIRECTOR FBI ts2=973508F 





пој 19 FBI SAN DIEGO PRIORITY 
ATTN: ELI epe b6 
5 b7C 
BT i ao 
14 Wo E == 
Lup eE ӘУ 
| ENTIAL š == ° 
(| COUNTERIIEASURES, TRAINING. = 
Ж 4 wn 
7 REFERENCE BUREAU TELEPHONE CALLS TO SAN DIEGO JANUARY 28 |= 
> 
по! АМО FEBRUARY 14 1482. (UJ < 
x tu 
SA [uss BEEN RESCHEDULED TO ATTEND THE > а 
a| INTERAGENCY TRAINING CENTER {ITC}; 10530 RIVERVIEW ROAD. FORT |9 
о 


WASHINGTON, MARYLAND 207445 FOR TECHNICAL SECURITY COUNTER- 

6| MEASURES {TSCM} AGENTS COURSE NUMBER ITC 22-1b FROM FEBRUARY 1b. 
TO MARCH Chr. 09807 EE m 

4 SA [ ^ ]SHoULD REPORT TO THE ITC BY Ч А.М.- ОМ FEBRUARY 
ib. 1482. AND HAVE APPROPRIATE IDENTIFICATION.: {U} 

2 THERE ARE NO FACILITIES FOR SUBSISTENCE OR LIVING QUARTERS 


AT THE ТТС. DUE TO THE ITC'S LOCATION AND LACK OF а PUBLIC 
DO NOT TYPE MESSAGE BELOW THIS LINE ><) — 


APPROVED BY DRAFTED BY DATE oso 
га св Геро — [eese [tensas [i 
LEO 


1 - MR. BAYSE SS ЯЕ | 
ъ - MR. WITZEL ` s «кеселі 
Јо UN ем” : 
1 } 


BUREAU OF INVESTIGATI 
COMMUNICATIONS CENTER 









7 9 MAR 1982 DO NOT FILE WITHOUT COMMUNICATIONS STAMP FBI/DOS 





~ 


| | E. cus 
997A 5519-77}. $ } DEPARTMENT OF JUSTICE · & 
FEDERAL BUREAU OF INVESTIGATION 


COMMUNICATION MESSAGE FORM 


| pace Е | CONTINUATION SHEET _ 


PAGERTUO:DE HQ 0049 | 
PAGERTUO:DE НО ООН СОРА 


TRANSPORTATION. ЗА| 1% АШТНОВТЕЕХ ТО LEASE AN AUTOMOBILE 







b6 
b"7C 


FOR THE -DURATION OF THE TRAINING.: {U} 


" —XENSSÉFIED AND EXTENDED BY 8. REASON FOR EXTENSION FCIIl. 


|| XI. L.2 4.2. DATE OF DECLASSIFICATION 2/2/2002. 


20 


BT 
11 







14 


10 


ПО NOT TYPE PAST THIS LINE 





rue P. m m 








Zi GOP epa P gue IE барыла Яр 
a Voor qvy Ç ULL. AU Sa b Sd as Pa 


FBI/DOJ 











NOTE: ABOVE TRAINING IS NECESSARY IN ORDER THAT ADDITIONAL 
COUNTERMEASURES TRAINED AGENTS WILL BE AVAILABLE IN THE FIELD 
TO ADEQUATELY SUPPORT COUNTERMEASURES ШОКК. {Ut 


THERE IS NO TUITION INVOLVED AND THE COST WILL BE 
APPROXIMATELY $3,150 PER DIEN. $300 TRAVEL AND $5900 FOR RENTAL 
САК. ABOVE HAS BEEN COORDINATED WITH SA 
ADMINISTRATIVE SERVICES DIVISION, ON 2/1/82. 



































DECLASSIEFICATION AUTHORITY DERIVEDL FBDOM- 
БІ AUTOMATIC DECLASS CATION GUIDE 
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b6 


ROUTE INGENVELOPE 
| $< 


co Б AL 
On ae SAC, Norfolk (66-946) 3/8/82 
( 
Director, FBI (80-805) 0, с : 
< QUSTZREEZASURES) MATTERS 
Reference : airtel dated February 10, 1982; 
and Butelcall to SA on February 18, 1982. (U) b6 
ь7с 
Technical Services Division 152) , personnel, 
Electronics Technician and Special Agent b6 
b7C 


will arrive in Williamsburg Virginia, on 
unday morning, March l4, 1982, to provide technical 
assistance and personnel for duration of the SAC's Annual 
Conference. X8X. ID) 


ЗА in Norfolk, should ensure access to b6 


the Willians urg Resident Agency vault so that classified 
equipment can be stored at the end of each working day 


during the SAC's Conference, (U) 


Classtfíad anà Extended by 9 

Reason for Extension ЕСІМ, ТІ 

1.2 4.2 (2 & 3) ' 

Date of Review for Peclassification 


March 8, 2002 
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temas 17 HE. Payse m 
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ав 1 - Mr. Hilion ~ 


Crim. lav. LL 
Ident, 
Intell. 


AES 

Loborotoy — | 
pingit (8) QW 

Plan, & Insp, е COMP EPERTIAL 
Rec. Mgnt. LÀ 

Tech. Servs, „.. aif 

Training 
Е Aiie, O, 5 x г 

Director's sel Ади. ROOM f i | 

+ #81/203 

w ERAR 17 1982 
























8-268 (794.81) 


FEDERAL BUREAU OF INVESTIGATION ye 
WASHINGTON, D.C. 20535 | | 0” 
DATE: B/S (SU Re </ 22066464. EZQUGPAMELT 


v САС РИФ уе 


й?р; з] 
Invoice of Contents 


NAME OF SHIPPER 


METHOD OF SHIPPING _42e%04 Z V e= 5 AX 


b6 
b7C 





Return to ENGINEERING SECTION 
Room, 1B046 | 4. 2538 __ 
FBI File # O — o S 


/ 4 ALLOK MKS 59 794% 


) cA Lua) done Tr DECIR C-| Sv 209 


Резе „ле CASES, 


ot, 12 
ae М? A 


„а = 
01 ` 2 073 


FD-514 NO DO NOT TRANSFER EQUIPMENT SHIP # — 
RASTA LEE RTE SEE EEE EOE TSE IO, 


F81/00J 
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DATE 08-24-2017 BY: 
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| 


\0%% f 
ПО war 171982 


" ~ тж ; М, b6 
D STATES DEPARTMENT oF rce — - | b7C 
FEDERAL BUREAU Of INVESTIGATION | 
CON FED ENTIAL 
AIRTEL . ` f : 
frm : Б DATE: 2/11/82 
то“ : DIRECTOR, FBI (80-805). | 
(ATTN: TECHNICAL SERVICES DIVISION; sal] ъв 


b7C 


“ 






DIC, NEW YORK (66-8831-SUB H) SPECIAL OPERATIONS-1 


зивавст! ФопнтВИЕАВОНЕВ МАТТЕВБ 





ReButei to New York, dated чанак 7, 1982. 


.. On 1/14/82; New "York Coüntermeasures team met with FBIHQ 
Assistant Section Chief RONALD WETHERINGTON to discuss areas to 
be examined. 4 ' 


On same date, seven (7) offices were: examined for Radio 
Frequency (RF) transmissions emanating from within, and teiephone 
line devices, and in addition, physical searches were conducted. 


Specific details ré this matter are maintained on file in New 


York under Countermeasures Matters. . 


Nothing was found indicating any eavesdropping devices 
either having been installed in the past, or presentiy installed. 





In closing, though nothing was found to indicate a` 


Countermeasures attack at any of the seven:(7) locations, ali | ” 
parties concerned were advised to exercise extreme caution, whe 

: discussing matters of a. sensitive nature for no location or. Pf 
vehicle can ever be assumed free from the various Countermeasures 


hazards which are known to exist. It is also noted that those 
individuals, concerned with this ever present probiem, were 
further advised, in terms of additional security, to select . š 
randomiy, when possible, conference rooms or offices other than: 
those examined, and preferabiy, making those selections E 
minutes before a meeting was, scheduled to осс, í 


— 
~ 





E d ( —-Classi-£ieéd and Extended by 852 


Reason for FCIM II, 1-2.4.2 2 2 3 
s 1%?” Date of Réview for Declassification 


2/8/2002 
Q- Bureau” | 
(1 - Atth: Technical Services Division; SA aaa b6 
1 - New York Б Қ Безе) сор ьтс 


PSD:baf Е : y 
(5) 10 FEB 12 1682  " 
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UNITED STATES DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 

















AIRTEL 


DATE: 2/18/82 


ENGINEERING SECTION, = 


: DIRECTOR, FBI 
м. ATTENTION: TECHNICAL SERVICES DEVISNUN 
ELECTRONIC ANALYSIS UNIT ` 


reel yh SAC, RICHMOND (66-135) 


— Countar meaSures 
SUBJECT: SECURITY OF TELEPHONE LINFS € 


RICHMOND DIVISION 


Richmond Division will be conductina sweep of al] 
Headquarters and Resident Agency telephone circuits in the near 
future. In conjunction with same, Richmond is aware that a 
Triplett Model 3400 hand-held meter is available in a modified 
configuration which will allow enhanced testing capability of 
telephone circuits. 






REQUEST OF THE BUREAU: 


Richmond requests that the TSD make available one of the 
aforementioned Triplett 3400 meters as soon as possible. 


С 


2 
(7 
|^ 
Q- Bureau 
- Richmond 
RMC/dan 
(3) | 





уай н a/a3/ 92 
12 MAR 18182 


ыы. + Kee. dall A - ES Е | Ж 





| e 


SAC, Richmond (66-135) 


ще. Director, FDX (80-805) 


CepunremmAsuRs МАТИ 


“ 
-. 


3/10/82 


Reference Richmond airtel dated  . 
February 18, 1982; and Bureau telephone call to 
Richmond SA on March 1, 1982. b6 


The Technical Services Division (TSD) is 
in the process of modifying several Triplett Model 


3400 volt-ohm-meters (V-0-M) by incorporating an 
audio amplifier. At the present, the modification 
of these meters has been delayed due to the unavail~- 
ability of soma components for the amplifier. ‘It 18 
anticipated that these components will be available 
in the near future, at which time the maters will 
be modified and deployed to selected field offices. 





This modified V-0-M is used in measuring 
telephone pair parameters while at the same time it 
monitors the lines for the presence of any audio 
during a countermeasures sweep. The monitoring of 


telephone lines for audio can be accomplished by 


usiug the audio amplifier of the Kaiser Kit Model 
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APPROVED; Adm. Servs.. Laboratory, 
Crim. Inv, Lega) Coun. 
š Off, of Cong. 
бес! & Public Affe, 
Exec. AD-Adm. Ме Rec. Mgnt. 
1 Mr. Bayse Exec.AD-Inv. , — — Inspection Tech. Servs. 
Attention: R. W. Witzel Eb*ec.ADiES , itel Тао 
1 
1 b6 
Exec AD Inv. 2. M Ee 
Ехес АЮ Адт, 2. :рј f- Eoi 
Exec AD LES non D ^ 
Asst. Dir.: (6) еу * 
Adm, Servs. murmava gH m 47 ww Қ 
Crim. Inv, — WU v я 
Ident, 
Intell. | 
Loborotory — 1982 
i ’ 


Legal Couns noun 
Plon. & Insp. mm 
Кес. Мол, — 


Tech. Servs. —. ' ( 
Troining — ил? 
Public Affs. Off . 
Telephone Rm. „e Z 
‚ Онесюгз бесу.. МАН, КООМ 


72 MAR 18139 
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Exec AD Inv, __ 
Exec AD Adm. WW. 
Exec AD LES 1 
Asst. Dit: 

Adm. Servs. 





Loboratory ,— 

Legal Coun. „„.. 

Plon. & Insp, го 
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Training 
Publie Affs. Off. „e 
Telephone Rm, —— 
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SAC, Louisville 3/15/82 
Director, FBI (80-805) W 
а ен MATTERS = 


Reference Louisville teletype dated 
December 23, 1981; and Bureau teletype dated 
January 15, 1982. 


In accordance with your request, on 


January 25, 1982; Tech sion (TSD), 
Electronics Technician traveled b6 
to Louisville, Kentucky, to provide countermeasures b7C 


training to Louisville Technically-Trained Agents (TTAs) 
and to conduct countermeasures sweeps at several locations 
in the Louisville Division. As was stated in referenced 





Bureau teletype, the training provided to your TTAs was oo ~ 
in lieu of any other training in countermeasures that AÁ ў 
TSD normally provides at the FBI Academy, Quantico, / 3 
Virginia. Louisville TTAs received the type of counter- | s 


measures training that is afforded attendees at FBI 


Academ uantico. SA / А 4 

receive a g in counter- | и z 
measures techniques as well as in the proper use of ` um" 
the current countermeasures equipment used by the Bureau," 


which includes radio frequency receivers, non-linear 
junction detectors, telephone analyzers and a modified 5 


| 
> 
volt-ohm-meter/amplifier. „#2 “OE Ро B — /$ / i^ 
b7 





The countermeasures sweeps consisted of a 
radio frequency spectrum check, a check of the telephones, 
telephone lines and a nondestructive physical search. 


1 - SAC, Chicago 


Attention: Supervisor [ 4 . | ` b6 : 





Бей фу es г ae 
1 -. Mx, Bayse APPROVED: ° ` хн. Зе, бу: 
1 - Mr. Witzel Ch... LegalCoun = 
l- Hr. Xillion í Отог. ОН. of Cong. 
T a (Қ Exec. AD-Adman.. Minh, „8 Рийс Atis, 
s Exec ADIn, .... Aispection — E ИИ) 
Б: sox Training - 





PPS (y Exec. AD-LES nfl. 
26 


AROOM 


781/203 





2 МАР 261082 | а 





Letter to SAC, Louisville 
RE: COUNTERMEASURES MATTERS 





No evidence of any clandestine listening devices or 
tampering with the telephones was found at the time 
of the sweeps. 


Any questions concerning countermeasures 
matters are to be directed to а... b6 
FBIHO, TSD, Extension 2700. b7C 
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3/11/82 


TO: DIRECTOR, FBI 
ATTN: 
ENGINEERING SECTION, TECHNICAL SERVICES 


FROM: SAC, MILWAUKEE (66-1019) 


SUBJECT: OFFICE SECURITY 
MILWAUKEE DIVISION 


Re Chicago airtel to Director, 11/3/81, captionea,L__ | 
ep >. 


Inasmuch as [Cd the electrical work in the Photo 
remodeling project in this office, it is requested that 
countermeasures survey be performed in the Milwaukee Office. 


Please contact Technical Coordinator [ 1] Milwaukee. 


в Bureau (AM) 
2 - Milwaukee 
(1. - 66-1019) 
(1. - 66-196) 
MEW: EF 
(5) 
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SAC/ Albuquerque 4/6/82 
Attention: SA Gerald B, Brown - 


Director, FBI (80-805) 


TECHNICAL EQUIPMENT 


CJ Equipment listed below has been received. After repairs have been made it will be 
réturned to your office. < 


С) Equipment listed below has been repaired and is being returned to your office. 


Б) Equipment listed below is being shipped to your office for (sc) permanent 
[77] temporary assignment. Appropriate inventory changes should be made. 


Г) Your request for equipment listed below has been placed on record and 
CJ will be considered {CJ will be ordered when funds are available. 


The item(s) (7j has (7jhas not; (Cjhave (7) һауе поё; been put on automated 
inventory. I | 


The item(s) (does [7jdoes not; {do [do not; have a label affixed. 
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This Zero Case is to be used to carry the Scanlock Receiver. 
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REFERENCE WASHINGTON FIELD TO BUREAU TELETYPE DATED 





MARCH 18. 194е. UP 

REFERENCED TELETYPE INDICATED CONTINUED WASHINGTON FIELD 
INTEREST IN VIPER FOR MONITOR SYSTEM PENETRATION. AS A RESULT 
OF THIS CONTINUED INTEREST- A MEETING WAS HELD ON APRIL. La 1982, 


DO NOT TYPE PAST THIS LINE 





AT FBIH@ BETWEEN REPRESENTATIVES OF WASHINGTON FIELD AND 





HEADQUARTERS RESEARCH AND DEVELOPMENT UNIT. {RDU}. THE REPRE- 


SENTATIVES OF WASHINGTON FIELD WERE,SA'S| № 


| | THE REPRESENTATIVES OF HEADQUARTERS RDU WERE 
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ЗҮЗТЕМ ШЕКЕ РВЕЗЕМТЕР ВҮ — — ] s [_ |exPLAINED 
THE NEED FOR CAREFUL TARGET SELECTION TO INSURE THE CASE AND 
TECHNIQUE ARE NOT JEOPARIZED BY THE USE OF UNTRIED ADVANCE 
TECHNOLOGY EQUIPMENT. ЗК 
BOTH PARTIES AGREED TO FURTHER EVALUATE THE SUITABILITY 
OF VIPER FOR THIS CASE. ARRANGEMENTS ARE BEING MADE TO CONTACT 
THE SUPPLIER OF THE EQUIPMENT TO BE COMPROMISED: SURVEY THE 
TARGET AREA» AND MODIFY FOR TEST EXEMPLAR VIDEO HARDWARE- PE 1 
HEADQUARTERS RDU WILL CONTINUE то, SUPPORT THIS EFFORT 
SO LONG AS A SUCCESSFUL PENETRATION APPEARS FEASIBLE. 
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AND WITH TRAINING DIVISION SA[ | 
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SAC, San Juan April 2, 1982 
(PERSONAL ATTENTION) 


Director FBI (80-805) 


Ew COouwrERMEASURES MATTERS 
—— 


Reference Bureau teletype dated January 22, 1982; 
and San Juan airtel dated March 6, 1975. (U) 


On February 1, 1982, personnel from the Technical 
Services Division (TSD), Engineering Section (ES), arrived 
in San Juan in response to your request for countermeasures 
training of San Juan's Technically-Trained Agents and to 
provide technical assistance and equipment to conduct counter- 
measures surveys at several locations in your division. (UY ) 
b6 


c 
February 2 and 3, 1982, San Juan SA[ —  ] 
——— provided training on the use of the Bureau's b7C 
countermeasures equipment. SA assisted on all 
countermeasures surveys conducte e«San Juan Division. 
San Juan НИ аз not to receive any 
training per orders of Sa Ус 0) 

On February 4, 1982, a counterméasures (cn) survey 
was conducted of the Roosevelt Roads Resident Agency (RA). No š 
evidence of any electronic eavesdropping was detected at the 
time of the survey. During the initial phase of the survey, it 
was noted that the door to the inner office, equipped with 
an alarm system, was open, unalarmed, and the key was 
left in the lock cylinder. The SRA was on vacation at 
the time the survey was being conducted. Although this was 
not a physical security inspection of the RA, it is good 
countermeasures practice to secure all office space to prevent 
easy access to unauthorized personnel. It is incumbent 


upon the SRA to provide the maximum security Y possible tothe 
RA office space. pel m 
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Letter to SAC, San Juan 
ВЕ: COUNTERMEASURES MATTERS 


А са survey was conducted ас tha San Juan Field 
Office on February 4, 5, and 10, 1982, Но evidence of any 
electronic eavesdropping or of any tampering with the 
telephones or telphone lines was detected at the time of 
the survey. (81 ID) 


“Та referenced March 6, 1975 airtel, your office 
proposed to have two cables with 200 pairs total brought . 
directly fron the Telephone Company central office to the 
FBI space with no other multiple appearances. However, in 
tracing all telephone lines leaving the FBI space, it was , 
noted that most of the FBI telephone lines appeared in 
three vire closets located throughout the 5th floor and in 
the basement of the Federal Building. Despite the fact that 
all telephone wire closets and the ‘door to the basement were 
found to be locked, this a measure provides minimum 
security to these arcag_ang ИО ephone lines. (81 (0) 





On February 3, 1982, 2, cm survoy vas conducted .  b6 
at the St, Thomas, Virgin Islands, Resident Agency. While b7C 
conducting a physcial trace of all wires in the ceiling of 
the RA's office space, it was found that the alarm systen 
had been disconnected. 5D personnel were advised that 
the alarm unit vas disconnected in February, 1981, and 
sent to the San Judn Field Office for repairs. SA E 

of the St. Thomas RA advised that the alarm system 
was disconnected prior to her assignment to tho RA and 
that she vas unaware as to the status of the alarm unit. 
Tha countermeasures survey determined no evidence of 
clandestine listening devices or telephone tampering and  ' * 
nothing additional cf a security-related nature other | 
than the matter described above was noted. (е) D) 


On February 9, 1982, а cm survey was conducted at 
the Mayaguez Resident Agency. The office space was not” 
alarmed, This office has a wall which is common with a law 
office. The wall construction of one room is of "2 х 4" 
iumber and sheetrock. The accoustics between the offices 
is such that conversations in the law offices can easily = 
he overheard and it is, therefore, likely that conversations 
in the RA space can be overheard in the law office. ‘The 
RA's two telephone lines were traced to a point in the 
wall where it appeared that the tclephone lines went through 
the wall and into the law office space. Wo. determination 
could be made of the appearances of the two telephone 
lines without having access to the adjoining office space. {+ 


(0) 
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Letter ta SAC, San Juan 
ВП: COUNTERIGASURES MATTERS 


b6 
b7C 
b7E 





564 telephones using Northern Telcom speakers | were found to 


bo passing audi i keys 
were depressed. 7as 
advised of this find and on the corrective measures to this 


problem. Pel. m 

All countermeasures surveys conducted consisted 
of a xadio frecuency spectrum check, a checl of the 
telephones and telephone lines and a nondestructive 
physical search.  (U) 





TSD personnel vere unable to check ail appearances 
of the telephones as the line appearance information, which 
was requested prior to the surveys, was not available for any 
of the _ telephone lines checked in the San Juan Division. (1) 


+ 


The following xecomer dat 






ions are being made: 


1. Obtain-atii’ Line appearance information for 
all telephone numbers subscribed to by San Juan Office, 
RAs included, and maintain in a file; updating them as 
appropriate. = 


2. Conduct a physical tracing of all wires 
from all telephone instruments in the San Juan Office and- 
Residont Agencies (RAs) to the last appearance bofore the 
Telephone Company central office, recording and correcting 
any abnormalities. жи 


= 





3» Obtain a cost estimate from the Telephone 
Company for dedicated telephone service for the San Juan 
Office as was proposed on referenced airtel. Submit for 
approval to ЕВТНО, Attention: Technical Services Division, 
Operations Management Section, Unit Chie[ (0) b6 
+ | : b7C 


4. Obtain and install necessary alarn equipment 
for the Mayaguez RA. је) т 


5. Repair and install the alarm system in the 


CONF EP ENTIAL CONTINUED - OVIR 











Letter to SAC, San Juan 
RE: COUNTERMEASURES MATTERS 


~ 


6. That San Juan submit the name of a Special Agent 
to be trained in audio countermeasures by FBIHQ, Technical 
Services Division. It is desirable that the Agent is fluent 
in the local dialect of the Spanish language. Audio counter- 
measures depend upon being able to correlate demodulated 
audio with room activity; therefore, language ability is a 
requirement.  (U) У 


San Juan is requested to advise FBIHQ, Attention: 
Technical Services Division, Engineering Section, SA 

by June 1, 1982, of the course of action taken 
concerning the above recommendations. (0) 
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Telephone Ке. 





Director's Sec'y „em 


PURPOSE: To report the results of a contemporaneous monitoring 
of the radio frequency spectrum in the JEH Building, 
Room 7145, on March 23, 1982. 


DETAILS: At your request, a contemporaneous monitoring of the 

radio frequency spectrum from 3 KHz to 2 GHz was 
conducted in Room 7145 of the JEH Building. No evidence of 
any electronic eavesdropping was’ ‘detected during the search. 
However, a relatively high-level local oscillator radiation 
from a radio tuned, to 99.5 MHz was discovered. 


As you may recall, you and[ — —  ]|were advised b6 
of this condition. No attempt was made on this date to determine b7C 
the location of the radio(s) radiating the high-level signals. 







On April 1, 1982, a follow-up examination of the 
Spectrum was conducted in an attempt to locate the source o 
the above-mentioned radiation. ` 


The source of the radiation was determined to be a 
Panasonic portable radio located in Room 7159, JEH Building. 
A similar radio located in Room 7145 was also determined to be š 
radiating at approximately the same level. Both radios were 
checked in an effort to determine if room audio was detectable 
using a Micro-Tel PR 700 countermeasures receiver. No y", 
audio was detected using above counterme ires rom (5 

іо 


A third source of high-level local oscillator 210) 
discovered was a Panasonic table radio, Model Number RKU1515, 
GPN 412679, which is located in your office behind your desk. As . 
was demonstrated to you on 4/1/82, the signal from this, radio .wasa 
found to contain intelligible room audio, i.e. the radio маз `. 
determined to be microphonic. BS scp PO 1992 4 


No other source of high-level radiation was,foundcbesides 


the above-described signals. s d 


^ 





RECOMMENDATION: That the radio in your office be subjected to 
additional examination in an effort to further 
identify the local oscillator radiation problem. 
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TO: DIRECTOR, FBI (80-805) 


Attention: Technical Services Division 


Engineering Section 
ENY SAC, SAN JUAN (1-45) 


TECHNICAL TRAINING 
4/19 - 5/7/82; 
C COUNTERMEASURES) TRAINING 
b6 
b7C 
ReButel, captioned as above, 4/6/82; ( 
Telcal of SAC Bernardo M, Pérez to 


Bu Supervisors and 
— E | 


SA — been designated b6 
by FBIHO to attend Technical Training 4/19-5/7/82 at bye 


FBI Academy, Quantico. It is xequested that Countermeasures 
Training be furnished to SA upon termination of 
the above course. 0- Y as 
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To : DIRECTOR, FBI: . Вае3/12/82 
Attn: TSD, Sup. se b6 
Room 1B053 TL 253 е b7C 
SAC, ALBUQUERQUE (66F-44) | 
| . чи 
Subject: TECHNICAL MATTERS \ 
ALBUQUERQUE DIVISZN едык 5 
In order to safeguard the ScanT@ck receiver 


ЖҮРТ. to Albuquerque, it is requested the Bureau furnish 
Albuquerque with a Zero case, in which to carry the Scanlock. 
Also, it is requested FBIHQ furnish Albuquerque with a filter 
to attenuate the FM band. 
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TO: DIRECTOR, FBI | | 


(ATTN: TECHNICAL SERVICES DIVISION, ENGINEERING 
SECTION, SUPERVISOR 


FROM: SAC, CHICAGO (66-4770) (SQUAD 10) 
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All contents of this airtel are considered “Secret 
unless otherwise noted. 


Re Bureau teletype ва. Chicago and Milwaukee, 
3/26/82. (еі) 


On 4/14/82, Chicago Techni Agents 
(SAs) conducted 
a countermeasures sweep of two (2) photo rooms at the 
Milwaukee Field Office. Sweep was conduted due to the 
recent renovation of the photo lab and its close proximity 
to the Milwaukee Code Room. Om 


b6 
"рус 


The following E steps were taken: bet p, 


CN 


A full radio frequency spread spectrum analysis 
was conducted.  Telephone(s) on/off hook checks were made 
and all other field office main feeder pairs and house pairs 
were checked for foreign wires and/or taps. A non-linear 
detector examination was also made of the entire photo lab 
area. Further checks were made of the AC lines and all 
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electrical outlets utilizing a comparison of voltages, 
continuity checks and physical observation. Further, 
a non-destructive physical examination of the premises 
was conducted; all with negative results. - IU) 
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REFERENCE SAN JUAN AIRTEL DATED APRIL ba 1582. 


SAN JUAN SAL. [VILL BE AFFORDED 







ENGINEERING SECTION {TES} PERSONNEL MAY 20-19. 1982. 


ALL COUNTERMEASURES TRAINING WILL BE PROVIDED TO 


DO NOT TYPE PAST THIS LINE 
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NOTE: SAL IS ATTENDING THE TECHNICAL TRAINING IN-SERVICE 28 
AT QUANTICO 4/19-5/19/82- SAN JUAN REQUESTED THAT SA um 
BE AFFORDED COUNTERMEASURES {CM} TRAINING UPON 

TERMINATION OF THE TECHNICAL TRAINING. 
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1o/BUTELCALL TO OKLAHOMA CITY ON APRIL 22-23. 159424 





AND BUTELCALL 






TO KANSAS CITY ASAC ROBERT М. BRYANT ON APRIL 22-23, 2942. 


THE TECHNICAL ASSISTANCE AND COUNTERMEASURES 
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то CONDUCT AN AUDIO COUNTERMEASURES {ACM} SURVEY OF THE 
QUAPMINISTRATIVE OFFICE seac.| O OS 
47 JAUTHORITIES HAVE 

DISCOVERED MICROPHONES AND RECEIVING units | 


16 OFFICIALS AT THE INSTITUTION BELIEVE THERE ARE ADDITIONAL 
ICROPHONES IN PLACE. | 
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REPORT OF THE COUNTERMEASURES SURVEY AFTER. COMPLETION AT 
THE REPORT WILL INCLUDE NAMES OF PERSONNEL 
CONDUCTING THE COUNTERMEASURES SURVEY. EQUIPMENT USED 
4 1 DURATION OF SURVEYS AND FINAL OUTCOME. THE 
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NOTE: THE OKLAHOMA CITY C0CX DIVISION HAS REQUESTED 
TECHNICAL ASSISTANCE AND EQUIPMENT TO CONDUCT AN 
AUDIO COUNTERMEASURES fAMC} SURVEY AT 
EL RENO; OKLAHOMA. b7E 
INSTITUTIONS OFFICIALS HAVE FOUND MICROPHONES ' 
IN ТНЕІК ADMINISTRATIVE OFFICE SPACE AND THEY 
BELIEVE THERE ARE ADDITIONAL MICROPHONES IN 
PLACE. 


TECHNICAL ASSISTANCE AND EQUIPMENT WILL BE 
PROVIDED TO OC BY TUO TECHNICALLY-TRAINED 
SPECIAL AGENTS FROM THE KANSAS CITY DIVISION. - 


b7E 


TULSA. 
OKLAHOMA - 
IN VIEU OF A POSSIBLE INTERCEPTION OF : | 
COMMUNICATIONS VIOLATION | b7E 
О ________ВЕ о OKLAHOMA: MINAL 


р DIVISION IS BEING PROVIDED WITH A COPY OF 
` THIS COMMUNICATION. 
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SAC, Norfolk (66-94 4/28/82 
Attention: SA 


2. FBI (80-805) 
UNTERMEASURES MATTERS 
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Reference Bureau letter dated March 8, 1982. 


In response to your request, Technical Services 
Division (TSD) personnel conducted a countermeasures 
survey of the conference room on Sunday, March 14, 1982; 
and a contemporaneous monitoring of the radio frequency 
spectrum during the SAC's Annual Conference at Williamsburg, 
Virginia, March 14-17, 1982. The monitoring was conducted 
from 8:00 a.m. to 5:00 p.m., March 15 and 16; and from 
8:00 a.m. until 12:00 noon on March 17, 1982. 


No evidence of any electronic eavesdropping 


was detected at the time of the countermeasures survey 
or during the contemporaneous monitoring. 


TSD is grateful for the assistance and cooperation 
extended to TSD personnel by Norfolk's == 
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TECHNICAL SERVICES DIVISION, ENGINEERING SECTION, /gnginoet ine Seot | 


7 >? 
b7C 
RE BUREAU TELETYPE DATED MAY 2, 1982, 


SPECIAL AGENT[ TECHNICAL COORDINATOR, xi 
EL PASO DIVISION, IS BEING DESIGNATED TO ATTEND THE AUDIO 


COUNTERMEASURES INTSERVICE, PREFERABLY FOR THE FIRST 


SESSION, JUNE 7 TO JUNE 18, 1982, & 
BT ' | 
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UNCLAS . 


RE BUREAU TELETYPE TO ALL FIELD OFFICES MAY 5, 1982. 

IT IS NOTED THAT THERE ARE LIMITED SLOTS AVAILABLE FOR THE aC” 
IN-SERVICES DISCUSSED IN RE TELETYPE, WHICH INDICATES SELECTIVITY 
NEEDS TO BE EMPLOYED, IT IS ASSUMED, ON THE BASIS OF LOCATION AND 
THREAT ASSESSMENT. IN ALL CANDOR, SAC, TaMPa DOES NOT PERCEIVE @ 
ANY URGENT WEED FOR aN ACM-TRAINED AGENT IN THIS DIVISION АТ THIS 
TIME OR IN THE FORESEEABLE FUTURE, EVEN THOUGH SUCH TRAINING "OLD 
ENHANCE THE CREDENTIALS OF OUR TECHNICALLY TRAINED AGENTS. 

SHOULD THE BUREAU, HOWEVER, DESIRE T см. D. 
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RE BUREAU TELETYPE TO ALL FIELD OFFICES, MAY 5, 1982. 
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IN-SERVICE DURING THE PERIOD JUNE 7 - 18, 1982. 
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SENIOR TECHNICALLY-TRAINED AGENT , SAVANNAH DIVISION, BE 

SELECTED TO ATTEND ACM IN-SERVICE , PREFERABLY FROM JUNE 7 
THROUGH JUNE 18, 1982. IN VIEW OF SAVANNAH DIVISION'S 

HEAVY COMMITMENT TO DRUG RELATED MATTERS AND THE INCREASING 

SOPHISTICATION AND FINANCIAL RESOURCES AVAILABLE TO DRUG 
DEALERS, THIS TYPE OF TRAINING IS APPROPRIATE TO PRIORITY d 
WORK OF THIS DIVISION. SaA[  ]was FORMERLY ASSIGNED IN 
RADIO ENGINEERING SECTION AT FBIHQ AND IS HIGHLY EXPERIENCED 
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CONSIDERED FOR ATTENDANCE AT THE JUNE 7-18, 1982 BASIC AWDIO 
COUNTERMEASURES IN-SERVICE. 

ca[______] aS BEEN a SOUND AGENT SINCE 1978 AND IS IN HIS 
OFFICE OF PREFERENCE. IT IS IMPERATIVE THaT HE BE CONSIDERED FOR 
THE JUNE SCHOOL IN VIEw OF MIS PENDING PARTICIPATION IN 4 GROUP | 
UNDERCOVER OPERATION BEGINNING DURING MID-1989. 
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FM DIRECTOR FBI {80-805} 
TO ALL FBI FIELD OFFICES {ROUTINE} 
PERSONAL ATTENTION SAC 


UNCLAS 
COUNTERMEASURES MATTERS 

THE TECHNICAL SERVICES DIVISION {TSD} ENGINEERING SECTION 
ХЕЗ. HAS SCHEDULED TWO BASIC AUDIO COUNTERMEASURES {ACM} IN- 
SERVICES FOR THE REMAINDER OF THE CURRENT FISCAL YEAR. THE 
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ATTENTION: ар ENGINEERING SECTION, TSD (P854, 
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OUNTERMEASURES MATTERS 
REBUTEL TO ALL OFFICES DATED MAY 5, 1982. 
IN ACCORDANCE WITH RETEL, KNOXVILLE NOMINATES THE 
m (0 3 
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[  ] FOR THE AUG. 23, 1982 - SEPT. 3, 1982 COUNTERMEASURES 
IN-SERVICE, BOTH SAS ARE IN THEIR OP. 
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АЮ Training b6 
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COUM ERMEASURES MATTERS 
ATA ЩИ 7 202890 





RE BUREAU TELET YPE, MAY 5, 1982 AND TELEPHONE CALL FROM 
Engingering Sect 
ASAC HOWARD TO UNIT T CHIEF, | MAY 7, 1982. 1804 JEH TL# 254 
IT IS P URGED THAT SA RICHARD BRAMLEY OF THE 
HONOLULU DIVISION BE SCHEDULED TO ATTEND CAPTIONED IN-SERVICE 
JUNE 7 ~ 18, /1982. 
NORMAL EXAMINATIONS HAVE NOT BEEN CONDUCTED SINCE PRIOR 


b7C 
SAC, HONOLULU FEELS IT TO BE IMPERATIVE THAT THE 
SECURITY OF THIS DIVISION'S OMMUNI CATION SYSTEM BE EXAMINED: ° 
AT THE EARLIEST POSSIBLE DATE, ESPECIALLY IN LIGHT OF THE 


TO THE RET IREMENT OF SAL — —  ]IN AUGUST, 1981. Ф b6 
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“PAGE TWO DE HN[___ ]UNGLAS | 
ТИМ ТЕМЕ ESTABLISHMENT OF THE FRC OONSULATE IN HONOLULU. 
. THIS OFFICE HAS RECEIVED REQUESTS FROM THE STRIKE FORCE, 
THE USA'S OFFICE, AN) THE OFFICES OF THE UNITED STATES DISTRICT 
COURT JUDGES, ALL IN HONOLULU, FOR THE SAME TYPE EXAMINATION. 
ADDITIONALLY, THE GUAM RESIDENT AGENCY AT AGANA, GUAM 
HAS NOT BEEN EXAMINED SINCE THE MOVE FROM ONE SPACE TO ANOTHER, 
AND IT IS NOW A THREE PERSON RA AND MAY EXPAND TO FOUR IN THE 
NEAR FUT URE. 
WHILE IN GUAM IN APRIL, ASAC HOWARD WAS PERSONALLY APPROACHED 
BY AUSA VERNIER, AGANA, GUAM, WHO REQUESTED THE SAME TYPE EXAMINA- 
TION, AND IN FACT, INDICATED HIS RELUCTANCE TO DISQUSS CASES IN 
HIS OFFICE AND INVITED ASAC HOWARD OFF-PREMISES DUE TO FEAR OF 
BEING OVERHEARD WHILE IN AUSA VERNIER'S OFFICE. 
. SAC, HONOLULU IS AVARE OF THE EMPHASIS ON THE REGIONAL CONCEPT 
OF SUPPORT BETWEEN OFFICES FOR THIS TYPE EXAMINATION, HOWEVER, FOR 
AN OFFICE AS FAR SEPARATED FROM ANY OTHER FIELD OFFICE AS IS 
HONOLULU, THE TIME АЮ TRAVEL EXPENSE INVOLVED CAUSE REGIONAL 
SUPPORT TO REACH A POINT OF DIMINISHING RETURN. 
IF SA BRAMLEY IS SCHEDULED AM TRAINED, HONOLULU INTENDS TO 
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“DETERMINE THE AVAILABILITY OF ACCEPTABLE EQUIPMENT THROUGH THE 
VARIOUS MILITARY ESTABLISHMENTS IN HAWAII, AND IF AVAILABLE, 
WOULD NOT HAVE TO CALL UPON THE BUREAU*S LIMITED RESOURCES IN 
THIS FIELD TO CONDUCT THESE TYPE EXAMINAT IONS. AGAIN, SAC, 
HONOLULU STRONGLY RECOMMENDS SCHEDULING OF SA BRAMLEY FOR THE- 

JUNE IN-SERVICE, AS THE TRAINING IS DESPERATELY NEEDED AID 

SA BR ANLE Y WILL NEED TO BE IN HONOLULU FOR A TRIAL WHICH WILL 


TAKE PLACE DURING THE PERIOD OF THE SECOND IN-SERVICE. 
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TECHNICAL TRAINING 4/19 = 5/7/823 COUNTER MEASURES’ TRAINING гр аса 


RE MIAMI TELETYPE TO DIRECTOR AND ОТНЕВ OFFICES, 4/29/82; · 
SAN JUAN AIRTEL TO DIRECTOR , TECHNICAL SERVICES DIVISION, ~ 
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4/29/82. ` Е. 
FOR THE INFORMATION OF THE TECHNICAL SERVICES DIVISION, 
ENGINEERING SECTION, SA[ ]» THROUGH REFERENCED be 
_ ‘TELETYPE, HAS BEEN SUBPOENED TO TESTIFY IN INVESTIGATION ' = prc 
ENTITLED "SIDELIGHT ," OO: MIAMI. ЅА  ]wILL BE REQUIRED ` | 


TO DEPART FBIHQ, 5/8/82, FOR A PRETRIAL CONFERENCE AT MIAMI 
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} IN THE A.M. OF 5/9/82. TRIAL IS TO COMMENCE 5/10/82, 
AND THE GOVERNMENTS PROSECUTOR HAS ADVISED THAT SAL |] 
TESTIMONY WILL BE PRESENTED AT THE BEGINNING OF THE TRIAL, 


UPON COMPLETION SA[ — — — WILL IMMEDIATELY RETURN TO 
ВІНО. 


BT . 
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RE: COUNTERMEASURES. MATTERS 


ReButel to all offices 5/5/82. 
This is to advise that E ccs] who is a 
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2 OF INVESTIGATION 


UNCLAS 


ATTENTION: BUREAU SUPERVISOR єс м TECHNICAL 


SERVICES ‘DIVISION, ENGINEERING SECTION 
COUNTERMEASURES MATTERS 

RE BUREAU TELETYPE TO ALL FIELD OFFICES, DATED MAY 5, 
1982. 

CHICAGO IS RECOMMENDING TWO (2) AGENTS TO ATTEND COUNTER- 


MEASURES INSERVICES MENTIONED IN REFERENCED TELETYPE: 


BOTH OF THESE AGENTS ARE IN THEIR OFFICE OF PREFERENCE 
AND ARE EXPERIENCED TECHNICALL Y-TR AL NED AGENTS. 

CHICAGO IS PRESENTLY EQUIPPED WITH ALL, OF THE NECESSARY . ж 
COUNTERMEASURES GEAR TO PERFORM THE MOST EXACTING SWEEPS, 


| -10- 82 12 MAY 11 1982 
зора = ' в ши г? — 
обор? СУ зем) 7 
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PAGE TWO CG 66-699 SUB B UNCLAS 

CHICAGO PRESENTLY HAS TWO TECHNICALLY-TRAINED AGENTS AND ONE 
TECHNICALLY-TRAINED SUPERVISOR TRAINED AND EXPERIENCED WITH 
THIS COUNTERMEASURES GEAR. 

CHICAGO HAS IN THE PAST AND WILL CONTINUE TO MAKE THESE 
AGENTS AVAILABLE TO PERFORM SWEEPS NOT ONLY IN THIS DIVISION 
BUT ANYWHERE THE BUREAU MIGHT NEED THEM, 

CHICAGO. REQUESTS THAT AT LEAST ONE OF THE ABOVE MENTIONED 
AGENTS -BE AFFORDED THIS TRAINING INASMUCH AS CHICAGO IS 
PERFORMING MORE AND MORE SWEEPS IN THIS DIVISION AND ELSEWHERE. 
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RE BUREAU TELETYPE TO aLL OFFICES, MaY 5, 1982, AND NORFOLK 
TELEPHONE CALL TO THE BUREAU, MAY 17, 1982. 
NORFOLK TTAS NOT AVAILABLE FOR EITHER BASIC ACM AS SET FORTH 
IN REFERENCED TELETYPE. 0 Об a 
_ NORFOLK REQUESTS THAT IT BE CONSIDERED FOR FUTURE BASIC АСМ 
IN-SERVICE TO BE ATTENDED BY ONE OF THE FOLLOUING TTAS: 
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Ке Bureau teletype to All FBI Field Offices dated 5/2/82 
| captioned as abave. т 
— The San Francisco Division is requésting SA[ | b6 
be considered for attendance at the Audio Counter- b7C 
measures. (ACM) In-Service to take place August 23, through 
4, |September 3, 1982. 
* San Francisco does not wish to submit a name at this 
time for consideration at the ACM In-Service to be held June 7, 
through June 18, 1982, 
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COUNTER MEASU MATTERS 
RE BUREAU TELETYPE TO ALL OFFICES DATED MAY 5, 1982. 


sa| |IS SELECTED TO ATTEND CAPTIONED TRAINING BE 


FOR SPRINGFIELD, PREFERABLY AUG.-SEPT. SESSION, 


I QS 4 
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FM SAN ANTONIO (66-269-SUB 1-H) (DEAD) 


TO DIRECTOR PRIORITY 

BY 
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ATTENTION TECHNICAL SERVICES DIVISION, ENGINEERING SECTION, 


22. MATTERS 
REFERENCE BUREAU TELETYPE TO ALL FIELD OFFICES, DATED 
MAY 5, 1982. 
FOR INFORMATION OF TECHNICAL SERVICES DIVISION, THE ` 
SAN ANTONIO DIVISION HAS TWO AGENTS INTERESTED IN RECEIVING 


TRAINING IN COUNTERMEASURES. THEY ARE [| $  ыс 


TECHNICAL COORDINATOR ASSIGNED TO SAN ANTONIO HEADQUARTERS CITY, 


AND э ASSIGNED TO THE AUSTIN, TEXAS, RA. 


BASED ON ANTICIPATED TECHNICAL MATTERS IN THIS DIVISION, 





HOWEVER, NEITHER AGENT IS AVAILABLE DURING THE CLASSES AS 
CURRENTLY .SCHEDULED. THE ANTICIPATED TECH MATTERS INCLUDE (BUT 
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PAGE TWO SA 66-269-SUB 1-H UNCLAS 
HR NOT LIMITED TO) TECHNICAL ASSISTANCE ANTICIPATED IN THE 
SUPPRESSION HEARING AND TRIAL PREPARATION IN WOODMUR (МС #21); 
ANTICIPATED FISC APPROVED TESUR WITH FULL COVERAGE; AND OTHER 
TECHNICAL MATTERS CURRENTLY PENDING IN THE DIVISION. 

IT IS RECOMMENDED THE ABOVE-NAMED AGENTS BE CONSIDERED 
FOR RECEIPT OF THIS TRAINING AT A LATER DATE. 
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SA РА зы 


Cou NTERMEASURES MATTERS 


RE BUREAU TEL TO ALL FIELD OFFICES, MAY 5, 1982. 
ок. CITY DIVISION REquEsTs THAT sAL___ | 


TECHNICAL COORDINATOR, BE CONSIDERED FOR ONE OF THE SPOTS FOR 
CAPTIONED MATTER IN-SERVICE. SAL_ JIS IN HIS OFFICE OF 


. b7C 
PREFERENCE AND IS THE TECHNICAL COORDINATOR FOR THIS DIVISION, 


BECAUSE OF THE PRESS OF CURRENT INVESTIGATIONS INVOLVING 
TECHNICAL MATTERS, IT IS REQUESTE OSE US CONSIDERED FOR 
THE IN-SERVICE, AUG. 23, 1982, THROU SEPT. 3 door г. 
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BASIC AUDIO COUNTERMEASURES (ACM) $ 
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Re Butel to All FBI Field Offices, 5/5/82. 


Technically-Trained Special ntl r r с b6 
being designated to attend captioned in-service from e Columbia ъ7с 
Division. 

Special Ашып] сети пи ава to be scheduled to 
attend the ACM In-Service for August 23 - September 3, 1982. 
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Re Butel, 5/5/82. 
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the session from 3/82 to 9/3/82. He is the senior TTA b7c 
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PER REFERENCED TELEPHONE CALLS. DENVER ЗАГ JAND |^ b6 


SAN DIEGO sÍ | WILL TRAVEL TO PHOENIX ON JUNE 14 1982. m 
TO CONDUCT THE REQUESTED ACM SURVEY. 02 
BY SEPARATE COVER. FBIH@ HAS SHIPPED BY FEDERAL EXPRESS 
PRIORITY ONE {13 THE FOLLOWING EQUIPMENT: 
ONE EACH DEKTOR TELEPHONE ANALYZER. SN 10b" 
ONE EACH DEKTOR LINE EXTENDER. SN Ъ069 Ü 
ONE EACH MICRO-TEL PR 700 A» SN 114 
ONE EACH SCANLOCK MARK 5 RECEIVER. SN 78/164 
ONE EACH SUPERSCOUT Cl. SN 394 PEF Г. 
UPON COMPLETION OF THE SURVEY. ALL OF THE ABOVE EQUIPMENT 
IS TO BE SHIPPED BACK TO FBIHQ IMMEDIATELY. tU 
SA[____] WILL ADVISE FBIH@ BY AIRTEL OF THE OUTCOME ОҒ E 
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“SECTION, SA[_] EXTENSION 2700. tU 
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` | аи , 
THE ACM SURVEY. TU} i 
INQUIRIES CONCERNING THIS COMMUNICATION SHOULD BE DIRECTED | 

TO FBIHQ. ATTENTION: TECHNICAL SERVICES DIVISION. ENGINEERING 


i 
! 
k 
| 
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| 
 CLASSZETED AND EXTENDED BY 83 REASON FOR EXTENSION FCIN, ITs 
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1.2 Ч.е {а & 3+3 DATE OF REVIEW FOR DECLASSIFICATION MAY 2?.4 2002. 
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NOTE: 
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sA[ [HAS CONTACTED PHOENIX ASAC JOHN CLYNICK be 

AND ADVISED THE NAMES OF SAS TRAVELING TO PHOENIX TO-CONDU(7c 

THE AUDIO COUNTERMEASURES SURVEY. SAS[  ]oóF DENVER AND 
OF SAN DIEGO HAVE BEEN TELEPHONICALLY CONTACTED BY 

SA REGARDING THE TRIP TO THE PHOENIX DIVISION. BOTH 

HAVE ADVISED THAT THEIR TRAVEL HAS BEEN CLEARED THROUGH THEIR 


RESPECTIVE OFFICE M; T. ASAC.CLYNICK IS MAKING LODGING 
ARRANGEMENTS. SAS | | НАМЕ BEEN ADVISED 
ACCORDINGLY. Z . 
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TO DIRECTOR (80-805) ROUTINE ^ ЗАПОН en 
BT ich Sens. 


Тео нн 


Telephone Ёт. 





UNCLAS 
ATTENTION: TECHNICAL SERVICES DIVISION, ENGINEERING SECTION. 
(Chounterneasures MATTERS. 
REBUTEL DATED MAY 5, 1982. 
MINNEAPOLIS NOMINATES TECHNICALLY TRAINED s[ | 
[ — ro ATTEND BASIC AUDIO COUNTERMEASURERS (ACM) IN-SERVICE | 
JUNE 7 THROUGH 18, 1982. IF NO VACANCY EXISTS FOR THOSE DATES, 


IT IS REQUESTED sa| | BE CONSIDERED FOR ATTENDANCE ÀT AC 
IN-SERVICE. DURING THE NEXT FISCAL YEAR. 
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Date 5/10/82 










19: DIRECTOR, FBI 
Lon ATTENTION: TECHNICAL SERVICES DIVISION (TSD) 
ENGINEERING SECTION (ES) 


FROM: \ C, BUTTE 
SUBJECT г COUNTERMEASURES MATTERS 
и 


йы Re Bureau teletype to all FBI Field Offices, dated 
5/82. š 


Based on projected needs, the Butte Division is not 


recommending any Agent for attendance at in-services set forth 
in referenced teletype. 


4 92-902 
„ко Ко 


(- f 
Ò Bureau (AM) 
- Butte че 
НОЕ 643 ж 
25 
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TO DIRECTOR (89-895) (ROUTINE 
BT 


UNCLLASE F T O 
ATTENTION: TECHNICAL SERVICES DIVISION, ENGINEERING SECTION, 










CDountermeasures MATTERS. 
RE BUREAU AIRTEL TO ALL FBI FIELD OFFICES DATED MAY 5, 1982. 


sf] PREFERABLY DURING THE JUNE 7, 1982, THROUGH 
JUNE 18, 1982, IN-SERVICE; AND sa[ J PREFERABLY 


DURING THE AUGUST 23, 1982, THROUGH SEPTEMBER 3, 1982, IN-SERVICE. 


к Р | 0-0572/0 
BA | | ——— 
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“МЕ0006 15108072 mE | 
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г | a 08 152 
К 1008072 МАУ 82 FEDERAL BUREAU 
FM MEMPHIS (66-270) OF TAVE STIGATION 
TO DIRECTOR (80-805) ROUTINE 
BT 
UNCLAS E FT 0 
ATTENTION: 22. SECTION, SA 
Crounrerneasurgs! nat ters 
RE BUREAU TELETYPE TO ALL OFFICES, MAY 5, 1982. 
TECHNICALLY-TRAINED SPECIAL AGENTT_— |] MEMPHIS 
DIVISION, IS DESIGNATED TO ATTEND ONE OF THE TUO BASIC AUDIO 


COUNTERMEASURES (ACM) IN-SERVICES AT QUANTICO, VIRGINIA. 
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UNTERMEASURES MATTERS 
— sasa“ 


ATTENT ION TECHNICAL SERVICES DIVISION, ENGINEERING SECTION, 


b6 
b7C 





REFERENCE BUREAU TELETYPE TO ALL FIELD OFFICES, MAY 5, 1982. 





THE PURPOSE OF THIS COMMUNICATION IS TO RECOMMEND TO FBIHQ 
THE IDENTITY OF TYO OMAHA TECHNICALLY TRAINED AGENTS TO ATTEND 
THE IN-SERVICES MENTIONED IN THE REFERENCED TELETYPE. 


b6 


THESE SA'S ARE 
b7C 





BOTH AGENTS ARE IN THEIR OFFICE OF PREFERENCE AND EACH ATTENDEE 


or 


WILL RECEIVE THE ENTIRE COURSE OF INSTRUCTION WITHOUT INTERRUPTION. 
BT у ILLA 
и rd YO ~ 

pee uco 
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COUNTERMEASURES MATTERS ж 
REURTEL, MAY 5, 1982. 


FOR CONSIDERATION TO ATTEND ONE OF THE SCHEDULED IN-SERVICES, И 
PREFERENCE TO THE AUGUST 23, 1982 BAC IN-SERVICE. 
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' Теби. Servs. WT 
ATTENTION TECHNICAL SERVICES DIVISION, ENGINEERING SECTION, d 
"ephone Rm. ____ 
SA | _stors Sec’y __ 





<COUNTER MEA SURES MATT ERS, 
REFERENCE FBIHQ TELETYPE TO ALL 5АС"5, МАУ 5, 1982. 
FOR THE INFORMATION OF THE BUREAU, TECHNICALLY TRAINED 


AGENT СТТА[ — — — —]lS INTERESTED IN ATTENDING THE 
AUDIO COUNTERMEASURES CACM) IN-SERVICE SCHEDULED FOR 
AUGUST 23, THRU SEPTEMBER 3, 1982. 


IT IS NOTED THAT ATLANTA TTà'S| | 


[ATTENDED THE ACM IN-SERVICE IN NOVEMBER, 1981. 
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A jn YORK «вё. -885 1-М) 
TO DIRECTOR (88-885) ROUTINE 











ATTN: SA ENG. SECTION, TSD 
BT | 


Q. CLAS 
OUNTERMEASURE MATTERS 
REBUTELETYPE DATED 5/5/82 CAPTIONED AS ABOVE. 


NEW YORK DIVISION REQUESTS TT| |BE PLACED IN d 


AUDIO COUNTERMEASURE CACM) IN: SERVICE SCHEDyLED FOR 8/25/82 „ГНАУ 


9/5/82. | ФО ROS- ET 


. FOR ANY QUESTIONS REGARDING THIS COMMUNICATION, PLEASE CONTACT 


A NYO, EXTENSION 2744, Ped QE оа 
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570 85 
SIT NP IO TECHWICAL SERVIUSS DIVISIUJ 





COUNTERMEASURES МАТГЬВ5 
KeBUTEL TO ALL OFFICES, MAY 5, 1962. 
NO ATTENDEES FOR CAPTIONSD IN-SERVICE TRAINING BEING 
DESIGNATED BY TH& PHOENIX DIVISION IWASMUCH aS THERE 15 WO NEED 


FOR Os BY THe PHOs MIX DIVISION al THIS Time. : 
( — 
0-(05 


ma tzzz= 
NOT RECORDED. 
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Um ‘DIRECTOR (80-805) ROUTINE 
BT i 
UNCL AS | Жы 

ATTENTION: TSD, ENGINEERING SECTION, SA | 
COUNTERMEASURES MATTERS, 

RE BUREAU TELETYPE ТО ALL OFFICES DATED MAY 5, 1982, AND 





CAPTIONED AS ABOVE, 


PITTSBURGH HAS DESIGNATED SA[.—— |10 ATTEND 


THE BASIC AUDIO COUNTERMEASURES IN-SERVICE, BECAUSE OF OTHER 
COMMITMENTS, Sal [WILL BE AVAILABLE FOR ONLY THE AUGUST 23 
THROUGH SEPTEMBER 3, 1982, IN-SERVICE. 
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CJ Teletype C Immediate CJ TOP SECRET | 
(7) Faesimile C) Priority C3 SECRET | 
Ly —AIRTEL. . . C3 Routine Cj CONFIDENTIAL | 
Г UNCLAS E F T 0 | 
(C) UNCLAS | 
Date _5/12/82 I 
TO: DIRECTOR, FBI (80-805) | 
(ATTN: TECHNICAL SERVICES DIVISION, ENGINEERING 
ра) SECTION, SA b6 
b7C 
OM: SAC, CLEVELAND (66-9) 
OUNTERMEASURES MATTERS 
Re Bureau teletype, dated 5/5/82. 
The Cleveland Division will send SA[ | b6 
[ ^  ]as its Technically Trained Agent to receive audio b7C 
Ce на training August 23 through September 3, 
982. 


730 4X 
o Bureau [^ š cen 
- Cl land ç n г си“ 
ad an YO sesso" " é) - 
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UNITED STATES DEPARTMENT OF JUSTICE : 
FEDERAL BUREAU OF INVESTIGATION к 
AIRTEL vA 
DATE: 5/20/82 
Р 
TO : DIRECTOR, FBI a 
ATTN: SA ED b6 
ENGINEERING SECTION, TECHNICAL SERVICES DIVISION b7C 


rron Ww sac, RICHMOND 


м SUBJ ШОО среди MATTERS 


ReButel to all field offices 5/5/82 captioned as above. 






SAC Richmond nominates SA to attend 
Audio Countermeasures In-Service. SA is an experience! b7C 
technically-trained Agent who is currently in his office of x / 
preference. 





Inasmuch as the Richmond Division will be under 
inspection beginning 6/7/82, in the event БАГ ]15 
designated to attend the ACM In-Service, it is recommended that b7C 
he be scheduled to attend the 8/23/82 session. 
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p gar Of: / 82 
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" 023 PAGE d ок Б i 
DATE CLASSIFICATION PRECEDENCE 
5/25/82 UNCLAS PRIORITY ‘ 
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FM DIRECTOR FBI {80-805} 





rol.TO FBI BOSTON PRIORITY 
FBI JACKSONVILLE PRIORITY 
ia| FBI KANSAS CITY PRIORITY 
FBI LAS VEGAS PRIORITY | \ 
12| FBI NEWARK PRIORITY 
FBI NEW HAVEN PRIORITY 


10| FBI PHILADELPHIA PRIORITY ° S 
FBI WASHINGTON FIELD PRIORITY 
8 - 


| yt oyster me Agu res 


X 


4 /| BASIC AUDIO COUNTERM R ке“ 





REFERENCE BUREAU TELETYPE DATED MAY 54 1982. 
а THE FOLLOWING SPECIAL AGENTS {SAS} 50 OKOS 1 TO-ATTEND 
с 


TLITY FROM т йт. к: 


2| JUNE 7. 1942. THROUGH 12:00 NOON. JUNE 14. 1982. ше SAS 4 ARE р 


S 
CAPTIONED TRAINING AT QUANTICO TRAI 6 F 


SCHEDULED FOR FIREARMS TRAINING ON JUNE 11. 2982.38 MAY 27 1982 
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s[ |- WASHINGTON FIELD 


ABOVE .SAS ARE. BEING SPECIFICALLY SELECTED. IN THE EVENT 





ANY SA “IS UNABLE TO- ATTEND. FBIH@Q WILL BE TELEPHONICALLY 


DO NOT TYPE PAST THIS LINE 


TRANSPORTATION WILL BE PROVIDED FROM FBIHQ TO QUANTICO, 
| DEPARTING АТ. ?:30 P.If.. ON JUNE b. 1382. 
INQUIRIES CONCERNING THIS COMMUNICATION SHOULD BE DIRECTED 


О РВТНЯ- ATTENTION: TECHNICAL SERVICES DIVISION, ENGINEERING 


be 
b7C 
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(7] UNCLAS | 
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"^s TO: DIRECTOR, FBI SO- 265 
( Attention: Technical Servi Division 
\ b6 
3 Countermeasures fection b7C 


А FROM: SAC, SPRINGFIELD (66-29) 
SUBJECT: TECHNICAL MATTERS COUNTERMEASURES (SCANLOCK) 
Cee oe ET 


The Springfield Division is in the process of conducting 
routine security checks of Bureau space located in the Resident 
Agency in the southern area of the Division, as requested by the 
Bureau. As to allow a more adequate survey, the Bureau is 
requested to forward one Scanlock unit to Springfield for tempo- 
rary use to allow completion of the surveys. 


The unit should be forwarded to the attention of 


Technical Agent b6 
Carbondale Resident Agency, Carbondale, inois š pon ^ b7C 
completion of usage, the unit will be returned to the Bureau. Ж 22 
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. Date 5/3/82 | 
о—Р 
то: DIRECTOR, FBI 20-905 
(ATTN: TECHNICAL SERVICES DIVISION, ELECTRONIC 
ANALYSIS UNIT, SUPERVISOR 
FROM: SAC, CHICAGO (66-699) (SQUAD 10) 
“COUNTERMEASURES. MATTERS 


Re FBIHQ Technical Equipment-Update Letter, 4/16/82. 


Attached hereto are three (3) brochures as provided 
to an Undercover Agent and provided to Chicago, Squad 10 


Agents for dissemination to the Bureau Electronic Analysis 
Unit. These brochures are as follows: ) 


"Protection" 


"Protecting Your Privacy" 


9 


"How Long Would it Take to Find a Tap on 


Your Telephone" 


Above information was provided to Undercover Agent 
during seminar held by4CCS. Communication Control, Inc. 


625. North, ав Avenue. Chicago, 


number 2112/642- 2757.” 
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m DIRECTOR, FBI 

X ATTN: TECHNICAL SERVICES DIVISION 


ENGINEERING- SECTIO 
Ww SA 
FROM: № 


AC, HOUSTON (66-1444) 


OUNTERMEASURES MATTERS 
Aer ruin PONE PS EL га 2 


ReButel to all offices dated 5/5/82. 


sat______] currently assigned Houston Division, 
has attended Basic Audio Countermeasures (ACM) In-Service and is 
the only Technically-Trained Agent (TTA) in Houston Division to 


receive such training. / 
.In the cts a Houston agent for referenced 
In-Service, SA (Technical Coordinator) would be 


available to attend the 8/23 - 9/3/82 training. If sAL_ Ji 
selected, please advise Houston Division at earliest possible 
date. 


p УД 
Р т 72 


f ““1 - Houston 
CHM/sac 
(3) 


Арргоуед: _________-_____  Ттапели ед ____________----- Рег 


(Number) (Time) 
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Date 5/10/82 


Q ји“ FROM: 
o. 


FISCAL YEAR 1982 


Re Bureau teletype to all Field Offices, dated | 
= | um Detroit telephone call of saL. ]to 


DIRECTOR, FBI (80-805) 

(ATTN: TECHNICAL SERVICES DIVISION - 
ENGINEERING SECTION, SA 

SAC, DETROIT (66-401) 


IN-SERVICE 


instant date. 


The Detroit Division submits the name of су ] 
to receive the two week basic Audio Countermeasures 
(ACM) In-Service for the class beginning June 7, and terminating, 
June 18, 1982. 7 


In view of the fact that there are scheduling 
. difficulties for a number of technically trained Agents during 
part of August, Detroit respectfully requests tha 
be given the opportunity to attend during the above 


directed to the attention of SA 


томас мини 


апр! ју 6116 


Transmitted 


2 $ / (Number) (Time) 
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FM CINCINNATI [| 


Мод TO DIRECTOR (80-805)ROUTINE 





T 






IT SHOULD BE NOTED SA[ ]wILL BE UNABLE TO ATTEND THE LATER 
IN-SERVICE IN VIEV OF THE FACT HE IS BEING MARRIED DURING EARLY 
I . а I ` ^ 
BT p 4f Уу $05 fol 
gt 
Ç 
— ws Www“ wsacYs 
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gs JUN 1 1992 


ав: std 


usted An 5-11-92 | ee 


.owC G-/-e 


UNCLAS | nein. 
ATTN: TECHNICAL SERVICES DIVISION, ENGINEERING SECTION, SZ” | 
пейт Sect 
. # 254 pe 
B04 ъ7с 
OUNTERMEASURES MATTERS | 
RE BUREAU TELETYPE, МАУ 5, 1982. « 
7 \ 
SAC, CINCINNATI, WOULD BE DESIROUS OF HAVING ЗАС] 4 bé 
b7C 
[ ] (SOUND TRAINED) ATTEND THE FORTHCOMING BASIC AUDIO 
COUNTERMEASURES IN-SERVICE DURING THE PERIOD JUNE 7 - 18, 1982 
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ЕМ BOSTON (66-1292) | поди 2-1 


8 Тест, бегу/ (2203 
Hu "i 


TO DIRECTOR ROUTINE 
бе 


NCLAS 















ATTENTION: TECHNICAL SERVICE DIVISION, ENGINEERING SECTION, 
SA 


” 


COUNTER MEASURES MATTERS. 









RE BUREAU TELETYPE MAY 5, 1982. 

BOSTON DIVISION REQUESTS THAT TECHNICALLY TRAINED AGENT (ТТА) 
Г J ATTEND ABOVE CAPTIONED IN-SERVICE, PREFERABLY, 
DURING THE JUNE 7-18 SESSION. ЗАГ ]1S IN HIS OFFICE, OF, 
PREFERENCE AND WILL BE ABLE TO ATTEND THE ENTIRE IN-SERVICE. 


b6 
b"7C 


THE BUREAU IS REQUESTED TO ADVISE BOSTON AS SOON ! AS SELECTIONS 
FOR ATTENDANCE ARE MADE. () Y OC. — AA 
» ^o Aff 

> asi? 


Peake олымыса теште» - 
7 JUN 1 1982 


mimi ү а 


Zw 513-82 
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TO: DIRECTOR, FBI (80-805) 
ATTENTION: TECHNICAL SERVICES DIVI 
ENGINEERING SECTION, SA 

FROM: e ST. гола | 


SUBJECT: COUNTERMEASURES MATTERS 
а 


Re Butel All SAC'S, 5/5/82. 





SA Сыма attend Countermeasures Matters 
In-Service scheduled for 8/23-9/3/82. 


к ланы 


m 
NOT RECORDED 


2D 
G- Bureau in 12 JU" 2 1982 
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FM MIAMI (66-1544) 








^ 
TO DIRECTOR (80-805 )ROUTINE f 
и д TECHNICAL SERVICES DIVISION 
ENGINERSN 





G SECTION, 
BT 








NCLAS 
es MEASURES MATTERS. | 
RE BUREAU TELETYPE TO ALL SAC‘S DATED MAY 5, L982, 
THE MIAMI DIVISION CURRENTLY HAS NO TECHNICALLY TRAINED SPECIAL 
AGENTS AVAILABLE TO ATTEND THE BASIC AUDIO COUNTER MEASURES IN 
SERVICES OUTLINED IN REFERENCED TELETYPE. 


w $8005 2221. 


0 
4? 9 JUN 2 1962 


3 
„ 1 Б r я 
by’ = ж = 
4 


* 





* 
Фа 


je 542-83 "ed; 


BT А. 
i “49; ра“ омж с//ғе. e 








e ED 
Б беч e B e 


BHO 005 1531913 ЕЕ 182 
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В 13191372 МАУ 82 
Са BIRMINGHAM (66Е-485-5Е 1) 


Y CTOR (80-805) ROUTINE a 
. Leborloty LL. 
BT ы Legal Coun, 


Cit. cf Cora. 


UNCLAS ` | masa PS 
| Re shu. 
ATTN TECHNICAL SERVICES DIVISION, ENGINEERING SECTION, са | | [| Тат уш. 


| 


Cou NTERMEASURESMATTER 
^ RE BUTEL TO ALL SACS, MAY 5, 1982. 
IT IS RECOMMENDED SaA[ — | ВЕ БЕЗТЕМАТЕО TO RECEIVE b6 
AUDIO COUNTERMEASURE (ACM) TRAINING AT ONE OF THE TWO INSERVICES 
FOR THE REMAINDER OF THE FISCAL YEAR. Sal iS IN HIS 
OFFICE OF PREFERENCE, THE TECHNICAL COORDINATOR OF THE BIRMINGHAM 





OFFICE AND IS ELIGIBLE TO WORK FOR APPROXIMATELY FIVE MORE YEARS. 


b6 
b7C 


, 





SA 
IS SUBMITTED AS AN ALTERNATE AGENT TO ATTEND THIS IN-SERVICE. 
THE BIRMINGHAM DIVISION HAS A TRUE NEED FOR AN AGENT WITH 
ACM TRAINING, AUDIO INTERCEPTS HAVE ВЕСОМЕ А Oe OF REAL g 
IO SOS = Ha 
y Od JUN 1 1982 


б se а.д 
un ‘ —— 


bu 
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PAGE TWO UNCLAS 


CONCERN TO BOTH OFFICE PERSONNEL AND THE UNITED STATES ATTORNEY'S 


BH 66F-485-SF | 


OFFICE, THERE ARE FREQUENT NEEDS FOR AUDIO SWEEPS AND AT PRESENT 
NONE OF THE TTAS IN THE DIVISION FEEL FULLY QUALIFIED TO PERFORM 
THEM. | 
BT 
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TO: DIRECTOR, FBI 
> (ATTN: “TECHNICAL SERVICES DIVISION, ENGINEERING SECTION 
SA 


FROM: SAC, ALEXANDRIA (66-54) 


/ COUNTERMEASURES MATTERS 
————ы—ыы—= 





ReButel, 5/5/82; and AXtelcall from ASAC Steven Г. 


Pomerantz to б | 5/13/82. 


Based on current and anticipated demands, it is requested 
-that no representative of the Alexandria Division be scheduled for 
in-service training as outlined in reButel. 









Alexandria Division recognizes the importance of this, 
training, however, and would like consideration in future training 
sessions. 4 


L 









l - Alexandria 9 JUN 2 1982 | 
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Теернопо и. LL 
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TO DIRECTOR (89-84) ROUTINE 
BT 







UNCLAS 
ATTENTION: TECHNICAL SERVICES DIVISION, ENGINEERING SECTION, 





UNTER-MEASURES MATTERS 

RE BA TE. CALL TO Sa[ |] МУ Ш, 1982. 

BALT IMORE HAS 3 TTA'S WHICH SHOULD BE INCLUDED IN THE 
COUNTER-MEASURE SCHOOL SCHEDULED FOR AUGUST 23, 1982. THEY AR 
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COUNTER MEASURES MATTERS 
— asas 






RE BU TELTYPE 5-5-82, 






vane 


(apa 
IT IS REQUESTED THAT SACRAMENTO'S TECHNICAL г 28046 


СООР ІМАТОК, 54[______________ВЕ SELECTED FOR 
ATTENDANCE АТ THE BASIC AUDIO COUNTERMEASURES CACM) 
IN SERVICE, THE FIRST IN SERVICE IS PREFERRED. 

IT IS NOTED 54 ]\4А$ SCHEDULED FOR АСМ 
IN SERVICE LAST YEAR BUT WAS UNABLE TO ATTEND. 


4 25-06-22! 
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M NEW ORLEANS (66-168) 

TO DIRECTOR (80-805) ROUTINE 
BT 

COUNTERMEASURES] MATTERS 

RE BUREAU TELETYPE MAY 5, 1982. 







NEW ORLEANS AIRTEL TO BUREAU DATED JUNE 26, 1981, ADVISED 






TECHNICAL SECURITY SURVEYS AND RELATED MATTERS ARE HANDLED 
IN NEW ORLEANS BY 







ss[ | VILL ONY BE AVAILABLE FOR THE 


INSERVICE SCHEDILED FOR AUGUST 23 THROUGH SEPTEMBER 3, 1982, 
IN VIEV OF THE PENDING| | ТАТА. IN NEW ORLEANS, AND THE 
ово | | UNDERCOVER OPERATION, WHICH WILL REQUIRE 
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PAGE TWO NO 66-1868 UNCLAS 
THE PRESENCE OF BOTH THESE AGENTS IN NEW ORLEANS FOR AT LEAST 


THE NEXT MONTH. 
BT 
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Я 1719487 МАУ 82 
FM FBI LOUISVILLE (66262) 

TO DIRECTOR FBI “ ROUTINE 

ATTN: TECHNICAL SERVICES DIVISION, ENGINEERING SECTION, SA 


BT 


UNCLAS | 
Су UNTERMEASURES MATTERS. 42€ 
e и» gine? 


RE BUREAU TELETYPE TO ALL FIELD OFFICES, MAY 5, 1948949 
LOUISVILLÉ TTA'S RECEIVED THIS TRAINING AT LOUISVILLE IN 
JANUARY, a THEREFORE, LOUISVILLE NOT SUBMITTING A REQUEST FOR 


ADDITIONAL | AINING. 


BT 
#002 ani à 
ч < we 
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RR HQ хе | е 
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РЕ 
81714037 МАУ 82 TELETY 


FM CHARLOTTE (66-418) CP ТАНИ Vy 
TO din (89-865) ROUTIN DEANS GATION 
BT | 
UNCL AS 
ATTENTION TECHNICAL SERVICE DIVISION, ENGINEERING SECTION 
COCOUNTERMEASURES MATTERS — // | 
RE BUREAU TELETYPE TO ALL FIELD OFFICES, MAY 5, 1982, AND LZ 
TELEPHONE CONVERSATION OF SA[ — [CHARLOTTE DIVISION i Р 
ap[ — ^ ^  $]|ro BUREAU, МАУ 17, 1982. ` ызы 
NOMINEE OF CHARLOTTE DIVISION FOR AUGUST 23 IN SERVICE RE Е 
CAPTIONED MATTER IS Ss[ ѕА[ JES IN HES Be 
OFFICE OF PREFERENCE, AND IT IS ANTICIPATED WILL BE ABLE TO COMPLETE 
THIS IN SERVICE UNINTERRUPTED. | 
BT 
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14 BUREAU до ше, 
FM LOS ANGELES (66-119) (A-gppitD. ; | 
OF INVESTIGATION Я риба i 
Ойон.  { 


TO DIRECTOR ROUTINE 
Арал АЕ. __ | 


4; 
Rez. Sent, 


BT 
Tech. Ses, ___ 
UNCLA Training 1 
Tele, 
phone fim | id 


Director's йы 
cane ^ b7C 


0" TECHNICAL SERVICES DIVISION,[ | ; 
OUNTE : 
mesas 
i в >: 


RE BUREAU TEL DATED MAY 5, 1982. 


PER YOUR REQUEST, SA[.— — — — — ]WILL ATTEND 


COUNTERMEASURES SCHOOL AUGUST 23, TO SEPTEMBER 5, 1982. 


BI 





30-905 -.235 _ 
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Р 2605257 MAY 82 

FM PHOENIX (66-897) 
TO DIRECTOR PRIORITY 
BT 






Training 
Telephone Am. 
Director's Seo'y __ 






UNCLAS E F T O 
ë b6 
ATTENTION: SUPERVISOR ELECTRONIC ANALYSIS UNIT, bis 


ge SERVICES DIVISION. ` 


COUNTERMEAS SUR VEY 


PHOENIX, ARIZONA. 


RE PHOENIX TELEPHONE CALL TO SyPERVISOR[ |] 


MAY 25, 1982. 










PHOENIX VAS ADVISED THAT THE 
IN WASHINGTON, DC, CONTACTED FBIHQ REQUESTING AN ELECTRONIC 





SWEEP OF 

[sd te survey BE d DET 300. 
POSSIBLE. PHOENIX aT PRESENT TIME NE AGENT oer 

[____ WHO HAS RECEIVED THE NECESSARY TRAINING TO CONDYOte — — 
COUNTERMEASURES SURVEYS, BECAUSE OF, PRESENT COMMITMENTS SYuN 3 1982 š 


Га ортон Гв. Мне. 


и | ет | 
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PAGE TUO PX 66-897 UMCALS EF T O 
sal] IT WOULD BE IMPOSSIBLE FOR HIM TO CONDUCT THE 
COUNTERMEASURES SURVEY UNTIL JUNE 4, 1982. TELEPHONIC CONTACT 
WITH SUPERVISOR[ } BIHQ, Нд5 DETERMINED THAT DUE TO A 
TRAINING COMMITMENT THE NECESSARY EQUIPMENT WOULD HAVE TO BE 
AT FBIHQ NO LATER THAN JUNE 1982, IN ORDER TO PREPARE TO 
TRANSPORT THE EQUIPMENT TO THE TRAINING FACILITY FOR A SCHOOL 
SCHEDULED TO BEGIN ON JUNE 7, 1982. 


CONTACT VAS MADE WITH THE] PHOENIX, 


ARIZONA, ON MAY 25, 1982, WITH RESPECT TO SCHEDULING THE SURVEY. 
[ [WAS ADVISED THAT BECAUSE OF THE PRIOR COMMITMENTS 
THE SURVEY COULD NOT BE SCHEDULED TO BE DONE UNTIL JUNE 21, 1982. 

SHE EXPRESSED CONCERN REGARDING THE DELAY IN THIS MATTER 

INASMUCH AS HER REQUEST WAS INITIATED SOME TIME AGO. SHE FURTHER 

5ТАТЕр ТНАТ|_____________________|нар BEEN CONTACTED 

REGARDING THIS MATTER AND HAD DONE SOME WORK REGARDING THE 

CHECKING OF THE OFFICE TELEPHONES. SHE REQUESTED THAT SOME | 

CONSIDERATION BE GIVEN TO CONDUCTING THIS MATTER AT AN EARLIER 

DATE. | 

ADDITIONAL CONTACT WITH SUPERVISOR[  |Ңд5 DETERMINED 
THAT IT WOULD BE FEASIBLE TO PROVIDE ASSISTANCE FROM OUTSIDE 
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PAGE THREE PX 66-897 UNCLAS EF T O 


THE PHOENIX DIVISION TO CONDUCT THE SURVEY. HE NOTED THAT 

IT WOULD BE NECESSARY TO SET FORTH THE JUSTIFICATION PARTICULARLY 
NOTING WHY SA[ |ношр н0Т BE AVAILABLE TO CONDUCT THE | Be 
SURVEY PRIOR TO THE 21ST. IN CONNECTION WITH THAT IT IS NOTED 
тнат 54 | ______|5 COMMITTED FROM МАУ 26, TO MAY 29, IN | 
CONNECTION WITH A COURT AUTHORIZED INTERCEPT. ON MAY 31, 1982, 
HE WILL DEPART PHOENIX FOR BULLHEAD CITY, ARIZONA, IN CONNECTION 
WITH A VIDEO INSTALLATION ON A CONSENSUAL MONITORING MATTER 

WHICH IS EXPECTED TO LAST THROUGH JUNE 1, 1982. PRIOR ARRANGE- 
MENTS HAVE BEEN MADE TO HAVE Sa[ — |ASSIST THE ALBUQUERQUE 
DIVISION ON A COURT AUTHORIZED INTERCEPT INSTALLATION WHICH WAS 
TO BE DONE ON JUNE 2 AND JUNE 3, 1982. HE IS EXPECTED TO BE 

ON SICK LEAVE DURING THE AFTERNOON OF JUNE 3, 1982, BECAUSE OF 
SOME MINOR SURGERY. BECAUSE OF THESE COMMITMENTS HE yOuLD, 
THEREFORE NOT BE AVAILABLE TO COMPLY WITH THE REQUEST FOR THE 
SURVEY UNTIL FRIDAY, JUNE 4, 1982. BECAUSE OF THE COMMITMENT 

OF THE EQUIPMENT TO THE TRAINING IT OULD NOT BE AVAILABLE TO 


BE SHIPPED TO PHOENIX UNTIL JUNE 18, 1982. BECAUSE OF THE ABOVE 


IT WOULD NOT BE POSSIBLE TO CONDUCT THE SURVEY REQUESTED OF 
PHOENIX UNTIL JUNE 21, 1982. | 
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INASMUCH AS SOME CONCERN HaS BEEN SHOWN BY THE[ | 
[ — ] wirH RESPECT To THE DELaY IN THIS MATTER IT IS REQUESTED 


b7E 


THAT HEADQUARTERS CONSIDER PROVIDING PHOENIX APPROPRIATE 
PERSONNEL AND EQUIPMENT TO CONDUCT THIS SURVEY AS SOON AS 


POSSIBLE. | 
PHOENIX, ARIZONA, DID IN FACT PREVIOUSLY CONDUCT A CHECK OF b7D 


b7E 


THE TELEPHONE FACILITIES OF THE[.—  — — ] IT WAS 


DETERMINED THAT THE TELEPHONE EQUIPMENT CONSISTS OF FOYRTEEN - 
TEN BUTTON TELEPHONE INSTRUMENTS AND FOURTEEN SEPARATE LINES. 


T| — ^ [ts LocATED IN A HIGH-RISE WHICH IS AT 


(2 |ровмх, ARIZONA, TELEPHONE NUMBER 
[ | THE orFice mangcer ts] ]  ruRTHER 


INFORMAT ION REGARDING THE APPEARANCES OF TELEPHONE LINES CAN 


ВЕ OBTAINED BY Gop ori |1 
| AJ PHOENIX TELEPHONE NuMBER [ ss 


SHOULD HEADQUARTERS AUTHORIZE PERSONNEL TO TRAVEL TO 


^ 


PHOENIX TO CONDUCT THIS SURVEY IT IS SUGGESTED THAT THEY CONTACT 
| b6 
[sd prior то TRAVELING TO PHOENIX TO ASSURE THEMSELVES - 


THAT THE OFFICE WILL BE AVAILABLE FOR SUCH INSPECTION. 
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IT IS REQUESTED THAT FBIHQ ADVISE PHOENIX OF THEIR DECISION 
IN THIS MATTER. | 
BT | 
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DIRECTOR, FB А d. 
Attn: SA Бе 
Technical Services Div. . bic 
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, SALT LAKE CITY (66-162) 


UBYECT: ‘COUNTERMEASURES /MATTERS 


Re Bureau teletype to all SACs dated 5/5/82, and Salt 


Lake City telcal to Supervisor[ ]5/25/82. b6 
i ъ7с 


Per discussion in referenced telcal, Salt Lake City i 


making no nomination for upcoming Audio Countermeasures Inservice lz 
because this Division e has no technically-trained Agent 

assigned to Headquarters Technical support has been 

furnished by SA Denver Division, who will continue b6 
to furnish such technical support. It is understood that BTE 
sa| | 

teletype. 


This issue highlights Salt Lake City’s continuing need 
for a technically-trained Agent in Headquarters City. On the 
Preferred Training Survey for the past two fiscal years, a spot 
in sound school has been the number one inservice training priority 
of the Salt Lake City Division. This need ‘has also been bro ught 
to the Bureau's attention previously by communications such as 
airtel from Salt Lake City to FB 
Personnel Needs" dated 11/18/80. 
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(1 - Administrative Services Div.) 
3 - Salt Lake City (1 - 66-162) 
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has already received the training offered in referenced 


SU 66-162 





Technical Services Division is strongly urged to use 
its influence in obtaining a training slot as described above so 
that Salt Lake City may have a technically-trained Agent in its 
complement. ` 
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SAC, Washington Field[ | 5/26/82 b3 
Attention: Supervisor CI-15 b7E 


Director FBI (80-805) & (66-19226) 
—ar 


Соната нос — —3À 


on 


и y 
i| “ғ 9 
2 Reference WFO airtel dated December 10, 1981, and ~“ 
е  Butelcali to Supervisor[ [ой Арк 16, 1982. (0) a be 
| b7C 
In response to your request, over a period of several | 


days from January 5, 1982, through January 22, 1982, personnel BUR і 
from the Technical Services Division (TSD), Engineering Section 2i 29. 





(ES), conducted audio countermeasi s (ACM) surveys of all apar 
ments requested with thé} éxeepttonrof apartment number 302. TSDR 
personnel were advised that 


building master key. As per telephone call, an ACM survey bs 
will be conducted of apartment number 302 vhen it is secured 
properly. ) m X 


The results of a a ы on a CCTV b7E 
System consisting of an RCA Time Lapse , Model TC 3350, an ~ 
RCA Camera Assembly, Model TC 1030/H10 and a Panasonic Video//, -— \ 
; ; Model WV-760, determined that the ) 
Caen as of the CCTV System necessitates judicious 8 


1 


| , — —--concerning its location, installation and use. ІШ) 


Іп conjunction with the ACM survey a | тати s= ' DIE 
[_] was also conducted of a CCTV System located in Room TAY | 


Да 






$ j Spatially radiated compromising emanations (СЕ) че 

= detected at a distance of 25 meters from the VCR, and were of 
a ;sufficient levels to couple onto any equipment and/or lines 

= ‘within a 25 meter radius. These broadband emanations were 

= detectable throughout the frequency spectrum from 12 to 305 

| MHz. AC Powerline СЕ were detected on the line cords servicing 
` the equipment and have the potential of being impressed on the 
“power cords o£ other м "CB into the USE 
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Eyes 


Letter to SAC, Washington Field 





The CE contained the Date/Time Function (DTF) and 
video picture information, which is impressed on the Date/Time 
Readout. This condition exists only in the stop and record 
modes with video present at the input port of the VCR. When 
the DTF is blanked, the video picture information in the DTF 
field is still present at the same signal levels. ја) үп, 


Reduction of the spakialiy radiated emanations can be 
accomplished by placing Pthe-) | radio frequency interference 
enclosure, or by establisbin 03, Ба eter control zone around the 
system in which no other processors "ок cables, which may act as 
fortuitous conductors, are installed. However, based on the 
results of this test and the current location of the lookout ata 
distance considerably greater than 25 meters from the target, the 
security hazard presented by this CCTV system is considered to he _ 
minimal. Ж в 
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Being forwarded to Savannah under separate cover 
is captioned Scan Lock Counter Measures equipment. 
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FROM SAG; NEWARK (C-10) 
BASIC аа 
Re: Newark telephone call to Bureau, 5/27/82. 
This is to confirm that GIO will b6 
be unable to attend the above captioned class due to unforeseen b7C 
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IRECTOR, FBI (80-805) 
ded C, KANSAS CITY (66-470) 
D MATTERS 


Re Bureau teletype to Oklahoma City and Kansas City, 
dated 4/23/82. 


On 4/26/82, Special Agents of the Kansas City 
Division and the Oklahoma City Division conducted search of the 
Tulsa, 
telephone lines were 
isted below are some 







also checked in 
areas which should be discussed with 


Background music (stereo FM, etc.) could be utilized 
particularly during confidential conferences. 


All conventional phone systems are unsecure. Extreme 
caution should be exercised when confidential matters are the 
subject of telephone conversations. If it becomes necessary 
to discuss confidential matters telephonically, a telephone 
should be selected randomly for use. If a private office’ with 
a single line phone is available, this should be considered. 

A pay phone (coin phone) could bemused if the area offers some 
privacy. cae сй 


ТС of“assurance may be given that 
at the time were examined, the integrity of the 
space was not compromised. In order to. netain some degree of 
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assurance of the continued integrity of the space, limited access 
to the space by known individuals is recommended. An alarm 
system would be required with systematic activation of the system 
when personnel are not in the office. 


e offices of 
as well as an Administrative 







Oklahoma, were eac 





or security leaks. 

No devices were located and there was no evidence of 

current breac ity. Electronic equipment which had been 

located in work area was made available for the b7E 
agents! inspection. 


The following are suggested for consideration by 
Г фе minimizing problems related to security of intelligence: 


Telephones are not secure for discussing confidential 
matters. 


The telephone equipment room must have restricted 
access. = be in the area. bIE 


Access to кечене terminal boxes should be limited to — 


Access to crawl space under Administration Building 
should be limited[ ——  — VÜ] ъл 


Public address system speakers and intercoms are 
potential microphones. 


Electronics maintenance employees should be alert for 
any possible modification made on intercoms or speakers. 


Return air vents and louvers in doors are possible 
avenues for intelligence leaks. 


Access must be..limited to the areas where security of 


conversations_is important (Cleaning of office should be done in 
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Background music may be beneficial in instances where 
confidential matters are discussed in areas where there may be 
a break in security. 


It is suggested that a technically trained agent and 


any other Speci y the SAC discuss the above 
with 
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UNCLAS 
ATTN: TECHNICAL SERVICES DIVISION, ENGINEERING SECTION 
n МАТТЕВ$ 
RE BUREAU TELETYPE DaTED MAY 5, 1982, RE CAPTIONED MATTER. 
KANSAS CITY DIVISION NOMINATES THE FOLLOWING TECHNICALLY~ 
TRAINED AGENTS TO RECEIVE TRAINING aS OUTLINED IN REFERENCED ; 
TELETYPE: ФГ 115 NoMINATED FOR THE JUNE 7 THROUGH 
JUNE 18 CLASS AND SAL__———] IS NOMINATED FOR THE | 2 
AUGUST 23 THROUGH SEPTEMBER 3 CLASS. 
SHOULD THESE INDIVIDUALS BE SELECTED, EVERY EFFORT yILL 
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gITRAINING AT QUANTICO TRAINING FACILITY FROM 8:00 A-M.. 
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ATELEPHONICALLY CONTACTED. FOLLOUED BY A URITTEN COMMUNICATION: 
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TO FBIHQ, ATTENTION: TECHNICAL SERVICES DIVISION, ENGINEERING 


SECTION. SA[/— ДЕХТЕМ5ТОМ 8700. = 
с 


BT 


| 














NOTE: А] КЕРЦАСЕ5 БА — — |NEuARK DIVISION, _ 56 
A 


WH BLE TO ATTEND CURRENT COUNTERMEASURES IN-SERVICE .57с 
QUANTICO WAS ADVISED OF THE CHANGE ON JUNE 14 182. 








rly 
a 2 ly 


ЕЕОЕ 
г откуд ЗЕ 


510001 12620147 

HQ 
E SJ 
Е 0620007 МАУ 82 и 
FM SAN JUAN (66-20),/ 
TO DIRECTOR ROUT INE 
ATTN: TECH SERVÍCES DIV 


BT и f 
UNCLAS Devices - 
0 ASURE MATTERS 


RE BUREAU LETTER DATED APRIL 2, 1982, CAPTIONED 
. COUNTERMEASURE MATTERS", 

DUE TO TECHNICAL COORDINATORS ASSIGNMENT OF 
APPLICANT MATTERS FOR THE PAST SEX WEEKS AND CURRENT 
APPLICANT CASE LOAD, SAN JUAN VILL BE UNABLE TO HANDLE 
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ATTENTION: TECHNICAL SERVICES DIVISION, ENGINEERING 
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COUNTERMEASURES MATTERS | 
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TRAINING COURS ; ' 
-15. I982 CoorvT en М ељїо вех 
— пп прич а. тж д. 
QUANTICO TRAINING FACILITY = 
КА. 
PURPOSE: To identify candidates for captioned training. 
DETAILS: A two-week training course on "BASIC AUDIO COUNTER- 
MEASURES" will be held at the Quantico Training 
Facility.from June 7 through 18, 1982. 
Based on the need of their respective offices for 
personnel trained in audio countermeasures, the following 
personnel have been selected to attend captioned course: 
5 Boston b6 
SA Jacksonville b7c 
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SA : Newar 
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Memorandum to Mr. Bayse 

RE: BASIC AUDIO COUNTERMEASURES 
TRAINING COURSE 
JUNE 7-18, 1982 
QUANTICO TRAINING FACILITY 
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Name of spe] 09467 Ship By Ж” FR. L 4Ь7С 


(method to use) 


This Shipment Packaged „ОВ Shipping # Kk CIL IEEE 
No. of Packages Hu асы 


= 








FD-514 NO ki." DO NOT TRANSFER EQUIPMENT 
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FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON, D. C. 20535 
Date: 6/23/82 Re: Technical Equipment 
To: SAC, Indianapolis 
Attention: Б5А| _____| 
Invoice of Contents 
FBI File/# 80-805 
l- Each FL 10 Filter 


(NSN) 


This will become part of the Scanlock Kit. 
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С ENGINEERING SECTION DOCUMENTATION 
RETURN TO ENGINEERING SECTION, ROOM 1B046 (Telelift 253) 
Name of Shipper_[ — | Ea. 4915 


Ship By —Regi 
This Shipment Packaged „ИУ. с 





; ъв 
(method to use) b7C 


Shipping 8C T _______ 
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FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON, D. C. 20535 


Date: 6/23/82 
















Re: Technical Equipment 
To: SAC, New Orleans 
: " Attention: sa[ | b6 
b7C 
Invoice of Contents : 
FBI File? 1 80-805  — .. .. | 
1 Each FL 10 Filter  (NSN) 
This will become part of the Scanlock Kit. 
5 С... 
= 
= 
Ее 
ez o 5 
"rnm nn Om ox om 
Yr 1 r= с c 
5 = 
, 424 1002 8 
хә 
FBI 
715045 
су ]5> 
ENGINEERING SECTION DOCUMENTATION 
RETURN TO ENGINEERING SECTION, ROOM 18046 (Telelift 253) M 
; у f b6 
Name of реа] Ext. 4915 Ship By Вес зегей ма — — 


Е to use) b7C 
This Shipment Packaged Nee == 


No. of Packages f $f 0 


Зин ge i. s o 
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FEDERAL BUREAU OF INVESTIGATION 


ў + 
WASHINGTON, D. C. 20535 
Date: .6/23/82 Re: Technical Equipment 
To: SAC, Newark 
° Attention: 


sat] 


b6 
b7C 





Invoice of Contents 





1 Each FL 10 Filter (NSN) 


This will become part of the Scanlock Kit. 
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| emo Y 
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JUN 2.4 1992 = 
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FBI 
715051 
ohy |82- 


ENGINEERING SECTION DOCUMENTATION 
; RETURN TO ENGINEERING SECTION, ROOM 1B046 (Telelift 253) 


. Name of sper. .Er| — 1] — Ext. 4915 


Dernis 3 1 b6 
. B 1 = 
ship Бу (method to use) 

This Shipment Packaged ШЕ... шы т. 
| | 


рус 
Shipping # ‚ЛИ ЫА LL S ks 
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FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON, D. C. 20535 
Date: 6/23/82 Re: Technical Equipment 
: То: SAC, San Francisco 
i . Attention: 


s[ ] 


` b6 
ъ7с 





Invoice of Contents 





1 Each FL 10 Filter (NSN) 


This will become part of the Scanlock Kit. 
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~ Мо ee oe 
Mey 7 


| 30824 1990 


с 
- = 
в Е (л 
e = 
Dz œ 59 
әп 79 
om e m 
FBI Е. 
w a = 
co 
сә 
715054 
о [29/2 
ENGINEERING SECTION DOCUMENTATION | 
RETURN TO ENGINEERING SECTION, ROOM 18046 (Telelift 253) 





. NameofShiper. EY —  —  — | Et. 4915 


ip By. Registered Mail P? 
su Hy ` (method to use) b7C 
This Shipment Packaged uuum ss Shipping i PB or 








DO NOT TRANSFER EQUIPMENT 
` 7 «^Y 








FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON, D. C. 20535 


Date: 6/23/82 : Ке: Technical Equipment 
b6 
b7C 


To: SAC, Albuquerque 
Attention: SA[  ] 


8-268 (Rev. 1-20-82) 





Invoice of Contents 








FBI File 


l Each FL 10 Filter (NSN) 


This will become part of the Scanlock Kit. 
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~ 2 - а 
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| 715052. | 
«2422. | | i 
i | ENGINEERING SECTION DOCUMENTATION 
b6 


RETURN TO ENGINEERING SECTION, ROOM 1B046 (Telelift 253) 
Name of Shipper ет] _______|- Ext, 4915. Ship By Registered Maid —— а 
This Shipment seen ie A te Shipping аа: 


No. of Packages E == 








DO NOT TRANSFER EQUIPMENT 


l: 
FD-514 NO ГІ 
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FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON, D. C. 20535 


Date; 6/23/82 Re; Technical Equipment 


To: SAC,. Baltimore 








eee invoice of Contents 


FBI File # _80-805 


l Each FL 10 Filter (NSN) 
This will become part of the Scanlock Kit. 
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m on 
е = 
гер aa әк o = ы 
Qm с © 
r= i гл 
ELE E = © | 
715048: 
6 4 [&>- | 
ENGINEERING SECTION DOCUMENTATION . 
RETURN TO ENGINEERING SECTION, ROOM 1B046 (Telelift 253) 
ё š ` b6 
Name of ShipperT Ех. 4915 Ship В): (method to use) bic 
This Shipment Packaged ы. Shipping # SAS 


~ 


No. of Packages A, А 
: LÁ 
Е0-514 НО f/f" bo NOT TRANSFER EQUIPMENT 


е 
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FEDERAL BUREAU OF INVESTIGATION | 
WASHINGTON, D. C. 20535 


Date: 6/23/82 Re: Technical Equipment 
To: SAC , Atlanta 
Attention: SA[ ] b6 


Invoice of Contents 








ЕБВ! Епе # _80–805 __________ 


1 Each FL 10 Filter (NSN) 


This will become part of the Scanlock Kit. 












Б7с 
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ENGINEERING SECTION DOCUMENTATION 
RETURN TO ENGINEERING SECTION, ROOM 1B046 (Telelift 253) 
Name of зтррег ЕТ | Ext. 2915. Ship By Registered Mail ^. .. . ^6 
: (method to use) b7C f 


This Shipment Packaged RIEN C t esu Shipping: ря ____ 
No. of Packages м а : 


FD-514 DO NOT TRANSFER EQUIPMENT 
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FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON, D. C. 20535 
Date: 6/23/82 Re: Technical Equipment 
То: SAC, Omaha 
` Attention: SA[ |] 
| 
| 





Invoice of Contents 
l Each FL 10 Filter 


(NSN) 


This will become part of the Scanlock Kit. 
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(p во. 
ENGINEERING SECTION DOCUMENTATION 
RETURN TO ENGINEERING SECTION, ROOM 1B046 (Telelift 253) 
N per Er| — | са 4915 ip By Regist j P. 
ame of Shipper ЕХ. 4225 Ship By a ътс 
This Shipment Packaged Бу О _ Shipping # 22 
No. of Packages | 
ме 
FD-514 NO JL 4 DO NOT TRANSFER EQUIPMENT 
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FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON, D. C. 20535 
Date: 6/23/82 Re: Technical Equipment 
To: SAC, Los Angeles 
` — Attention: ЗА | 








b7C 
Invoice of Contents 


1 Each FL 10 Filter 





(NSN) 


This will become part of the Scanlock Kit. 


, JUN24 1982 
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ENGINEERING SECTION DOCUMENTATI 
RETURN TO ENGINEERING SECTION, ROOM 1B046 (Telelift 253) 


ON 
Name of si P| | ee [L J Ext;__ 4915 
This Shipment Packaged Ег NR 


i ; b6 
ip B Registered Mail. d 
ship eg : (method to use) b7C 
Shipping # EN J'EN 


No. of Packages __. CER / 5 
FD-514 ( 


lv 
NO 






ZD0 NOT TRANSFER EQUIPMENT 
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Date: 


To: 





6/23/82 


SAC, Detroit 





RETURN TO ENGINEERING SECTION, ROOM 18046 (Telelift 253) I 
| Registered Mail а 
Ship Ву у (method to use) енй 











И. FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON, D. C. 20535 


Re: Technical Equipment 





Invoice of Contents — 
FBI File 80-805 


1 Each FL 10 Filter (NSN) 


This will become part of the Scanlock Kit. 
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ENGINEERING SECTION DOCUMENTATI 


ON 
b6 


Name of Shipper ET) | ва, 4915 
This Shipment Packaged ы s... Shipping # ра pe даљина 2; 
No. of Packages сі I ` 

DO NOT TRANSFER EQUIPMENT i 


NO 














FD-514 
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FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON, D. C. 20535 


Re: 


Date: 6/23/82 
To: SAC, Minneapolis 


Technical Equipment 
Attention: 





Invoice of Contents 


1 Each FL 10 Filter 


FBI File # ___ 80-805 
(NSN) 
This will become part of the Scanlock Kit. 
с- 
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g~ 
БАШ ag = = > 
За 5. 5 
= = 
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b Joy |e 


ENGINEERING SECTION DOCUMENTATION 
RETURN TO ENGINEERING SECTION, ROOM 1B046 (Telelift 253) 


Name of Shipper__er{ xt. 4915 


This Shipment Packaged cc 7 тИ 


No. of Packages. Z _ _ _ 
Е0-514 


Shipping # 
но Щи 


777 








DO NOT TRANSFER EQUIPMENT 





Ship By — Registered Mail b6 
` (method to use) i 





b7C 
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FEDERAL BUREAU OF INVESTIGATION. 
WASHINGTON, D. C. 20535 


Date: 6/23/82. Ке: Technical Equipment 


To: Sac, Dallas 
` Attention: г = 


Invoice of Contents 





1 Each FL 10 Filter (NSN) 


This will become part of the Scanlock Kit. 
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715050 Ри 
by | 82- 
| | ENGINEERING SECTION DOCUMENTATION 
RETURN TO ENGINEERING SECTION, ROOM 18046 (Telelift 253) 
. . .b6 
7 b7C 


Name of Shipper__ET[ |] Ext. 4915 Ship By __Ве 
ё (method to use) 
This Shipment Packaged И əде Shipping БМ 
, No. of Packages эзы мма ыа 
Vi! DO NOT TRANSFER EQUIPMENT 
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Е0-514 но 


~ 5 5 
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8-269 (7-24-81) 


FEDERAL BUREAU OF 8 ` Ë 


WASHINGTON, D. C. 20535 


рате: 71/1 / 
T: SAc CHreAgo 


ИЯ ОВО 4 
eo Wh. Е tum о ENGINEERING SECTION 
NAME OF SHIPPER ENGINEERING SECTION 


вот 1804601 253 
METHOD OF SHIPPING Æ EDERAL — € x/e£5s или 2-20 


/ ас, Monw-LnERR TJuncriren DETECTOR Кат мор. С/ CONTAINING THE 
Росо Ми о а : 
/ 44e Baro Cre 


Re: 


| S. DETECTOR море 237 2 sw “од 
[| tack (еме Au ppl, Umt sw Чо? 


26 
| back form Вл амл 5м 4/7 2 4 


~ 


“бас. Ол елле handle «5 ма 
/ Leek- вв "$a 


| ~ Supose t yell Cf Manual 


4 55-^7ТЕф Conn EeTIng CABLES 


f 
Ife Зе wes " 


262067632 
* 
| > ЈР 


9 
| (us Age И 
ак 58 1981 


EXECUTE FD-514 TRANSFER EQUIPMENT FOR PERMANENT ASSIGNMENT SHIP # 





F81/DOJ 





‘FD-36 (Rev. 5-22-78) % e 


ae | 
FBI ! 

TRANSMIT VIA: PRECEDENCE: GLASSIFICATION: | 
GI Teletype (CJ Immediate [7] TOP SECRET | 
c Facsimile C3 Priority C3 SECRET | 
кн. -Airtel _ C3 Routine CJ CONFIDENTIAL | 
CJ UNCLAS EF T O | 

C3 UNCLAS i 

; Date 5/8/82 | 


Approved: 


(22 Бас Logged fm окт. 


TO: | DIRECTOR, FBI 47 


Attn: Technical Sérvices Division 


FROM: SAC, SAN JUAN (66-20) 


со | 
CLOUM T«m. M en gutes 


АСКЕР s 


TECHNICAL EQUIPMENT 





ReSJtelcal to Technical Services Division, 6/6/82. 


As discussed in referenced telcal, San Juan 
is requesting the use of a Scanlock Receiver for approxi- 
mately one week at the conclusion of the technical train- 
ing class at Quantico now in session. 


- The receiver will be used to conduct countermeasure 


surveys as set forth in the MIOG and to keep countermeasure 
trained agents current in its use. 


% 


d 
о 5% э 


ATURCARA белаца. 
NOT RECORDED 


23 JUN 14 1222 


... 


бап Juan 
JB:cmj 


Transmitted nmm Per 
(Number) (Time) 
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FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON, D. C. 20535 , 


Date: by B 2— Re: сла. EQ | fA E/T | 
Tr SHAQ SAW Jr | 


вт з 7] 
lAvoice of Contents 


|£^ SCANLOCK MKTL SN 77/0677 








и 
WA sd 


c. 
c 
=> 
OG ж” гс 
EN ^om 
em “з 
Z j га > 
= со 
ба s 
0 
г 


š ENGINEERING SECTION DOCUMENTATION 
RETURN TO ENGINEERING SECTI 046 (Telelift 253) 














(method to úse) 


Shipping па си 


a 


Name of Shipper < 


This Shipment Packaged by 





No. of Packages 


FD-514 NO 





DO NOT TRANSFER EQUIPMENT 











BSIFICAT 














[TY DUERIVEI ЁВОН 








CH AUTHURI 









































HÀ 








ELLA 
се 


TC DECLASS CATION GUIDE 


DATE 01-17-2018 Y: Е Ж 
L BY — u b6 
А, b7C 


"A770U MWVUVe. U7 4474107 























I 
FBI | у 

TRANSMIT VIA: PRECEDENCE: CLASSIFICATION: | 

C Teletype C3 Immediate C3 TOP SECRET | I 
(C3 Facsimile Priorit SCRE | 
3 Ne TEL C3 Hori y C3 SECRET f | 
iets ale a s C Routine CJ CONFIDENTIAL 
CJ UNCLAS EF T O | 
C3 UNCLAS | 
| 
Ра — -6/14/82 | 


| 7] JULO81982 š 


>” 
(2)- Bureau ДЕШ, SESRET ———— Ó"Ó 
2 - San Antonio 
1 - 66-269-Sub 3 C AND EXTENDED BY G-3 
l- 66-269-Sub 5 REASON FOR EXTENSION FCIM, II, 
JDH:mem 1-2.4.2 (2) & (3) Y d 
(4) DATE OF REVIEW FOR DECLASSIFICATION U& 
JUNE 14, 2002 ay à 
— пар A МЕ | 
"E ма ^ j 2 
jj ` | b7c_ 
Approved: p Transmitted ыы Рег eee \ 
(Number) (Time) 


DIRECTOR, FBI 
ATTENTION: TSD - ENGINEERING SECTION 


FROM: SAC, SAN ANTONIO (66-269-SUB 3) (DEAD) 
TECHNICAL MATTERS 


| COO cold f EA SO fos a. 


Reference Bureau letter to All SACs, dated 4/16/82, her j 
captioned "TECHNICAL EQUIPMENT - UPDATE"; and San Antonio airtel "a 
to Bureau, dated 6/11/82, captioned "MONTHLY TECHNICAL REPORT - i 





SAN ANTONIO DIVISION". (U) ЖА, Ж 

| / oq, 

For the information of the Bureau (ISD), the following] | %; 
information is provided regarding a recent countermeasure (СМ) ; л} : 
survey conducted by the San Antonio Division: | tA Sf 

| b7E 


1. Place surveyed - 








: n 
2. TTA's Conducting Survey - SA be | 
SA (о) рус 
ЗА U |, 
Е ? W а / 22 
з. сме вае - i oO YOR 000) 
~ A" v7E 


4. Time Spent - 4 hours (includes preparatory time 
allocation U жалын ан сок 
) (0) HOM RECORDED Н. 


| Emu — Ə JUN 26 fox 


Ж t U.S. GOVERNMENT PRINTING OFFICE: 1980-305-750/5402 











А ЖУ ———— = 
ма ФР 
4 ' 


SA 66-269-SUB 3 


5. Number of Rooms - Two 


(U) 


6. Equipment Used - Scanlock Mark V . 
Keiser Security Kit Те ш 


7. Problems Encountered - Marriott Hotel is in close 


proximity to the Tower of 

the Americas, a 650-foot 

tower with a revolving 
restaurant and bar. - This 
tower is the transmission 
point for most (if not all) 
San Antonio TV and radio 
stations. This condition 
resulted in the Scanlock Mark 
V locking on the most powerful 
stations until the squelch 
control was adjusted to almost 
full squelch range. RE m 


8. Final Outcome - CM survey completed with no devices 
located.  (U) 


2х 








« 
e memorandum, 
олт: 6/22/82 f ; € 
( TE SPRINGFIELD (66-29) -P- 
ser. TECHNICAL MATTER - COUNTER MEASURES (SCANLOCK) 
= 
‘so: DIRECTOR, FBI Co paw AS ULES 


(Att: sf ee Division zx 
(“ . Counter Measures Section) ъте 


se 
+ 


UN w j STATES GOVERNMENF  ~ *--- 





Re SI airtel to Bureau, 4/26/82. 


= Enclosed for the Bureau under separate cover is one Scan- 
lock kit bearing SN 79/057, which was recently loaned to the SI 
Division in order to conduct appropriate counter measures survey 
as required by the Bureau in RA space. The unit is being returned 
to the Bureau, inasmuch as this need is no longer warranted at 
this time within the SI Division. 


зе 
= | F. dt 
., fh" | Ес RECORDED 

5 ] „У 1 1982 4. b7C 


БОННИ IE. 
Q- Bureau (1: Package)(Enc. 1) 
д 2 - Springfield (66-29) 

RVE/pmm 

(5) 


BS WLS Дије. 


OPTIONAL FORM NO. 10 
(REV. 1-80) 

GSA FPMR (41 CFR) 101-11.6 
5010-114 





ft U.S. Government Printing Office: 1980—311-153/6042 
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Жы 2 
Z, Š = w 


EIVED 
MS eripe tm 
(4 2319422 JUN 82 
fM NEW HAVEN (L39-NE 23Jm82 19 Ч42 
| ~NEW) (P) PEDERAL BUREAU 


TO DIRECTOR IMMEDIATE OF INVESTIGATION 





0.61025. f 
EREDA. | 
Ros, fot, 2: 


BT 


UNCLAS E F T O | JJ 
eli: TECHNICAL SERVICES DIV. - 
С ебинтен-нЕДЗЩ S,.SVEEP OF[ | 


NEW HAVEN, CT. 
RE TELCALL BETWEEN Sa [ |, NEV HAVEN, b6 
Я b7C 

АЮ] sds UNE 23, 1982. 


NEW HAVEN IS DESIROUS OF COUNTER-MEASURES EQUIP- 








b6 
b7C 
{b7E 





Director's бесу А 





MENT TO BE UTILIZED IN 2 b7E 





NEW HAVEN, DURING NIGHT OF JUNE 22, 1982, AN ENTRY 





WAS MADE 


[dan IT IS THOUGHT THAT POSSIBLY THIS 
ENTRY WAS EFFECTED FOR ELECTRONIC MEANS. $ 7- 
EQUESTED THAT 





AS A RESULT, HAVE 





BOTH THE 








PAGE TWO NH (139-NEW ) UNCLAS E F T O 
C] THIS IS TO INCLUDE BOTH HARD WIRE AND RF. а кан 
BT 





мег ть 


па 
oe 


Memorandum 


SH 





Lab. 
To er Bayse Date 6/17/8 2 Legal Coun. ——— 


Public Affs. — 
Rec. Mgnt, 
From < 2 Witzel vas Son 
raining 
С» Telephone Rm. —— 


Subject : 


Exec AD Adm. ы 
Exec AD Inv. |. 
4 Exec AD LES... 
SS Asst, Dir.: 
Adm Servs. ma 
Сит. Гау. — 


6 2 ® 
9ч 


/ ane 








Ident. —— — —— 








Off. Cong. & 





Director's Sec'y —. 


< 


AUDIO COUNTERMEASURES 

TRAINING IN-SERVICE 

AUGUST 23 THROUGH SEPTEMBER 3, 1982 
QUANTICO FBI ACADEMY 


PURPOSE: To identify candidates for captioned training. 


DETAILS: A two-week training course on "Audio Counter- 
measures" will be held at the Quantico FBI Academy 
from August 23, 1982, through September 3, 1982. 


Based on the need of their respective field offices 
for personnel trained in audio countermeasures (ACM), the 
following Special Agents (SAs) have been selected to attend 
captioned in-service: 


SA - Baltimore a 
SA - Cleveland е 
SA - Jacksonville 
SA - Kansas City 
SA = Las Vegas 
SA = Los Angeles 
SA - New York 
SA - Tampa М 
т О-505 90 
ЕВІНО 
ЕВІНО | pem 
SA 9 JUN 23 
FBIHQ N 23 1982 
em 1111. „тосола, 
Enclosure 
- Mr. Witzel 
Attention: i 


1 
1 
1 
j = 
1 
1 
1 





:рјё. 
14) 9» ІШ CONTINUED - OVER е- 


_ 70? 
76 JUL 12 062 COLL indes 

















Memorandum to Mr. Bayse 

RE: AUDIO COUNTERMEASURES 
TRAINING IN-SERVICE 
AUGUST 23 THROUGH SEPTEMBER 3, 1982 
QUANTICO FBI ACADEMY 


Scheduling of the above in-service has been 
previously coordinated with the Training Division, and 
confirmed | Поп |оп Мау 24, 1982. 


Firearms training for above SAs has been scheduled 
for A , and confirmed with Supervisory Special 
Agent Quantico FBI Academy on June 9, 1982. 


Attached for the Training Division is a copy of the 
training schedule curriculum. 


RECOMMENDATION: That the attached teletype be sent. 




















APPROVED: Adm. Servs. Laboratory. 
Crim. Inv. Legal Coun. 
- Off. of Cong. 
EROR & Public Affs, 
Exec. AD-Adm. Ident. Rec. Mgnt. 
Exec. AD-Inv. inspection, Tech. sens. ШАР foo 


Exec. AD-LES лел -. Training 





A 


b6 
b7C 


b6 
b7C 









DEPARTMENT OF JUSTIC 


FEDERAL BUREAU OF INVESTIGATION E | E 









COMMUNICATION MESSAGE FORM 
















e 


CLEVELAND ROUTINE 
i s С > 
1 ЕВТ JACKSONVILLE ROUTINE 


FBI KANSAS CITY ROUTINE _COONTEEMENRSVRES 


LAS VEGAS ROUTINE 









LOS ANGELES ROUTINE 
NEW YORK ROUTINE 
TAMPA ROUTINE 


DO NOT TYPE PAST THIS LINE 





x 


6|AUDTO. COUNTERMEASURES- a TRAINING IN- SERVICE 
‘REFERENCE BUREAU TELETYPE DATED MAY 54 18H82. 


THE: FOLLOWING SPECIAL AGENTS {SAS} ARE SCHEDULED TO 







THROUGH 12:00 NOON, 





2IAUGUST 23.4 15982, SEPTEMBER З. 194 





b7C 





DO NOT TYPE MESSAGE BELOW THIS LINE 


SA 
МА de {7} Буъзида B035/B 2700 









1 "Lei 

4 b6 
= b7C 
1 - МК. BAYSE FS moe eee 
1 - MR. UITZEL 
1 - MR. KILLION = © JUN 23 1982 
з-с] FEDE AL BUREAU OF INVESTIGATION S 

x VIOLA 





109 
76 JUL 12 1982 


DO NOT FILE WITHOUT COMMUNICATIONS STAMP F8I/DOJ 





0-93А (7-19-77) ә e DEPARTMENT OF JUSTICE e 
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b6 


- CLEVELAND 2 


m - JACKSONVILLE 
Т KANSAS CITY 
LAS VEGAS 
is LOS ANGELES 
- NEU YORK 
THE ABOVE SAS ARE BEING SPECIFICALLY SELECTED. IN THE 
[EVENT ANY SA IS UNABLE TO ATTEND; FBIHÓ UILL BE" TELEPHONICALLY 
ADVISED. FOLLOWED BY A WRITTEN COMMUNICATION, STATING REASON{S} 
iolFOR NOT ATTENDING. SUBSTITUTIONS: IF ANY. WILL BE MADE BY 


DO NOT TYPE PAST THIS LINE 


8 ALL SAS ARE, SCHEDULED FOR FIREARMS TRAINING ON AUGUST 87. 
1388. AND ARE TO BRING THEIR AUTHORIZED HANDGUNS WITH THEN TO 
&|THE ACADEMY FOR INSPECTION. | | 


THIS COURSE. WHICH IS TWO WEEKS IN DURATION. PROVIDES 





4JATTENDEES WITH THE TECHNIQUES FOR CONDUCTING AUDIO COUNTER- 
MEASURES fACM} SURVEYS AND A THOROUGH UNDERSTANDING AND 
2iKNOWLEDGE IN THE USE OF THE BUREAU'S ACM EQUIPMENT INCLUDING 


RADIO FREQUENCY RECEIVERS. TELEPHONE ANALYZERS. SPECTRUM 
` DO NOT TYPE MESSAGE BELOW THIS LINE 


FBI/DOJ 


~ 





0-93А (7-19-77), l e DEPARTMENT OF JUSTICE e 
š FEDERAL BUREAU OF INVESTIGATION 
COMMUNICATION MESSAGE FORM $ 


er аф CONTINUATION SHEET 
| PAGE THREE DE H@ 0117 UNCLAS 
ANALYZERS. OSCILLOSCOPES. NON-LINEAR JUNCTION DETECTORS 
20|AND OTHER EQUIPMENT USED IN ACM SURVEYS. 
18 RECEIVING OFFICES ARE. TO CONFIRM SA'S ATTENDANCE BY 
SUBMITTING AN FD-313. IN DUPLICATE. TO FBIH@. ATTENTION: 
16{TECHNICAL SERVICES DIVISION {TSD}. ENGINEERING SECTION {ES}, 
ELECTRONIC ANALYSIS UNIT. 
i|: TRANSPORTATION UILL DEPART FOR THE FBI ACADEMY AT ?:3D P.M.4 
QN AUGUST 88. 1982, FROMTHE LOTH STREET AND PENNSYLVANIA" AVENUE 
i2|ENTRANCE. J. EDGAR HOOVER FBI BUILDING: WASHINGTON- DiC. 
ATTENDEES SHOULD REPORT TO THE’ LOTH STREET ENTRANCE WITH THEIR 
i0|LUGGAGE AND PERSONAL EFFECTS PRIOR’ TO THE 7:30 P.M. DEPARTURE 





IME. LIMOUSINE AND TAXICAB SERVICES ARE AVAILABLE FROM UNION | 


DO NOT TYPE PAST THIS LINE 


SISTATION, DULLES INTERNATIONAL AND NATIONAL AIRPORTS TO РВТНЯ. 
INQUIRIES CONCERNING THIS COMMUNICATION SHOULD BE DIRECTED 


6ITO FBIH@. ATTENTION: TSD. ES. SAL. ] ок СА b6 


b7C 
XTENSION 2700. 


4ВТ 
| 


DO NOT TYPE MESSAGE BELOW THIS LINE 
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dE. FBI b 
TRANSMIT VIA: PRECEDENCE: CLASSIFICATION: NE T m 
C Teletype C Immediate C TOP SECRET 1 
CJ Facsimile C3 Priority (Cc) SECRET | 
ба--АІЕТЕ, Routine Go CONPDENTIAL. 
| ГІ UNCLAS EF TO | 
(ў Са ОМСІАЅ | 
u pai. 5/14/82 _ | 







TO: DIRECTOR, FBI | 
ATTENTION: TECHNICAL SERVICES SION, 





























ENGINEERING SECTION, SA b6 
b7C 
FROM: sac, БАН ВТЕСО| | b3 
С? b7E 
COUNTERMEASURES MATTERS | 
All parts of this communication are 
except where otherwise noted. | 
Reference Bureau teletype to San Diego, et al dat 
5/27/82. (U) 
es (ACM) survey was performed in 
b7E 


the 
Phoenix, Arizona, betwe 2, 


1982 and June 4, 1982. No evidence of a telephone interception 
device or a clandestined microphone was located within the office 
space occupied by the senator and staff. 


AN- KD = М 
Classified and Extended“by 9443. | 


Reason for Extension FCIM, II, 1-2.4.2 (2 & 3). 
Date of Review for Declassification 6/14/2002. 
^ т Я 


~ 


€» Bureau (^ 


7 - Denver (Attn: АС) 
2 - Phoenix (Attn: SAL] 


1 - San Diego 


RDP/kc 
(7) 


Mmi s 
. 709 ле 
26 JUL 121982 


у 2 (Time) 
AR 











e (CONFIDENTIAL e 


о 


b7E 


Tests performed during the survey included the utiliza- 
tion of a Dektor Telephone Analyser (DTA) to definitively test a 
636A Call Director, 12 565 HKM telephone instruments, and one 500 
instrument. The frame located within the office space was in- 
spected including a key telephone unit (KTU) and corresponding 
power supply. Physical inspection was also performed on any 
instruments listed above. 


A micro-tel PR-700A receiver was utilized for a radio b7E 
frequency (RF) search within the office environment. No signal 
was identified as being a threat to the security СЕ 


A physical search was conducted and logical locations 
within the space for clandestine microphones, wire runs, and 
other conditions which might provide opportunistic audio inter- 
ception. 


b7D 
A dedicated cable b7E 
runs between the central office and the seventh floor of the 
in which the[ 1 is located. 
ле central office iS located one block away. The house cable 
then appears on the 28th floor of the building and is cut at that 
point. 


Inspection of the individual binding posts for the 14 


lines revealed no double straps or other unusual conditions. It 

is noted that the[ checked = sm 
each and every circuit individually appearing at e seventh floor 

as well as the twenty-eighth floor for evidence of tampering. 


as held with responsible representatives | 
Suggestions were made so as to improve b7E 
the overall security Advice was also given in 
methods of handling confidential matters with a minimal of exposure 
to outside interests. А ж 


An auspicious intercept occurred while monitoring the 
radio frequency spectrum with the PR-700A in the range of 177.470 
megahertz (MHZ). Audio was heard obviously coming from a courtroom 
setting. Continued monitoring of the audio determined that it was 
a murder trial being held in an Arizona State Courtroom. During 
the trial proceedings, privileged conversations between the client 
and his attorney could be readily overheard. During recess several 
personal type discussions among attorneys could be monitored with 
ease. 


2 


CONFIBENTIAL 





b7E 


Liaison was established with the State Attorney General's 
Office regarding the interception. It was confirmed that a murder 
trial was in session in Phoenix, Arizona, at the State Courthouse. 
Authorization had been granted by the judge for television-aüdio 
coverage of the proceedings. The court was not aware that the 
sensitivity of the microphone as well as its placement within 
the courtroom environment might inadvertently pick up privileged 
communications. In addition the presiding judge had ordered that 
no recordings be made of specific witnesses who were furnishing 
sensitive testimony regarding their involvement in the case. The 
Arizona Attorney General's representatives resolved the matter. 


3% 
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TRANSMIT VIA: PRECEDENCE: CLASSIFICATION: | 
CJ Teletype - [7] Immediate (C) TOP SECRET | p: 7 7 ` 

C] Facsimile C) Priority C) SECRET | | 

AIRTEL ; | ! 

C (С Routine CJ CONFIDENTIAL i 

C UNCLAS EFTO | 

(7) UNCLAS | 
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TO: DIRECTOR, FBI (80-805) 
(ATTN: TECHNICAL SERVICES DIVISION, ENGINEERING 


pe SECTI YSIS UNIT, UNIT 
д CHIEF 


FROM: SAC, PITTSBURGH (66-2712) B mast Qevice$ 


SUBJECT: GENERAL SERVICES ADMINISTRATION 
INSTALLATION OF EMERGENCY WARNING 
SPEAKER SYSTEM 
PITTSBURGH DIVISION 





Re Pittsburgh airtel 5/14/82; Bureau airtel 6/9/82. 







































b6 
b7C 
| Pittsburgh, Pa., 15222, regarding a 
installation o e emergency warning speaker system within the i 
FBI space. Recommendations as set forth in referenced Bureay~ > ` 
communication were presented to and a mutual undét-.. ; 
Standing with respect to this installation was achieved. [© ) 
и АЗ 
Г Дваз requested that an unclassified le № 
be prepared at our headquarters level similar to the sample copy * are 
enclosed and directed to him which would in general terms set ^ 
forth Bureau security considerations and assurances that the 2 
limited recommendations,with respect to the emergency warning 
speaker system in conjunction with our internal communication Е 
system, would provide adequate fire warning protection. = BË 
| А | 
REQUEST OF BUREAU 0 Е 
"^ please direct a letter to as £5 
outlined above, а ча, 
' ЗЕ 
Bureau (Enc. 1) s iba в 
-Pittsburgh е Aree, Co ассам кресті: B 
Е rencresure amma) jal. 2/93/89 >> ; 5 
ЕН әш? 


Approved: Transmitted < Ре 
(Number) (Time) 


00 ` E 


T6 JuL 12 1982 











U.S. Department of Justice 
SAMPLE 





ederal Bureau of Investigation 
ost Office Box 181 5 


| Pittsburgh, Pennsylvania 15230 


In Reply, Please Refer to 
File No. June 15, 1982 


General Services Administration 
2136 Federal Building 

1000 Liberty Avenue 

Pittsburgh, Pennsylvania 15222 


Dear Sir: 


As per your discussion with Supervisory Special Agent 
on June 14, 1982, you are hereby authorized to 
install the emergency warning fire alarm speaker system limited 
to three speakers; one in the elevator hall area, one in the outer 
reception room area, and one in the 24 hour night weekend duty 
Station area of the thirteenth floor FBI space, 


I am certain that this installation will satisfy physical 
security considerations as expressed by our headquarters in their 
letter of June 9, 1982, and that through our internal communications 
System required.fire warning protection will be provided for all 
persons within the FBI space, 


Very truly yours, ` 


4 a= = SAMPLE 
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(ENCLOSURE: 


b6 
b7C 


b6 
b7C 


68 E | e are “ 


p“ 


| ше == 





) June 23, 1982 
| 
O 
Ë б | : b6 
evp/&g meas 122401605 b7c 
2136 Federal Building ` 
1000 Liberty Avenue - 
Pittsburgh, Pennsylvania _3 15222 __ 
Dea | 
жены, 5 
As per your discussion with Supervisory Special Agent 
on June 14, 1982, you are hereby authorized to b6 ` 
install the emergency warning fire alarm speaker system limited эте 


to three speakers; one in the elevator hall area, one in the outer 
reception room area, and one in the 24 hour night weekend duty 
station area of the thirteenth floor FBI space. 





| I am certain that this installation will satisfy physical 
| security considerations as expressed by our headquarters in their 
letter of June 9, 1982, and that through our internal communications 
| system required fire warning protection will be provided for all 

—— persons within the FBI space. 





Sincerely yours, 
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Management Section 
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Exec AD Adm. mam я да 
cweaoisi—— 1 ~ SAC, Pittsburgh - NOTE: This is based on Pittsburgh airtel dat vj | 

Ада, асн 1 E A 2 = Y OS ме та 
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pause. AR) Y» 16 JUN 25 1982 

Plon. & lnsp. — xis Wm 


Rec. Mgnt, 
Tech. Servs, —— coa. 
Training anne и ili 
Public Affs. ОН. „ 7 
ylephone Rm. mmn 

№) ROOM 


7 s Sec'y — FBI/O0J 


neral Services Administration 


У 77 уу 4да, 
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LATE 09-13-2017 BY. b6 
b7C 
Memorandum : 
DIRECTOR, FBI 
To (ATTN: TECHNICAL SERVICES DIV-___Date /82 
ISION, ENGINEERING SECTION, SA b6 
p7C 
From SAC, DETROIT (80-1165) fe 


Subject : 


ee etait 


Re Bureau teletype to Detroit,. dated 6/17/82. 


On 6/22/82, an audio countermeasures sweep was conducted 
of 
[ — m negative — b7E 


line amplification checks were made on all telephone lines in these 


‘offices. 


@ - Bureau 


3 - Detroit 5 
еи 17 JUN 80 1982 
(8) — 
2 
05 
qo “° 


Мечар 
ML ша 


| 76 JUL 12 tg 


` This sweep was conducted with the use of RF spread 
spectrum equipment, noh-linear junction detector equipment, and 
telephone analyzer equipment. 









Additionally, voltage readings, miliamp readings, and 


i and Extended by: G-3 
Reason for Extension: II (28 3) 
Date of Review for Declassification: 6/24/2002 
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4 8 


ғ 
DATE 
b/24/82 


SAERR-HNI DE HA 30004 ваш ШК 2414082 ЈИМ 6 


7. START HERE 
















CAASSIFICATION 


UNCLAS 


SA RICHARD A. -BRAMLEY 





ATTENTION: 
BT 







UNCLAS 
AUDIO COUNTERMEASURES MATTERS 

REFERENCE HONOLULU TELETYPE ‘DATED FEBRUARY 8. 15825 
10, BUTELCALLS MARCH 2. 1982. AND APRIL 9, 19824; HONOLULU TELETYPE 
DATED MAY Ba 19823 AND TELCALL OF HONOLULU SA BRAMLEY, 


MAY 14, 19482. 


DO NOT TYPE PAST THIS LINE 





BY REFERENCED TELETYPE DATED FEBRUARY 8- 1982. YOUR OFFICE 





REQUESTED ASSISTANCE BY TECHNICAL SERVICES DIVISION {TSD} 









“PERSONNEL FOR THE PURPOSE OF CONDUCTING AUDIO COUNTER- 7 


y? 





EASURES {ACM} SURVEYS 


| НОШЕУЕКА FOLLOWING REFERENCED 


2|:HONOLULU TELETYPE DATED FEBRUARY à+ 2982 HONOLULU 





SA RICHARD BRAMLEY HAS BEEN ADVISING FBIHQ THAT THE 
DO NOT TYPE MESSAGE BELOW THIS LINE 


APPROVED B DBY DATE ROOM TELE EXT. 
"aho |Ë E EC 154 b/24/he | 18035/8 | 2700 


ъ - МК. BAYSE 


1 n MR. UITZEL 7 WM 
LET e 






b6 


UREAITRP DIT: 21l 7 JUN 29 1982 b7c 


ÜNICATIONS VENTER 


ры RD — 


JUN 2 4 4089 | 
У | | 


6 1 JUL 13 82 . . DO NOT FILE WITHOUT COMMUNICATIONS STAMP көйө, 
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FEDERAL BUREAU OF INVESTIGATION ° 
COMMUNICATION MESSAGE FORM 


CONTINUATION SHEET 


| PAGEnMUOcDE H@ OOO4 UNCLAS 







OFFICE EXPANSION HAS NOT BEEN COMPLETED’ THEREFORE. ACM SURVEYS 

‘ool IN HONOLULU HAVE BEEN HELD IN ABEYANCE PENDING COMPLETION OF 

18| YOUR OFFICE EXPANSION. 
ON MAY 24. 2982. SA BRAMLEY ADVISED еВТНО ЗА | 

s| [THAT THE OFFICE EXPANSION HAD NOT BEEN COMPLETED. AS 

SOME WORK WAS STILL BEING DONE IN THE BASEMENT AND SA BRAMLEY 

14[|ANTICIPATED COMPLETION OF WORK BY THE LATTER PART OF JUNE 1982. 

ACCORDINGLY. TSD PERSONNEL. ELECTRONIC TECHNICIAN {ET} 


oa №№ ЗРЕСТАЬ АбЕМТ 45| Дод 


TRAVEL TO HONOLULU ON JULY i24 1582. TO PERFORM THE NECESSARY 


jo]ACH SURVEYS то теше — — — — — — — — — — ] 


8 HONOLULU IS REQUESTED TO MAKE LODGING RESERVATIONS FOR 


ет] _____Јамр 5А[_____ 


6 ANY INQUIRIES CONCERNING THIS COMMUNICATION SHOULD BE 


DO NOT TYPE MESSAGE BELOW THIS LINE 


DO NOT TYPE PAST THIS LINE 


<} 


b6 
b7C 


b6 
ь7с 
Ь7Е 
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b7C 
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b7C 


кв/ оо: 
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~ І fine, а 
+ FBI | us 
TRANSMIT VIA: PRECEDENCE: CLASSIFICATION: | ао е 
‚ ба, + 
O Teletype (C3 Immediate С) TOP SECRET | Adm. Servs. по 
(C) Facsimile CC) Priority C) SECRET ЊЕ ва Јава 
cy) -ALRTEL  _ O Routine C) CONFIDENTIAL | T ein 
: C3 UNCLAS EF T O | рюю ——- 
(J UNCLAS | = 
u 6/18/82 l ‘Legal Coun. 
y^ Dat D | | Ott. of Cong. 
-------------------<----------<--<----<-- ------ 777 ZAREPTA, 2. 
TO: DIRECTOR, FBI (80-805) Rec, 27" fe 
Tec 2255. 
FROM: SAC, MIAMI (80-NEW) (P) Trainings 9 
522 Telephone Zn. 
се узу |23 


^y Viele i а 


SUBJECT: REQUEST FOR COUNTER- 
"SUBVEILLANCE SWEEP Coi Tene ASU AE 


Re Miami telephone call to Unit chief[ | 
С ойли. 


jte nett. 
Exec, AD-.ém. = 











b6 
Бус 
b7E 


b6 
b7C 
b7E 






contacted SSRA, Ft. Lauderdale Resident Agency (FLRA) 


ically requesting countersurveillance sweep 











the РЪКА. 
— — [advised in general terms of instances "leaks" 
arising from telephone calls made in confidence 

No specifics were offered nor solicited. 


was advised that his request would be 
forwarded to FBIHO for appropriate consideration. 


REQUEST OF THE BUREAU DE-82 fo -fo g= Ze 54 


The Bureau is requested to give consideration to 
request and thereafter, advise SSRA- mee sce 
FLRA, FTS #820-7296, who has been 
esignated contact Ag in this matter. « JUN 24-1992 


65 
-B (76 D, 
Q jami Ж 


- Miami 







i av “а Белес келе 
: NC n Ж 


А И рай 
ДЭ ( к а 5 


(WY... Transmitted — Per = 
(Number) (Time) 
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TRANSMIT VIA: PRECEDENCE: CLASSIFICATION: ~ 
CO Teletype ГІ Immediate Cj TOP SECRET 
Airtel ____ 7] Routine C) CONFIDENTIAL “m 


Г) ОМСГАВ EF T O 


CJ UNCLAS 
Date 6/23/82 
4 UP — eei need 


І 
І 
1 
І 
І 
І 
1 
1 
СО Facsimile 7) Priority C3 SECRET | Сг yy 
1 
1 
! 
! 
I 
I 
I 
1 


то: DIRECTOR, FBI 
FROM: SAC, CHICAGO (SQUAD 10) 
O COUNTERMEASURES = - 


EQUIPMENT FOUND IN THE FIELD 
Re FBIHQ Technical Equipment Update Letter dated 
4/16/82. 


The enclosed two (2) advertisements are being 
provided the Bureau for information purposes. 


[ЕНШЕ dex 
| ~ 
(22. Bureau (Encs. , 2 | 
l - Chicago | 
JWS/cat 


(3) xd 
%0-505 





y" | де - NOT neo = top X 
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CLASSIFICATION 


ЈА UNCLAS 
|> ЗППЯЗШРР JK MM SVEDE HQ 140045 Фатуџтр 258047 JUN Be 


то ТО FBI MIAMI PRIORITY 


T b6 
ATTENTION: sa- 00] ъл 


14[ЕВІ JACKSONVILLE' PRIORITY ` 


ATTENTION: SUPERVISOR[ | 


121ҒВТ ЗАУАММАН PRIORITY 


" 


b6 
b7C 


NOT TYPE PAST THIS LINE 


b6 
/ b7C 


ТФ МТАМТ SATs ON’ МЕ 25« 2322. 


FOR THE INFORMATION OF JACKSONVILLE AND SAVANNAH, MIAMI 


‘DO МОТ TYPE MESSAGE BELOW THIS LINE 


ROOM TELE EXT. 
18035/8 2700 








= р 

ъ - М. БАҮ$Е ^ : је; 
Ъ - MR. UITZEL ; 
1 - MR. KILLION 
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: 12 JUN 29 1982 
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CONTINUATION SHEET 









, PER BUTELCALL TO JACKSONVILLE supERVisoR[ — | SA i 



























SPEEVACK WILL TRAVEL TO MIAMÍ ТО А55Т5Т МІАМІ ЗА Тум ща 
| DURING REFERENCED BUTELCALL ТО МТАМТА 5А[______ ы Be 
EXPRESSED HIS CONCERN THAT.HIS WORKLOAD WOULD NOT PERMIT HIM 2 b7E 
12 ТО DEVOTE ANY CONSIDERABLE TIME IN CONDUCTING THE REQUESTED " 
ACN SURVEY. IN VIEW ОҒ THIS. IT IS BEING POINTED OUT THAT A : 
io VERY THOROUGH ACM SURVEY SHOULD BE CONDUCTED oF[ |] = 
Pd MAMI FEELS THAT IT. CANNOT Е 
АРЕОВЪ SA[ МЕ TO PERFORM THE REQUESTED ACM. MIAMI S 
SHOULD NOTIFY FBIHO IMMEDIATELY UITH COMPLETE JUSTIFICATION' SO 
„ЈТНАТ OTHER ACM TRAINED PERSONNEL CAN BE DESIGNATED TO ASSIST 
JACKSONVILLE SA SPEEVACK. 
4 SAVANNAH s[ ur. SHIP TO MIANI[ | b6 
| jzmmEPMIATELY- | —— JES TO BE’ 7 a 
„КЕТОВМЕФ ТО SAVANNAH BY MIAMI UPON COMPLETION OF ACM SURVEY. 





UNDER SEPARATE COVER. AN AUDIO COUNTER- 
DO NOT TYPE MESSAGE BELOW THIS LINE 





ЕВТНО HAS SHIPPED, 


FBI/DOJ 








0-93A (7-19-77) S DEPARTMENT OF JUSTICE e 
FEDERAL BUREAU OF INVESTIGATION 
A COMMUNICATION MESSAGE FORM 


| | CONTINUATION SHEET 


PAGEr THREE DE H@ 0055 UNCLAS 


• 


MEASURES RECEIVER. MICRO-TEL PR 700. SN 124. PLEASE RETURN 
UPON COMPLETION OF SURVEY. 


POINT OF CONTACT AT ЕТ." АЏРЕКЂАЦЕ 15 55КА| ______| 


| | FTS NUMBER 8&20-729b.- 

MIAMI WILL ADVISE FBIH@ BY WRITTEN COMMUNICATION OF THE 
OUTCOME OF THE SURVEY. 

INQUIRIES CONCERNING THIS TELETYPE SHOULD BE DIRECTED TO 
FBIH@. ATTENTION: TECHNICAL SERVICES DIVISION. sA| — |] 


DO NOT TYPE MESSAGE BELOW THIS LINE 
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FBI/00J 











| | | | 
Memorandum @ LiMiTED-OFFIGHE-USE- @ 











cx 
Subject 


/ | 
v Cun tere AsdReS 


| m um Survey.o 
| ~Grand Rapids, Michigan : 
C UU AIP ESET Oye t 


Date 










June 7, 1982 b7E 





= 


FEDERAL GOVERNMENT, 


fae Director 


To 


William A. Bayse D 
Assistant Director Security Staff 
Technical Services Division Justice Management Division 


Federal Bureau of Investigation 


It is requested that the Federal Bureau of Inyestigation conduct 
a microphone and telephone securit pi eee 





. bT7E 





d .Қарійв, Michigan. VL) 
[plans 6! Беван this new office space on b6 
une e 


, а request this survey be completed as soon as b7C 
possible after June 16, 1982. may be contacted at b7E 
the Grand Rapids office on БЕ - or coordination and 


scheduling. 


Please сопкас__________| of this staff for further in- b6 
formation on 633-2396. b7C 














ELCLASSIFICATIUM AJTHORITY DERIVED ЕБЕ. 
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DATE 











09-13-2017 BY: L шө е b6 
A- T мо аз p7c 


a 


i | 22 * 


AIRTEL 
\, CONFEDENTTIAL 6/9/82 


ЕД 
V Dircctor, FDI (30-305) 
SAC, Pittsburgh (66-2712) 


et eae 
54% SP 1 ЛЕС. 4 É 
PITTSBURCH DIVISION пее ЕО Ф-_. 


Reference Pittsburgh airtel 5/14/82. 


The proposed GSA Emergency Varning Fire Alarm Speaker 
System is seen to pose two potential sacurity hazards to Pittsburgh 
office space, Speaker systems like that proposed usually also 
exhibit microphonic characteristice which allow them to be cxploited 
to achieve audio penetration of sensitive areas from outside ЕБІ 
прасе. In addition, wire rung to these speakers offer potential 
hard-wire esress fer sensitive data inductively coupled from 
FBI word and data processors. £6). (T 


If, as is indicated by! Pitteburgh is:veferenced communi- 
cation, it vill be necessary to install at least part of the 
system in FBI space, the following suggestions are made to improve 


the security of the system: 


1) Keep to сп absolute minimum the number of speakers 
necessary to achieve the required fire warning ma 
protection. По speaker should be installed in an ~ а 
area where sensitive discussions occur. [ vra- 


2 

у 
` ЛЧ, 
£ 


~ 


ко 


е A 4/ 
) Ensure that wires running to the speakers are kept Че 
as far as practicable from any other wires carrying 
sensitive information. It is also wise to keep the 


alarn wires away from vord processors that may be — _ ` 
used for typing sensitive eene) TN JIUK 
aped M vs od NT A 
3) At the point that the alak system ке FSI space 
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Дот с Scis Ai: e - > 


Airtel to Pittsburgh 

RE: GSA INSTALLATION OF BHERGENCY 
WARNING SPEAKER SYSTEM 
PITTSBURGH DIVISION 


cut the wire and install a separate amplifier which 
has good isolation characteristics; that is, one which 
does not allow electrical signals generated by the 
speaker or wire system to pass back down the wire 
to the central control area. GSA may be able to 
suggest en amplifier which possesses the appropriate 
isolation characteristics. If not, these amplifiers 
should be available locally from electronics stores. 
Ensure that the amplifier installation is supported 
by the building emergency power or has backup. 
battery capability so thet logs of building power 
does not also cripple the emergency fire alarm 
system, 08%. IU) 


If there are any questions regarding the above suggested 
procedures, contact the Engineering Section, Electronic Analysis 
Unit at extension 5823. (U) 
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WITH DETROIT ASAC GLENN. CHICAGO SUPERVISOR b7C 
AND THE AGENTS THAT UILL CONDUCT THE ACM SURVEY. 
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REFERENCE: Honolulu teletype dated February 8, 1982. (0) 


PURPOSE: То request authorization for ET `] b6 
ап „АГ — — — ]to travel to Honolulu to ЬТС 
conduct audid@countermeasures surveys. (U) | 
> 


DETAILS: The Honolulu Division has requested that Technical 
Services Division (TSD) personnel travel to 
Honolulu to conduct several audio countermeasures (acm) surveys 
(U) КВО илеу b7E 





respective office space. PSX. 


It is estimated that ten (10) working days will be 
required to fulfill Honolulu's request to include travel time.  (U) 


Емс. - Dear opake Кор ом $4 E. Д 


1 - Mr. Bayse Classified and Extended by 8 

1 - Mr. Witzel | Reason For Extension FCIM, II, 

1 - - 1.2 4.2 (2 & 3) ||. bé 
- Date of Review For Declassification b7c 

June 24, 2002 eum 

ПЕРЈЕ, са 1 

(5) 22% mr SEP 22 1982 
CONTINUED, OVER ктр. 
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FBI/pOoJ ' 


the Honolulu Division to have acm surveys done of their 
# 








* X 


e NIA © 
Medis in to Mr. Bayse 


RE:  COUNTERMEASURES MATTERS 


The cost for this trip is estimated at $1790 per 
diem and $3020 transportation for both persons, totaling 
$4810. (U) 


RECOMMENDATIONS: 1. That ET 


and sa[ — 1] 
be authorized to travel to Honolulu 
in support of their request. (U) 
APPROVED: Adm.Servs. Laboratory _——————— 
| l 








rim. Inv. Legal Coun. 
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Director ji 
Exec. AD-AdMm. a idoak: 


АЙ” ` £xec. AD-Inv. Inspection .—— Тесп. Зсгуз: 
А Exec. AD-LES ме _____ Training 














2. If Recommendation Number One is approved, that 
the attached teletype be sent. 


(U) 


» 





PROVED: Adm.Servs._____ Leboratory__ 
Ë Crim. tnv. Legal Coun. ла. 
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то: DIRECTOR, FBI 80-805 «Y 
(Attention: b6 
` Technical Services Division b7C 
„EROM: SAC gnam (80- ) | 2! 
; И ае ы MATTERS 
асалан АОСК 


geh ox 
Re Miami airtel to Director dated 6/18/82 and Butel to Z 
Miami dated 6/25/82. |2 
) b6 
















Pursuant to FBIHQ approval of a reque or an audio 


countermea = made b he 








рус 
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office space and telephone system b7E 
га biected to a countermeasures sweep on 6/29/82 Бу ЗА| | 








Division; 
Division. 
working in ice believed certain information discussed there 
and over the telephone was ae of =o Oe, ) É 

4 I 
) 






a 





Terre 

Nine (9) telephone instr (2. together with eigh 
eleph lines were checked and no irregularities were 

advised b6 
that the cable whic ice is a dedi- b7C 
cated cable which runs between the b7E 
Office and the main frame room 
Fort Lauderdale, Florida, wher office space 
is located. All appearances between the main frame room and 


|__| ies space were identified and checked thoroughly. 
ssistance was rendered Е 
Supervisor and by Rolm Industries, the company which installe e 


original telephone system and all the cables in this bui£ding.. Jl 
dvised further that anyone entering a telephone frame room 


anywhere in t БЕРЕН has to be escorted to the appropgiabe 8 198 
location a Тапед in prior to admittance. ; a 


-- бот AA eae RR 
Bureau |- 750 Emoe 
- Jacksonville (Attn: SA Perry Speevack) 2) V у BS 
4- Miami (1- 80- ) M b7C 
- ASAC Freeman = 


separate t 











in 





DN 5). 
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‹ ° : (Number) (Time) Y 
61 JUL [5 82 р 


x 
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MM 80- 
ough physical check was made off | b6 
office suite and a technical countermeasures b7C 
sweep was accomplished through the use of the following equip- b7E 


ment: Audio countermeasures receiver, Micro-Tel PR 700, a 
Dektor Telephone Analyzer, and a Scan Lock Unit. Nothing was 


located during the course of this (sweep. Office space surround- 
ing [ite is occupied on two sides completely 
by nd by outside walls and windows on the remaining 
two sides. 


At the conclusion of this operation, some basic security i 


measures such_as the re handling_of sensitive trash were dis- 

cussed with И ns 
b7C 
b7E 













ГИ? 22 


0-93 (Беу. 4-26-78) DEPARTMENT OF JUSTICE & y 
s + 
ё. | ММ FEDERALBUREAU OF INVESTIGATION € 
COMMUNICATION MESSAGE FORM -f 


РАСЕ 2 оғ 3 š T EE 

DATE | CLASSIFICATION PRECEDENCE 
779/82 UNCLAS I IMMEDIATE 

SFSAT00 ШЕТЬЕ НО нбъчъ зитейто 09ее357 аш. 82 


FM DIRECTOR FBI {80-805} 

















TO FBI WASHINGTON FIELD 1139-304} C-L1 IMMEDIATE 


ATTENTION: suPERVIsORS[ | 


b6 
рус 







BT 
UNCLAS 





COUNTERMEASURES MATTERS 






REFERENCE YOUR TELETYPE DATED JULY B. 15982, AND BUTELCALLS 


TO SUPERVISOR [son JULY 8. 1982. 


IN RESPONSE TO YOUR REQUEST FOR ANY AVATLABLE EQUIPMENT AND 






be 
ъ7с 






TECHNICALLY TRAINED PERSONNEL TO AID IN’ CONDUCTING;:A SWEEP. THE 






DQ NOT TYPE PAST THIS LINE 





TECHNICAL SERVICES DIVISION {TSD} HAS BEEN PREPARED TO ASSIST 





YOUR OFFICE AS OF THE DATE OF THE MEETING AT FBIHQa MAY 21- 1988 









PRIOR TO THE FIRST SWEEP CONDUCTED BY WASHINGTON FIELD PERSONNEL 


т 


UASHINGTON FIELD SA[ —— [WAS OFFERED ALL’ THE TECHNICAL 


b6 
b"7C 
b7E 






PERSONNEL AND EQUIPMENT REQUIRED BY WASHINGTON.FIELD ІМ СОМ- 











DUCTING ANY AUDIO COUNTERMEASURES ТАСМУ SURVEY. ІМ THE 


gom — - )2 

DO NOT TYPE MESSAGE BELOW тн) iE ф > 3 CX. 

APPROVED BY DRAFTED BY DATE ROOM bogus. ` 
аз Се? (DET/PJF {b} — |7/3/88  |18035/8 205 












<-> b6 
i d —— cemcizsem 92707006904 n b7C 
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2 
PAGE TWO РЕ НЯ ОЪЧЪ UNCLAS 


ABSENCE OF A REQUEST FOR TSD PERSONNEL ASSISTANCE FOR THE FIRST 


ACM ATT_____] VASHINGTON FIELD SUPERVISOR | ТЕ, 
WAS CONTACTED BY TSD АГ Том Ји а. 29а2. РОК ТНЕ ЪТЕ 


SPECIFIC TECHNICAL ASSISTANCE REQUIRED BY WASHINGTON FIELD . 
REQUESTED IN REFERENCED TELETYPE- ALTHOUGH TSD DOES NOT AGREE 
COMPLETELY WITH WASHINGTON FIELD'S RESPONSE THAT WASHINGTON 
FIELD DOES NOT WISH TO HAVE THEIR TECHNICALLY TRAINED PERSONNEL 
HANDLING ANY POSSIBLE EVIDENCE, SINCE THE SAME SITUATION COULD 
HAVE OCCURRED ON THE FIRST ACM conbucTeD[ BY WASHINGTON 
FIELD- TSD IS PREPARED TO PROVIDE ALL THE TECHNICAL ASSISTANCE 
AND EQUIPMENT REQUIRED BY WASHINGTON FIELD ON THIS AND ANY 
FUTURE REQUESTS. 

` UPON WASHINGTON FIELD'S DECISION TO CONDUCT ANOTHER AUDIO 
COUNTERMEASURES SURVEY| — [WASHINGTON FIELD WILL CONTACT 
TSD- ENGINEERING SECTION; EXTENSIONS 2700 OR 5823 IF TECHNICAL b7E 
PERSONNEL ASSISTANCE OR EQUIPMENT WILL BE REQUIRED. 

INQUIRIES CONCERNING THIS COMMUNICATION SHOULD BE DIRECTED 

TO FBIHQ. ATTENTION:  TSD4. ENGINEERING SECTION. SA[ |. ] b6 


b7C 


BT | 





NOTE: 


“~. е 
< ¥ 
= . 
. 


SA HAS BEEN IN CONSTANT CONTACT WITH be 
SUPERVISOR OF WFO. TO DATE. WFO HAS Ъ7с 
NOT DECIDED ON DATE FOR THE AUDIO COUNTERMEASURES b7E 


SURVEY[ ^] TSD TECHNICAL ASSISTANCE AND EQUIPMENT 
UAS OFFERED TO UFO PRIOR TO THEIR FIRST SURVEY. 
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Mr. weg | Date 7/12/82 el Gea 


Off. Cong. & 
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Tech. Servs. 
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Telephone Rm. — 








subjestgM@OIDELINES FOR_CONDUCTINGSECHNICAT | paces 
SURVEILLANCE COUNTERMEASURES SURVEYS., | 






кет 
EN 83% (7) SEE INTD ADDENDUM PAGE FOUR 


PURPOSE: To request information from the Legal Counsel 

Division (LCD) concerning reporting requirements, 
if any, of unauthorized electronic surveillance devices dis- 
covered by members of the Intelligence Community (IC) within 
the United States, or territories in which the FBI has 
investigative responsibility. 


Also, to request from the Intelligence Division (INTD) 
current Delimitation Agreements between the FBI and members of 
the IC which outlines investigative responsibilities. 

DETAILS: Thé Audio Countermeasures Working Group (ACWG): 

of the Technical Surveillance Countermeasures ** 
Subcommittee (TSCS) has rewritten Procedural Guidelines 
1-2-3 (draft copy attached) which are used by the IC. These 
guidelines set forth standardized logical survey procedures 
to assist countermeasures personnel in detecting, preventing 
audio penetrations and reporting of any discoveries. Members 
of the ACWG and TSCS are representatives from various agencies 
of -the IC including the military. The guidelines are. being 
rewritten in general terms to allow for the guidelines, tobe 
classified from *SECRET"—to—'rFor-Officiei—Use—Oniy-," which „allows 
somes countermeasures teams of the IC the flexibility of carrying 
these guides with them for quick reference. Agencies implementing 
detailedSinstructions may classify their own guidelines ¿as on 


deémed T — ДЕ 
eemed necessary DEg? 20 - 704 i ASIN 


Of interest to the FBI is Procedural Guide Number 2 
captioned "Requirements for Reporting and Testing of "Technical 
Surveillance Penetrations and Exploitable Technical Hazards." 
Chapter II, Paragraph C, states, in vague terms, that the finding 

ideration to the desirabilit 
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Memorandum to Mr. Bayse 
RE: GUIDELINES FOR CONDUCTING TECHNICAL 
SURVEILLANCE COUNTERMEASURES SURVEYS 


It is this portion of the guidelines which is 
of concern to the FBI if there exists any legal mechanism 
which requires all members of the IC to report finding of 
unauthorized electronic surveillance devices within the 
United States or its territories. Current Procedural 
Guidelines state "In the event that the discovery was 
made within the United States or Puerto Rico, the finder 
will immediately notify the FBI member so that appropriate 
action can be taken. Such discoveries will be handled in 
accordance with the responsibilities fixed in the 
Delimitation Agreement to which the FBI and military 
services are subscribers, U. S. statutes and applicable 
Executive Orders." 


The ACWG chairman has provided a draft copy of 
the Procedural Guidelines and requested each member agency 
to review and submit, in writing, to the chairman by 
July 21, 1982, any desired changes to these guidelines. 


RECOMMENDATIONS: 1. It is recommended that a copy of this 
ee memorandum and attachment be forwarded to 
the LCD and the INTD for their review and assistance to 

the Technical Services Division (TSD). 





APPROVED: Adm. Servs. Laboratory 72 
/ Crim. Inv. Legal Coun, 
Off. of Cong. 
ЦИ Director — 8 Pubic Alls 





Exec. AD-Adm. Ident. Rec. Mant. 
Exec. AD-Inv. Inspecti "lU Tech. Servs. AGT? 


Exec. AD-LES Intell. Training 





2. I£ Recommendation Number One is approved, 
it is recommended that the LCD advise TSD of any legal 
requirements for members of the U. S. IC to report to the 
FBI discoveries of unauthorized technical penetrations 
found in the United States or territories in which the 
FBI has investigative responsibilities. 





APPROVED: Adm. Serva, Laboratory q 
Crim. Iny. Legal Coun. 4 
Director Off. of Cong. 
(Ш Exec. AD-Adm. ста, нар он AS 
Exec. AO-Inv, Inspectio! Tech. Servs. LABZ 
Exec. AD-LES Intell. Training 
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Memorandum to Mr. Bayse 
RE: GUIDELINES FOR CONDUCTING TECHNICAL 4 
SURVEILLANCE COUNTERMEASURES SURVEYS 


3. It is also recommended that the INTD provide 
TSD with current agreements between the FBI and any member 
of the IC which would delineate the manner in which investi- 
gations or discoveries of technical penetrations should be 
handled within the United States or its territories in 
which the FBI has investigative responsibilities. 
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APPROVED: Adm. Servs.____ Laboratory 


! Crim. tnv. Legal Coun. _ 
Director Otf. of Cong. ; 
n Exec. AD-Adm. Ident. $ Pulfic Alis, 


MW. "tant, 
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Date 8/5/82 Off. cf Cora. 
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Roc Mont... “ДЖ 
За а 
то: DIRECTOR, FBI Tech. Servs. ass 
L (ATTN: “SD) та) 
• Telephone пт. —| 
FROMÉ SAC, ST. LOUIS (66-477) Director's < so’'y | 
At the request of the Bureau, St. Loui$-:is forwarding b6 
to Kansas City Division one scan lock Mark V receiver. This b7C 


receiver has serial #1HS-78-0166. 


This receiver is being shipped to thezattention of 






SA 


tpt 
527 
3/- Bureau A | ep dr 4р5 
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START HERE 
Ж ЕМ DIRECTOR FBI {80-805} 


| о TO FBI HOUSTON: 4234-5175 
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AUDIO "COUNTERMEASURES MATTERS; UNSUB3[___________ F VICTIMs roc: b6 
b7C 
z tu 
12/003 HOUSTON 5 
š = wn 
THE ENTIRE CONTENTS OF THIS COMMUNICATION ARE CLASSIFIED zi 
= 
" п л 
10) ЗЕСВЕТА" < 
REFERENCE HOUSTON TELETYPE TO BUREAU DATED AUGUST 134 1982. Е 
g|AND BUREAU TELEPHONE CALL TO HOUSTON ON AUGUST 13, 1582. „54 
ON INSTANT DATE TECHNICAL SERVICES DIVISION {£TSD3} CONTAGPED yy) | 
6 b6 
сртс 
ENGINEER, WHO HAS MADE PRELIMINARY МЕАБЏКЕМЕМТУ АТ| ___________ (PTE 
EE. pu xm 
| — —  JABVISED THAT BEGINNING NEXT ЕЕК] __ МТ ВЕСТ 20 
A COMPLETE STUDY OF SIX FLOORS OF THE BUILDING CENTERED ON THE | 
alblST FLOOR. COVERING ALL FOUR SIDES OF THE BUILDING. STUDY WILL С 
ADDRESS POSSIBLE BIOLOGICAL AND/OR ELECTRONIC INTERFERENCE 
DO NOT TYPE MESSAGE BELOW THIS LINE ч 
APPROVED BY Cp DRAFTED BY DATE ROOM TELE EXT, | 2 
= ET: JHH Шад 18053/8 | 2700. қ 
1 | a ш 
1 - MR. O'MALLEY -go J ЁЛ abs 
Ç 2 e | тс 
ъ - | в. 
212 | a 
1 - MR- BAYSE ra 4 + | 
1 - MR. UITZEL NS pe | В 
1 pee | | вена ` Š 
T" ч асаку 
ћ Р g: ш 
17 див 12 902 | 4. 
Яя: 





FBI/DOJ 











о а | а, 
a T в 


_ PAGE TUO ФЕ Н@ 0115 
RROBLENS. STATED THAT HIS PRELIMINARY TAND UN- 


‘QFFICIAL} MEASUREMENTS INDICATED NO BIOLOGICAL HAZARD FOR THE 


‘BUILDING AND THAT IN ALL PROBABILITY THE ELECTRICAL INTERFERENCE | 


“PROBLEMS EXPERIENCED IN BUILDING TELEPHONES AND OTHER EQUIPMENT 
WAS DUE TO THE ADJACENT FM RADIO STATION TRANSMITTERS- HE 


NOTED THAT THE EIGHT TRANSMITTERS LOCATED WITHIN A FEW BLOCKS OF 


THE BUILDING REPRESENTED A COMBINED RADIATED POWER IN EXCESS OF 


TUO-NELLION WATTS AND THE BUST FLOOR[ | 


Мм | 


TRANSMITING ANTENNAS. PROBLEMS SUCH AS THOSE EXPERIENCED ARE 
COMMON IN METROPOLITAN AREAS. UHEN HIGH-RISE OFFICES ARE 
PERMITTED TO BE CONSTRUCTED ADJACENT TO EXISTING RADIO TRANS- 


„MISSION TOWERS. HOWEVER. TO RESOLVE POSSIBILITY OF INTERCEPTION, 


„OF COMMUNICATIONS » THE FOLLOWING TSD PERSONNEL WILL TRAVEL TO 
HOUSTON ON SUNDAY. AUGUST 15.° 1982, TO CONDUCT AN AUDIO COUNTER | 


MEASURES SURVEY: ELECTRONICS ENGINEER, | 


ELECTRONICS TECHNICIAN[ JAND SUPERVISORY SPECIAL AGENT 


L |] 


Í 


i 


| 
; 


· сомсекмтме [__________ТЕЦЕРНОМЕ- TSD'S INFORMATION IS THAT 


THE TERM 2990 REFERS TO A FAMILY OF TELEPHONES WHICH ARE 
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PAGE THREE DE НЯ 0115 5 Е-е--Е Т 
DESIGNATED AS MULTI-BUTTON ELECTRONIC TELEPHONE SETS {METS}. 
THE MODEL NUMBER FOR THE NETS START WITH 2991 AND CONTINUE. 
HOUSTON IS REQUESTED TO OBTAIN AN IDENTICAL, PREFERABLY 


NEW. TELEPHONE AS THE ONES THAT ARE IN[ |] Pu 


HOUSTON IS ALSO REQUESTED TO MAKE LODGING RESERVATIONS FOR 
TSD PERSONNEL FOR SUNDAY AND MONDAY NIGHT. 


CUASSIFEED AND EXTENDED BY 8. REASON FOR EXTENSION, FCIMs 
ll. 2.2 4.2 f2 & 33. DATE OF REVIEW FOR DECLASSIFICATION 
AUGUST 11- 2002. 
ВТ 
| 








NOTE: ASAC, HOUSTON. HAS BEEN ADVISED OF THE TZD'S PERSONNEL TO E 
PLAN TO TRAVEL TO HOUSTON» SUNDAY AUGUST 15. 3782. 


— HAS BEEG COORDINATED ITH UNIT cuterL__ | b6 


Ci» 4h34 ON AUGUST 13. 1482. BG 


pie ESET ATED TRAVEL cosTs For teexL — | ter>] anp 45АЗЫ6 
- TS Hb TRANSPORTATION AND GE00 PER BIEN EACH. TOTALIMNGb7C 
49244. 








Б. т | E DEPARTMENT OF JUSTICE |. e 5,5 
3321 


FEDERAL BUREAU OF INVESTIGATION 


š ге ü 
| я А Y .3- COMMUNICATION MESSAGE FORM ý 
РАСЕ o£ ". 


т KL 8/9/82 суете“ 


ам 
ғ | SFOLO***SFSADRR SFIDE HQ AOOL2 SALYULR L01403Z AUG &2 | 


2 START HERE 


FM DIRECTOR FBI 180-8053 











FM 
ro| TO FBI SAN FRANCISCo[ | коШТІМЕ m 
н йыз, 
AUDIO\ COUNTERMEASURES /TRAINING IN-SERVICE 
ш 
т" REFERENCE BUREAU TELETYPE DATED MAY 5. 1982. AND BUREAU = 
wn 
TELEPHONE CALL TO SAN FRANCISCO ЗА Jon Аџби5т 9. |Е| 56 
$ Б b7C 
10 4 x 
ш 
SA TS SCHEDULED TO ATTEND CAPTIONED TRAINING AT Е | bs 
o| QUANTICO FBI ACADEMY FROM 8:00 A-M-+ AUGUST 23. 1982. THROUGH |6 


А 


10:00 NOON. SEPTEMBER Ja 1982. 





A 
6 IN THE EVENT SA[____] IS UNABLE TO ATTEND. FBIH@ WILL | / s 
C 
TELEPHONICALLY ADVISED. FOLLOWED BY A WRITTEN COMMUNICATION | 
ALSTATING REASON£SI FOR NOT ATTENDING. SUBSTITUTION. IF ANY4 
WILL BE MADE BY FBIH@ ONLY. 
2 SA[_____] IS SCHEDULED FOR FIREARMS TRAINING ON AUGUST 27; b6 
р7с 
1982. AND IS TO BRING HIS AUTHORIZED HANDGUNS} WITH HIM TO THE 
APPROVED BY DRAFTED BY DATE ROOM TELE EXT. 
ЕТУУМН B ara JR: 2700 
uL А-Я? 
l- X, b6 
| KO esas’ шалы = b7C 
q FOATION 
DOR ке” 10 AUG 12 1982 
1 € — С À ' шта Ss co, 
1 - MR. BAYSE AUG-T Oe 
1 - MR. UITZEL 
Ъ - MR. KILLION 
+ @ Ф DO NOT FILE WITHOUT COMMUNICATIONS STAMP каро) 


9'7 AUG 27 1982 





» PAGE TUO DE Hà DO028 UNCLAS 
ACADEMY FOR INSPECTION. 


THIS COURSE. UHICH IS TUO UEEKS IN DURATION. PROVIDES 
ATTENDEES UITH THE TECHNIQUES FOR CONDUCTING AUDIO COUNTER- 
MEASURES {ACM} SURVEYS AND A THOROUGH UNDERSTANDING AND 
KNOWLEDGE IN THE USE OF THE BUREAU'S ACM EQUIPMENT, INCLUDING 
FREQUENCY RECEIVERS: TELEPHONE ANALYZERS. SPECTRUM ANALYZERS; 
OSCILLOSCOPES. NON-LINEAR JUNCTION DETECTORS AND OTHER EQUIP- 
MENT USED IN ACM SURVEYS. 

SAN FRANCISCO IS TO CONFIRM SA[ | ATTENDANCE BY 
SUBMITTING TUO FD-313'S. TO FBIHQ. ATTENTION:  £0NE EACH 
TRAINING түт] AND TECHNICAL SERVICES 
DIVISION {TSD}; ENGINEERING SECTION {ES}. ELECTRONIC ANALYSIS 
UNIT. | 

TRANSPORTATION WILL DEPART FOR THE FBI ACADEMY AT 7:30 


Р.М.з ON AUGUST 22. 1982, FROM THE 10TH STREET AND PENNSYLVANIA 
AVENUE ENTRANCE, J» EDGAR HOOVER FBI BUILDING. WASHINGTON, D.C. 


SA[ [SHOULD REPORT TO THE LOTH STREET ENTRANCE WITH HIS 
LUGGAGE AND PERSONAL EFFECTS PRIOR TO THE 7:30 P-M. DEPARTURE 
TINE. LIMOUSINE AND TAXICAB SERVICES ARE AVAILABLE FROM UNION 
STATION, DULLES INTERNATIONAL AND NATIONAL AIRPORTS TO FBIHQ. 


4! 
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s PAGE THREE DE H@ OOL2 UNCLAS 
INQUIRIES CONCERNING THIS COMMUNICATION SHOULD BE DIRECTED 


TO FBIHQ. ATTENTION: TSD. ES: SA[ sd OR CALL 
EXTENSION 2700. 

BT 
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NOTE: SAD JUAS SELECTED TO REPLACE KANSAS CITY SA и 
C 


\ [ — ]uHo CANCELED DUE TO OTHER COMMITMENTS IN HIS DIVISION. 
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DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION © ? 
COMMUNICATION MESSAGE FORM ` < 


CLASSIFICATION 


8/11/82 / 


SEERET 


PRECEDENCE 
IMMEDIATE 


ЕРІҺП 00 HOTZDE HQ AOLLO 584159520 1121317 А6 Ве 
Ғ 


. 








SECRET." | 

REFERENCE TELEPHONE CALLS OF HOUSTON SUPERVISOR[ |] 
[| TO THE BUREAU ом AUGUST ba 1982. HOUSTON 
TELETYPE DATED AUGUST b. 1482 AND BUREAU TELEPHONE CALL TO 
e|HOUSTON SsuPERVISOR[ — ]oN AUGUST 1ü. 1382. 

BASED ON THE INFORMATION IN REFERENCED TELETYPE. THE 

a| TECHNICAL SERVICES DIVISION {TSD} DOES NOT BELIEVE THAT L_] 
DIFFICULTIES WITH HIS TELEPHONE SYSTEM JUSTIFIES CON- 
UCTING AN AUDIO. COUNTERMEASURES SURVEY OF HIS OFFICE AT THIS 


TIME. ALTHOUGH IT UAS NOT STATED IN REFERENCED. COMMUNICATION: 
DO NOT TYPE MESSAGE BELOW THIS LINE 


DRAFTED BY DATE ROOM TELE EXT. 
ЕТ: УМН 8/11/62 |1B053/8 2200 


) - HR. O'MALLEY 






| 
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DO NOT TYPE PAST THIS LINE 


b6 
b7C 


l - HR. BAYSE 

Ъ - HR. UITZEL 
1 - MR. KILLION 
= 





ЕВА БОЯБАЦ ОЕ НУЕБПВАТМ, 
| “COMMUNICATIONS CENTER |- 
DƏ 
AU612 


DO NOT FILE WITHOUT COMMUNICATIONS STAMP 


nS 
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DE 


м2 


Балашка ушл mano 


м. 
N АУС 16 9% 


EE EE aes 
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HOUSTON ADVISED THE TECHNICAL SERVICES DIVISION {TSD} | 
TELEPHONICALLY THAT[ [TELEPHONE IS A CORDLESS o] ве 

TELEPHONE. INFORMATION AVAILABLE TO TSD AT THIS TIME IS THAT | 
MOST CORDLESS TELEPHONES OPERATE INTHE FREQUENCIES ВЕТШЕЕМ 2.Ь | 

TO 2.0 MEGAHERTZ AND 49.8 TO 49.9 MEGAHERTZ WHICH ARE FAR BELOU ; | 

THE ONE. GIGAHERTZ FREQUENCY MENTIONED IN REFERENCED TELETYPE. 

ON INSTANT DATE TSD CONTACTED THE CRIMINAL INVESTIGATIVE 


DIVISION {CID} AND THE INTELLIGENCE DIVISION fINTD} CONCERNING 


THIS MATTER. CID IS OF THE OPINION THAT INFORMATION PROVIDED | 
то DATE IS NOT SUFFICIENT TO INDICATE AN INTERCEPTION OF 





_ COMMUNICATION VIOLATION HAS OCCURRED. INTD. ADVISED TSD THAT MEE 


e де 


THERE IS NO INDICATION AT THIS TIME THAT ANY FOREIGN OR HOSTILE 
‘INTELLIGENCE AGENCIES ARE INVOLVED-. IF HOUSTON WISHES TO PURSUE 


| 
‘THIS MATTER FURTHER. HOUSTON IS REQUESTED TO RE-iNTERVIEU| | | i 
— OBTAIN THE FOLLOUING INFORMATION: | 
E 1. WHICH PARABOLIC DISC ANTENNA EMITS DIRECT LINE-OF- . | i 
b7E 


ISIGHT ELECTROMAGNETIC RADIATION AND. WHAT ARE THE POWER LEVELS 


a 
а 
а 
< 











a e 
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MERELY POINTING IN THAT DIRECTION. 

4. HOW DID HE DETERMINE THAT THE ANTENNA IS OPERATING IN 
THE FREQUENCY OF ONE GIGAHERTZ. 

5. WHAT PART OF THE DIMENSION TELEPHONE SYSTEM IS 
OPERATING IN THE FREQUENCY. OF ONE. GIGAHERTZ THAT HE MENTIONS. 

b. WHAT TESTS HAS HE CONDUCTED TO DETERMINE THAT THE 
FREQUENCY OF ONE: GIGAHERTZ CAUSES THE TELEPHONE SYSTEM TO REACT 
ADVERSELY. 

?. OBTAIN COMPLETE DETAILS AS TO THE STUDY. {IF ANY}, 
CONDUCTED BY[ JOR any OTHER PERSON AT[ O] 
OFFICE. 

8. OBTAIN COMPLETE DETAILS OF THE EQUIPMENT USED IN HIS 
STUDY. INCLUDING ALL. MEASUREMENTS CONDUCTED. 

9. OBTAIN COMPLETE DETAILS ON ANY OTHER COMMENTS; OR 
FACTUAL STATEMENTS MADE BY[ si 

ALTHOUGH THE HARMFUL EFFECTS OF RADIATION IS NOT RELEVENT 
TO THE INTERCEPTION OF COMMUNICATIONS ALLEGATION, IT IS OF 
INTEREST TO KNOW HOW MANY PERSONS. IF ANY. ARE EXPERIENCING 
SEVERE HEADACHES AND NAUSEA IN[ _________оРРТСсЕ. 

“THE TELEPHONE COMPANY SHOULD BE CONTACTED AND OBTAIN 
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PAGE FOUR DE HQ DlbO S E-C-R-E T - 
THE FOLLOWING INFORMATION: 
1. MODEL NUMBER OF THE DIMENSION SYSTEM AND A LIST OF ALL 
FEATURES ASSOCIATED WITH[ | TELEPHONE БУБТЕЙ. b6 
2. IF THE TELEPHONE COMPANY INSTALLED МК. LOVE'S TELEPHONE E 
SYSTEM, OBTAIN ALL THE INFORMATION REGARDING IT. 
3. DETERMINE WHAT PROBLEMS THE TELEPHONE COMPANY HAS 
EXPERIENCED WITH CORDLESS TELEPHONE SYSTEMS. ТЕ АМУ. | 
u. DETERMINE IF[ [CORDLESS TELEPHONE HAS AN FCC = 
RULES. PART 15 TYPE ACCEPTED STAMP. 
5. IF IT DOES. WHAT EXACTLY DOES THE STAMP STATE? 
b. OBTAIN NAME OF MANUFACTURER: AND MODEL NUMBER OF 
[CORDLESS TELEPHONE. | ae 


HOUSTON IS TO DETERMINE IF ANY DISCUSSIONS INVOLVING 


NATIONAL SECURITY MATTERS TAKE PLACE IN[ | OFFICE- 
TSD WILL HOLD IN ABEYANCE ANY ACTION UNTIL A RESPONSE IS 





RECEIVED FROM HOUSTON. 

_CURSSERIED AND EXTENDED BY 8. REASON FOR EXTENSION. FCIM.- 
11. 1.8 4.2 {2 @ 3. DATE OF REVIEW FOR DECLASSIFICATION 
AUGUST 11. 2002. 
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| | 
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jd я . 
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` ` = 
12 { 59, 
10 ја 
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e 
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| E f | 
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евирој 


ва 
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киля кет 7 


NOTE:. HOUSTON SUPERVISOR WAS TELEPHONICALLY CONTACTED: 
ON AUGUST 10. 1982 AND ADVISED THAT BASED ON THE INFORMATION: 

PROVIDED TSD COULD NOT JUSTIFY CONDUCTING AN AUDIO COUNTERMEASURES 

SURVEY OF L________JOFFICE- HE WAS ADVISED MORE INFORMATION 


UOULD BE REQUIRED. INFORMATION IS REQUESTED OF HOUSTON IN THIS 
COMMUNICATION. г 


CID AND INTD WERE CONTACTED BY SA[. | CID ADVISED 
THAT THERE IS NO INDICATION OF AN IOC VIOLATION. INTD ADVISED THERE 


WAS NO INDICATION OF A FOREIGN OR HOSTILE INTELLIGENCE AGENCY 
INVOLVED. 
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DATE 2... | BY pues ree 
a A = iEx2,, nias 5 
24 = MExoC. AD ES. 
Rabe 1759 "Y "т Asst. D^: 
TEL Ha Е 4 =. 
Н00011 25513257 К а 
ы а рех 14 142 тенки u 
NT ЕЕдЫ 22 id Inspection — 
ans PETRVESTIGATIOR 
O 13 13002 AUG 82 Of, of Cong. 
а Руби Affs. 
T HOUSTON (139-517) (P) p etter us 
: Am m Tech. Servs, а 
TO DIRECTOR (86-805) IMMEDIATE me 
——o[O[ —.>—<Ə Telephone Bm. 
ркесјоге бесу _ _ 3 
азаннан, -3 
PERSONAL ATTENTION SECTION CHIEF] CID; SECTION 1. к. 
C 
CHIEF RONALD WITZEL, TSD š | | S QN 
SECTION ONE OF TWO SECTIONS = | 
@ | SQ 
AUDIO CÓUNTERME ; (BUREAU FILE 89-825); = 
: = 
шев) 2 )істім 106; cee:HousTow ; (HOUSTON FILE E 6 
= 
139-517). и 
ENTIRE CONTENTS OF THIS TELETYPE ARE CLASSIFIED 
RE HOUSTON TELETYPE DATED AUGUST 6, 1982; BUREAU TELETYPE, 
| AUGUST 11, 1982, AND TELEPHONE CALL TO “= Sa zi. 2 be 
(2 
Г | FROM BUREAU, AUGUST 12, 1982. | 





— (eel sx + 


[ _ |joFFIcE IS IN DIRECT LINE-OF-SIGHT WITH NUMEROUS FM AND 
DISC TYPE ANTENNAS LOCATED ON TOP OF THE BUILDING KNOWN AS ONE 





SHELL PLAZA. AS RECENTLY AS THE END OF JUNE, 1982, COMPLAINTS 
OF FM RADIO MUSICAL INTERFERENCE ON DICTATING AND RFCORDING 


76 А0851 1 1982 
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EQUIPMENT WERE RECEIVED FROM PERSONS OCCUPYING OFFICE SPACE IN 


AND ADJACENT TOL JOFFICE ON THE 61st FLoor. [=i 


BEGAN LOGGING COMPLAINTS AND CHECKING EQUIPMENT CONCERNING THIS 


INTERFERENCE. COINCIDENTALLY, AND IN MID JULY, 1982, HE BEGAN 
RECEIVING REPORTS OF INTERFERENCE ON THE TELEPHONE INSTRUMENTS 


TELEPHONE INSTRUMENT ARE LOCATED IN THE SAME OFFICE SPACE AS 


ГО ]РЕЗК АЮ TELEPHONE.[ | CLAIMED PERIODICALLY THAT 


THE LIGHTED BUTTONS ON HER MULTI-LINE CONSOLE WOULD FLICKER ON 
AND OFF AND CAUSE DISCONNECTS OF CALLS IN PROGRESS.  ] 


THE PROBLEM, BUT WERE UNABLE TO DETERMINE THE CAUSE OF THE 


PHENOMENON OR ELIMINATE IT. [ _______|тНЕМ НЕОЏЕСТЕР ТНЕ |_____| 
EMGAGE THE SERVICES OF[_ | 


LABORATORY TECHNICIANS SINCE THE PROBLEM HAD OUTREACHED THE 
Loca.[ авітіЕЅ TO nESOLVE. [.—  АРРВОМЕР THE 


REQUEST, AND HAS ALSO RETAINED THE | 
[ [OF SAN ANTONIO, TEXAS, HEADED BY 
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„PAGE THREE HO 139-517 S E-G-R-E T 
2 |Н CONDUCTED TESTS TO DETERMINE WHAT TYPE OF 4 


SIGNALS OR RADIATION IS PRESENT IN[ —— Jorrice[ — |wi БЕН 

REPORT THE RESULTS OF THEIR FINDINGS ON PROPER FCC FORMAT. AS 

OF THIS DATE, THESE REPORTS HAVE NOT BEEN RECEIVED 8У|_______| 
[aso apvisep THAT AS A RESULT OF COMPLAINTS 

OF ANOTHER TENANT on[L Fm INTERFERENCE, 


THE BUILDING MANAGER INSTRUCTED TRIDENT COMMUNICATIONS, 160 EAST 
NASA ROAD 1, SUITE 4@3, TELEPHONE NUMBER (713)-352-2822,[ | 
Мом 
RADIATION STUDY, THIS SURVEY WAS CONDUCTED ON JULY 27, 1982. 
[ — |REPORT, RELYINS ON THE U.S. STANDARD RECOMMENDED ES 
MAXIMUM ENERGY DENSITY FOR FREQUENCIES BETWEEN TEN MEGAHERTZ 
(MHZ) AND 100 GEGAHERTZ (GHZ) IS TEN MILLIVATTS (M) PER 





CENTIMETER SQUARED FOR BOTH PARTIAL AND VHOLE BODY RADIATION, 
DETERMINED THAT OF THE EIGHT FM BROADCAST STATIONS BEING 
RECEIVED AT THE 61ST FLOOR, THE HIGHEST LEVEL RECEIVED WAS 
A MINUS 19 DBM AT S9.1 AND 104.1 MHZ. CONVERTING THE MEASURED 
SIGNAL LEVEL AT 194.1 MHZ TO POVER DENSITY, ^  |ВЕРОВТ5 ТНАТ 
THE POWER DENSITY WOULD ONLY BE .99901 MW/CENTIMETER SQUARED. 

[__ | FuRTHER INDICATES IN HIS REPORT THAT IF A PERSON was 
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* 


EXPOSED TO THE RADIATION OF ALL EIGHT FM STATIONS FOR A 24 HOUR 
DAY, THE EXPOSURE WOULD ONLY BE .00192 MWH PER CENTIMER SQUARED, 
OR APPROXIMATELY 198 TIMES LESS THAN THAT DETERMINED TO BE A 
HEALTH HAZARD AS NOTED IN THE ELECTRONIC ENGINEERS’ HANDBOOK, 
SECOND EDITION. 

[rests VERE LIMITED TO MOVING THE MULTI-LINE > 
CONSOLE TELEPHONE INSTRUMENT LOCATED ON[__] DESK то b7E 
EITHER SIDE A FEW FEET. IMMEDIATELY THE PROBLEMS WOULD CEASE 
WHEN THE INSTRUMENT WAS NOT IN LINE WITH THE ANTENNAS LOCATED 
on[ sds ALSO, ADJACENT OFFICES HAVING IDENTICAL 
TELEPHONE INSTRUMENTS DID NOT, REPEAT, NOT, EXPERIENCE THE 
AFOREMENTIONED DIFFICULTIES. | 

СУ — — —  ]p1iD NOT CONDUCT ANY š вв. 


b"7C 
TESTS INSIDE|  |OFFICE. “THEIR CONCLUSIONS WERE BASED UPON 


INPUT FRoM[ ^ ENGINEERS, THE RESULTS OF TRIDENT COMMUNICATIONS 


FINDINGS, aw| ^  ]envsrca. rEsTS. 

ON INSTANT DATEJ №150 b6 
THE TELEPHONE INSTRUMENTS НС СС —  — — —  ]wERE INSTALLED 
BY THE MANUFACTURER, WESTERN ELECTRIC. THE MODEL NUMBER IS 


рус 
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2990, A 26 POSITION, TOUCH-TONE, CONSOLE. THE SYSTEM IS A MODEL 
2060 ELECTRONIC DIMENSION SYSTEM WITH FEATURES INCLUDING, 
ATTENDANT CONFERENCE, AUTO CALL BACK, CALL FORWARDING (CF), 
CF BUSY, CF NO ANSWER, CALL HOLD, CALL PARK, CALL PICK-UP, CALL 
WAITING, CALL WAITING SIGNAL, PAGING, PAGING REPLY, THREE WAY 
CONVERSATION, TRANSFER, TRUNK ANSWER, TRUNK QUEUING, STATION 
MESSAGE DETAILED RECORDING, CUSTOM INTERCOM, AND SPEED CALLING. 

[ ^ ]sraTED THAT THE PHONES ARE CABLE INSTALLED AND NO » | 
CORDLESS PHONES ARE UTILIZED IiN| ^ j]orFicE sPAcE. [| ____|УА5 
UNFAMILIAR WITH FCC RÜLES, TYPE 15 STAMP. 

IN VIEV OF THE ABOVE, IT IS APPARENT A PROBLEM DOES EXIST 
WITH TELEPHONE LINES LOCATED IN THE OFFICE oF | HOUSTON 
AT THIS TIME DOES NOT HAVE THE CAPABILITY TO CONDUCT APPROPRIATE 
TECHNICAL TESTIN IN THE OFFICE OFL го МАКЕ АМ ADEQUATE 
DETERMINATION AS TO THE PRESENCE OR SOURCE OF THE PROBLEM 
REGARDING AN IOC VIOLATION.[ _JINDICATED ON AUGUST 6, 1982, 
THAT HE DOES NOT BELIEVE HE HAS DISCUSSED ANY MATTERS THAT 
PERTAIN TO NATIONAL SECURITY AND COULD ONLY STATE HE IS IN 
FREQUENT CONTACT WITH WHITE HOUSE OFFICIALS, INCLUDING VICE 
PRESIDENT GEORGE BUSH AND JAMES BAKER, WHITE HOUSE STAFF, BOTH 
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FELLOV HOUSTONIANS. HE STATED HE IS A MENBER OF THE PRESIDENT'S 

PRIVATE SECTOR SURVEY CUTTING COSTS IN GOVERNMENT, AS STATED IN 

REFERENCED HOUSTON TELETYPE, AND AS SUCH, IS IN CONTACT WITH 

OFFICIALS OF ADMINISTRATION AND WHITE HOUSE STAFF To Discuss 

NATIONAL ISSUES AND PERTINENT MATTERS. ALSO, HE STATED THAT 

FORMER PRESIDENT GERALD FORD HAS UTILIZED HIS TELEPHONE AN “ | oS 
HAS NO IDEA WHAT FORMER PRESIDENT FORD DISCUSSED ON HIS 

TELEPHONE OR WITH WHOM. ADDITIONALLY, INDICATIONS ARE THAT A 

КОШЫН WEST NG IS SCHEDULED WITHIN SIXTY DAYS FRom yhe Last 

BOARD MEETING OF JULY 2a, 1982, AND BOTH FORMER FIRST LADY MRS. 

LYNDON B. JOHNSON AND FORMER PRESIDENT GERALD FORD, AS MEMBERS 

OF THE BOARD OF DIRECTORS, TEXAS COMMERCE BANK, ARE EXPECTED TO 

ATTEND, AS THEY HAVE IN THE PAST. HOUSTON IS NOT IN A POSITION 

AT THIS TIME TO DISCOUNT THE STATEMENT ОП 1-0 Е 
CONCERNING THE HARMFUL EFFECTS OF RADIATION, AS STATED IN REF- b7E 
ERENCED HOUSTON TELETYPE, OTHER’ THAN TO REFER TO TESTIN 

CONDUCTED BY TRIDENT COMMUNICATIONS REFERRED TO ABOVE AND 


ON JULY 27, 1982. ADDITIONALLY,[ 1 


BT 








FM HOUSTON (139-517) (P) 
TO DIRECTOR (88-825) IMMEDIATE 


PERSONAL ATTENTION SECTION CHE | CID: SECTION 


CHIEF RONALD WITZEL, TSD 
SECTION TWO OF TWO SECTIONS 
AUDIO COUNTERMEASURES MATTERS; (BUREAU FILE 82-895); 


онвив | | 10C; (ØØ:HOUSTON); (HOUSTON FILE 


139-517) 














PAGE SEVEN HO 139-517 $ E-e-R-E T 


DIVISION, TEXAS COMMERCE BANCSHARES, ADVISED HE HAS BEEN IN 
сомтаст мітн[ | MAMGERS OF THE 
BUILDING, TO ENGAGE TRIDENT COMMUNICATIONS TO CONDUCT TESTS 
FOR RADIATION IN THE OFFICE OF[  ]oN THE SIXTY-FIRST 
FLOOR. HE HAS HELD THIS TESTING IN ABEYANCE PENDING FURTHER 
INVESTIGATIVE ACTION BY THE FBI, INASMUCH AS ADDITIONAL SURVEYS 
AND TESTING BY VARIOUS PERSONNEL IN[ — |OFFICE wav RESULT IN 
THE LOSS OF OPPORTUNITY TO DETERMINE THE SOURCE AND IDENTITY OF 
SUBJECTS IN IOC. IN VIEW OF THIS AND PENDING RESULTS OF TESTS 
CONDUCTED BY| | THE BUREAU SHOULD ADVISE HOUSTON AS TO 
WHETHER DISSEMINATION OF THIS INFORMATION TO THE SECRET SERVICE 
SHOULD BE MADE AT HEADQUARTERS LEVEL OR LOCAL LEVEL SECRET 
SERVICE, SO THAT APPROPRIATE PROTECTIVE MEASURES MAY BE TAKEN 
AS TO HARMFUL EFFECTS OF RADIATION WITH REGARD TO ATTENDANCE BY 
MRS. LYNDON JOHNSON AND FORMER PRESIDENT FORD AT THE BOARD 
MEETING IN SEPTEMBER. 

[___| наз ВЕЕМ ADVISED INASMUCH AS HE IS EXPERIENCING 
UNEXPLAI NED AND UNDETERMINED PROBLEMS OR DIFFICULTIES WITH HIS 
TELEPHONE LINE AND THE POSSIBILITY THAT INTERCEPTION OF HIS 


COMMUNICATIONS IS TAKING PLACE, THAT HE SHOULD PROCEED 





b6 
b7C 


b6 
рус 





PAGE EIGHT HO 139-517 S-E-e-R-E 1 
ACCORDINGLY IN HIS TELEPHONE DISCUSSIONS, PARTICULARLY IN REGARD TO 






SENSITIVE MATTERS WITH THE WHITE HOUSE AND ADMINISTRATION OFFICIALS. 


[ [FURTHER ADVISED ON AUGUST 12, 1982, THAT THEY al 


ARE HOLDING IN ABEYANCE FURTHER SURVEYS AND TESTING PENDING FURTHER 
INVESTIGATIVE ACTION BY THE FBI. 










THE BUREAU SHOULD EXPEDITIOUSLY ADVISE HOUSTON IF AUDIO 

COUNTERMEASURES SURVEY TEAM IS FORTHCOMING; IF NOT, THEN SURVEYS 

BY TRIDENT COMMUNICATIONS WILL GO FORWARD, AND HOUSTON WILL AWAIT 

RESULTS OF SURVEY CONDUCTED BY] b7E 
С&Е ВУ 220. REASONS 2 AND 3. DRD AUGUST 12, 2002. 
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FMLEM DIRECTOR FBI {80-805} 
то ТО FBI HOUSTON {139-517} PRIORITY 


orte 
AUDIO-COUNTERMEASURES MATTERS: UNsUBS| —  [ vrerrms roc: 


еее ложка дель SENEC GENI Dto Arif BiU 





12,003 HOUSTON 











REFERENCE BUREAU TELETYPE DATED AUGUST i34 12982. ON 


E PAST THIS LINE 


JOLAUGUST Aba 2982, TECHNICAL SERVICES DIVISION PERSONNEL CONDUCTED 


AN AUDIO COUNTERMEASURES <ACM2: SURVEY AT THE OFFICE SPACE Рг 2] 

: „са А 5 
m—————————— ОД = 

5 AG 

Po HOUSTON, TEXAS. THE ACM CONSISTED OF yl J^ 


6LSEARCH OF THE RADIO FREQUENCY SPECTRUM. A CHECK OF THE | | 
ELEPHONES IN HIS OFFICE. A CHECK OF HIS SECRETARY'S TELEPHÓ E 
4LAND A NON-DPESTRUCTIVE PHYSICAL SEARCH. ЗЕ (у) 
THE TELEPHONES WERE EXAMINED FOR ANY FORM OF ENERGY WHICH 
2 МТЕНТ ВЕ CARRYING ROOM AUDIO FROM THE AREA OF INTEREST. ALL 


SPERATING VOLTAGES OF THE TELEPHONE INSTRUMENTS: WERE CHECKED TO 
DO NOT TYPE MESSAGE BELOW THIS LINE 


APPROVED BY DRAFTED BY DATE ROOM TELE EXT. 
ane py 8/15/80 18053 3700 
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^ > — Pj b6 
Ъ - MR. O'MALLEY 205 | ү Е 
» 10 AUG 24 19922 = 
1 - MR. BAYSE 
L - MR. UITZEL 

_ - MR. KILLION 

u FEDERAL BUREAU OF IN 
VESTI ATI 
7 hos COMMUNICATIONS TER ші 
680 1982 
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DO NOT FILE WITHOUT 904% IONS STAMP FBI/DOs 


1A ЕВ 10182 
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г 
PAGE TWO ФЕ НО 0099 С 0 АТ 
DETERMINE THAT THEY CONFORMED TO SPECIFICATIONS. ALL CHECKS 
CONDUCTED ON THE TELEPHONE INSTRUMENTS AND TELEPHONE LINES 
REVEALED NO ROOM AUDIO OR ANY EVIDENCE OF AN. UNAUTHORIZED 
CLANDESTINE LISTENING DEVICE. THE EXAMINATIONS REVEALED, 
HOWEVER. COMMERCIAL RADIO BROADCAST SIGNALS OF UNUSUALLY HIGH 
INTENSITY PRESENT ON THE TELEPHONE LINES AND INSTRUMENTS. 
BROADCAST PROGRAMS WERE DETECTED WITH EQUIPMENT NORMALLY NOT 
SUSCEPTIBLE TO SUCH RADIO FREQUENCY INTERFERENCE. за 
ALTHOUGH TECHNICAL SERVICES DIVISION PERSONNEL DID NOT 
OBSERVE ANY SITUATION OF CALLS TO OR FROM[ | TELEPHONE e 
BEING INTERRUPTED IN MID-CONVERSATION. THE PHENOMENON OF 
FLASHING LAMPS AT HIS SECRETARY'S TELEPHONE WAS SEEN ON SEVERAL 
OCCASIONS. THE FLASHING OF THE LAMPS EXISTED WHEN THE VENETIAN 
BLINDS WERE ADJUSTED AND THE HANDSET WAS REMOVED FROM THE 
TELEPHONE. {U} 
A THOROUGH EXAMINATION WAS CONDUCTED OF THE RADIO 
ELECTROMAGNETIC RADIATION PRESENT IN[ | OFFICE. THIS 
EXAMINATION REVEALED NO EVIDENCE THAT[ ______| ОРЕТСЕ IS THE 
SUBJECT OF AN INTERCEPTION OF COMMUNICATIONS ATTACK. J€f m, 
SYSTEMATIC SEARCHES WERE PERFORMED OF THE RADIO FREQUENCY 





Ф Š | 


3 à 
PAGE THREE DE HQ 0099 C 9 N-F-i—9—E-N-T I À L. 

SPECTRUM OF CONCERN. ALL SIGNALS ENCOUNTERED WERE EXAMINED TO 
ASCERTAIN THEIR IDENTITY AND TO DETERMINE SPECIFICALLY IF THEY 
POSSESSED ANY MODULATION. CHARACTERISTICS RELATED TO ROOM 


AUDIO. TEI wm 


AS HOUSTON IS AWARE.[ ——  — |ОҒҒІСЕ IS- CLOSE TO AND Ша. 
FACES WITHOUT ANY OBSTRUCTION THE COMMERCIAL BROADCAST ANTENNAS НЕ 


LOCATED on Top oF [UE TO ТНЕ 


LOCATION OF THESE ANTENNAS WITH RESPECT TOL [orrrck. 
VERY STRONG BROADCAST SIGNALS WERE PRESENT IN HIS OFFICE. {UF 
THE STRENGTH OF THE FM BROADCAST SIGNALS INL |] n 
OFFICE WAS ATTENUATED BY LOWERING THE METAL VENETIAN BLINDS. {U} 
A NON-DESTRUCTIVE PHYSICAL SEARCH WAS CONDUCTED WHICH 
INCLUDED THE AID OF AN ELECTRONIC DEVICE FOR THE DETECTION OF 
ELECTRONIC COMPONENTS. ALL FIXTURES. PAINTINGS AND FURNITURE IN 
HIS OFFICE WERE CHECKED FOR UNAUTHORIZED LISTENING DEVICES. DEK y) 
DURING THE COURSE OF THE ACM SURVEY NO EVIDENCE OF ANY 
UNAUTHORIZED LISTENING DEVICES WAS FOUND. UY 
THE PERFORMANCE OF THE ACM SURVEY WAS FOR THE SOLE PURPOSE 
OF DETERMINING IF ANY ROOM AUDIO WAS LEAVING[__| OF FICE b6 


b7C 
IN ANY FORM. THE SURVEY DID NOT ADDRESS THE POSSIBLE 





Ф 
ва 
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PAGE FOUR DE НЯ 0099 С б N-F-I-9—E-N-T-I À L 
BIOLOGICAL EFFECTS OF THE STRONG BROADCAST SIGNAL FOUND IN THE 
AREA CHECKED NOR DID IT ATTEMPT TO DETERMINE THE PRECISE i 
ELECTRICAL COMPONENTS WHICH WERE CAUSING PROBLEMS IN THE 
TELEPHONE SYSTEM. eí iy 

ALSO. FOR THE INFORMATION OF HOUSTON, ON AUGUST 1b. 1982, 


[ — INFORMED TECHNICAL SERVICES DIVISION PERSONNEL. А 
ТНАТ [PERSONNEL HAD ATTEMPTED TO b7E 
INSTALL AN ELECTRONIC TELEPHONE ЗУЗТЕМ|  ] 
Е И ИНЕ 


UNABLE TO INSTALL A WORKING SYSTEM DUE TO THE STRONG FM 
BROADCAST SIGNALS PRESENT IN THAT AREA. {U} 

TECHNICAL SERVICES DIVISION PERSONNEL ARE APPRECIATIVE OF 
THE ASSISTANCE PROVIDED BY THE HOUSTON FBI OFFICE. PLEASE ALSO 


CONVEY TOL) TEXAS COMMERCE b6 
b7C 
BANKSHARES. INC.. OUR APPRECIATION FOR THEIR ASSISTANCE. {U} 
CURSSEFIED AND EXTENDED BY 85 REASON FOR EXTENSION FCII. 


IIT. 1-2 4.2 {2 & 334 DATE OF REVIEW FOR DECLASSIFICATION 
AUGUST 19, 2002. 

BT 

| 












(20005 29922 177, 






RR HQ (tau 2 4, M, 
DE KC | SISA, 
WP рр сбХ Он 
^ R 28121452 JUL 82 : y 


t 


FM KANSAS СІТҮ (66-470) 
TO DIRECIÓR, FBI (89-885) (ROUTINE) 
E 





UNCLAS E F T O 
АТТЕМ 20%: TECHNICAL SERVICES DIVISION. ; 
AUD 10 COUNTERMEASURES TRAINING IN-SERVICE. 

RE BUTEL DATED JUNE 17, 1982. 

sa[ 115 НО ABLE TO ATTEND THE COUNTER- 
MEASURES IN-SERVICE AT THIS TIME DUE TO OTHER COMMITMENTS. 

since sAL_____] HAS RECENTLY BEEN TRAINED IN COUNTERMEASURES 
AND Sa[ ë RECENT EXPERIENCE AT TSD, KANSAS CITY DIVISION 
FEELS THAT ITS TECHNICAL PERSONNEL NEED TO DEVOTE ANY NEW 


b6 
b7C 


b6 
b7C 


TRAINING TO A NEWLY ACQUIRED MICRO-PROCESSOR COMPUTER. 


TECHNICAL PERSONNEL ALSO ARE ma OP o a A 2 Au 
WHICH INCLUDES INSTALLATION OF A нен ӨСТІ СА M OnTTÓRING PLANT. 


SHOULD A LATER SCHOOL BE SCHEDULED, SA[__|WOULD LIKE b6 
b7C 
TO BE CONSIDERED FOR COUNTERMEASURES TRAINING. = ü 


ET 
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TRANSMIT VIA: PRECEDENCE: CLASSIFICATION: | 
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DIRECTOR, FBI 
(ATTENTION: SECURITY OFFICE, ROOM 5434) 






FROM: SAC, SAN FRANCISCO (66-419) 


1 
SUBJECT: SECURITY OF " ыу , 
; Please forward €G the San Francisco Division, 
Attention 


SA Margaret W. McLeod, a copy of the video- 
tape entitled: 


"No Private Lines" 46 2) 
' / 


50- Oe shee 





2 д £ —Jf Au Á 
CF Z УОТУ) 
Ы 
Е e e- С—-___-- 4 
( 2)- Bureau Ë | 
к Francisco (66-419) | gw NOV 29 1982 
7 (4) 
на ________________ Transmitted 


(Number) T 


71 DEC p 
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 SEeREÉ: C] UNCLAS 


'"BI AUTOMATIC DECLASSIFICATION GUIDE š 
DATE 09-14-2017 »x[ l) б : 
I 
1 
4 ЕВІ | ` E 
TRANSMIT VIA: PRECEDENCE: CLASSIFICATION: | ir 
[3 Teletype (C) Immediate C3 TOPSECRET ^: | ) 
(3 Facsimile ПІ Priority C3 SECRET | 
C)———Airtel . C) Routine C) CONFIDENTIAL I 
| | 
1 
1 
| 


TO: DIRECTOR, FBI 5 
ATTN: SECURITY OFFICE, ROOM 5434, JEH) 


FROM: | SAC, SAN JUAN (66-1190) © py IMCASUES 


f SUBJECT: Ж FBI .XUNERABILILY..TO. ANTERCEPTION OF 


ELEPHONE.. COMMUNICATION 


This communication is classified "SECRET" 1 
its entirety. 


Re Director's teletype entitled as above to 
all offices and Legats, 8/27/82. 


San Juan requests that a copy of the videotape 
"No Private Lines" be furnished this Division to the 
attention of the Security Officer. 





у аљ 45 
IM, li, 1.242 5, = 


of Review for Declassific nO Ase 
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DIRECTOR, FBI 
ATTN: 


SAC, CLEVELAND _(66-DEAD) 


TELEPHONE~COMMUNICATIONS 
нр COMMUN TOATIONS 


Re Bureau teletype 8/26/82. 


Сви 


- Cleveland 


DE-82 


Transmitted 
(Number) 


ЈЕВ VULNERAB ILITY TO"INTERCEPTION:OF 





SECURITY OFFICE, ROOM 5434, JEH BUILDING 


Ур Пт и 
дители 


Videotape "No Private Lines" referred to in referenced 


teletype is requested by Cleveland Division for use in 
presenting periodic briefings of personnel. 


zb-€D5- eL 65. (3 
22%3-/)12, 


2.2 


(Time) 


Sat me 






17 NOV 29 1982 
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. а 
Memorandum @ 4 v А 
% в3 Z: Pe 
° : DIRECTOR, FBI Date 9/13/82 
ATTENTION: TECHNICAL SERVICES DIVISION, 
ENGINEERING SECTION, ELECTRONIC TECHNICIAN b6 


Fro $ b7C 
(а ed [ese COLUMBIA Uu A 


Subject: TECHNICAL EQUIPMENT -  ,7- + 
COLUMBIA DIVISION Cous с (~ 2 2 26 Ре 


Forwarded to the Engineering Section under separate Ка 
cover is one Mason T-3 Analyzer, serial number 1. 





The above described equipment was furnished to the 
Columbia Division for temporary assignment, and is no longer needed 
by the Columbia Division. 


(3) - Bureau 
(1 - Package Copy) 


2 - Columbia 5 
RDJ/jsr 
(5) 
$0 fas — 
застави 


NOT RECORDED 


P 17 SEP 20 1082 ` 
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Prop. Proc. 5330 Де. эш 








мису где 
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To : DIRECTOR, FB | Date 9/13/82 






Room 18053) b6 
b7C 
S (66F-119) (A-2) 





Subject: TECHNICAL4EGUEPMENT - 
REQUEST F 


T ou EE me EP © 


| Re “шыш call from АЁ | b6 


~ Los Angeles, to Engineering Section. 576 





It is requested that Headquarters furnish, 
for use by the Los Angeles Division, a Time Domain 
Reflectometer (TDR). The use of the TDR is to be made 
in conjunction with a microphone installation. 


525 


NOT RECORDED 


JA I ss & SEP 16 1982 
es w 2 —M 
4 - Lòs i eus 
| MJL:mjl NEG | aoe 
{9 3) v^ | ка 
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Г Memorandum 


To : DIRECTOR, FBI Date 9/7/82 
ATTN: b6 
T ICES DIVISION ROOM 1в053. ътс 


f LOS ANGELES (66-119) 


$ 





Subject : ECHNICAL EQUIPMENT 
бим | COME И > 


V 





< 


и 


Forwarded to the Bureau, under separate cover, 

is one Scanlock Mark 5, SN 78/099, PN 199039. The Scanlock 
is being returned to the Bureau in order that repairs to 
the equipment can be made. 


The Scanlock is being sent via Profit-by-Air bill 
# 84467143, and is being shipped in Adapt-A-Case, SN 071M. 


| 

| It is requested that the Scanlock be repaired and 
| returned to the Los Angeles Division as soon as possible. 
| 
| 


QD- ia 


O\ Bureau 7 


—€——P€€— o 
.  ,NOT RECORDED 
CY ив 5ЕР 10 1982 


b6 
p7C 
75 95 7 






(1-Package) sem, 
2-Los Angeles 

(1-ГА 66-1y9 

(1-Inventg 
JCS:ism p 
(5) eo? 
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COUNTERMEASURES MATTERS 








Ф • Bo 


SAC, Alexandria 9-30-82 


Director, FBI (80-805) 


Reference telephone call, Alexandria Field Office, 
А — —  jaugust 27, 1982. bs 


b7C 
On August 27 and 31, 1982, personnel from 

Technical Services Division conducted a low frequency caxrier 

current check of Electro Space, Inc., room 501, Crystal City b6 

Towers Building. This survey was based upon an inplace power b7C 


line Monitor, Model "Linelock CCR-2," having indicated the 
presence of a signal on the power line,. Utilizing a low 

frequency receiver, the signal was at 120, 240 and 360 KHZ. 
isolating the power line at the power panel, it was demonstrate 

of Тасо Space, Inc., that the signal was not % 
of a clandestine nature but was fed into the 5th floor оп іре # | 


Phase "B" power feed. No further effort was made to locat 
the source of the signal. 








If Electro Space, Inc., is to uso their power 
line monitor effectively, they must do one of two thing ° 
One is to locate the source of the signal and xepair the 
faulty eguipment or secondly, place a power line filter at е 
the circuit breaker panel. 








Inquiries concerning this communication should be | 
directed to Director, PBI, Attention: Technical Services | 
Division, Engineering Section, SA 

GO- JOI -Rale | 
NOTE: The above check was*performed by ET | 56 
з UCT = | 
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Rec. Mgnt. LL u. 
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FEDERAL BUREAU OF INVESTIGATION а 
WASHINGTON, D. C. 20535 
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Date: 9/8/82 Re: Technical Equipment 
То: | SAC PHILADELPHIA 
arr:sa[_ — — ] 





Invoice of Contents 





FBI Fife ¢ 80-805 


l Ea. DEKTOR TELEPHONE ANALYZER Sn 4066 
l Ea. SU 401 EXTENDER Sn 4066 


Ship Е e 
Send to Bpringfield when finished with this item. 


( Көззі | bic 
| Ón-) “1-3(- 
10-%-%2-6 








ENGINEERING SECTION DOCUMENTATION 
RETURN TO ENGINEERING SECTION, ROOM 1B046 (Telelift 253) ' 


b6 
Ext. 4915 — Ship By = G pf 7С 


(method to use) 


Shipping # а 









Name of Shipper 


' This Shipment Packaged by 


No. of Packages s | 





Е0-514 NO DO NOT TRANSFER EQUIPMENT 


ғ. | 


706 | 22 
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yp 
KCOGS1 26617492 e f e 

00 HQ 

DE KC TERES bit | 
0 171187. БЕ Р 82 | 17528 17 442 


FM KANSAS CITY (66-470) 


pm IMMEDIATE 
© p—— 
BT 


UNCLASE FT O f 


КЕШЕР, x= b ВАШ 
OF INVESTIGATION 


ATTENTION TECHNICAL SERVICES DIVISION, 





Cc 
COU NTERMEASURESREQUEST 
RE TEL TO BUREAU, SEPTEMBER 16, 1982. 
ON SEPTEMBER 15, 1982 THE FEDERAL EMERGENCY MANAGEMENT AGENCY b7E 
(FEMA) REQUESTED THE FBI TO CONDUCT A SECURITY SUEEP OF THEIR 4 
CONFERENCE ROOM KANSAS CITY, 77 | 
MISSOURI. 








THE SWEEP IS TO BE CONDUCTED PRIOR TO SEPTEMBER 22, 1982. ON 
SEPTEMBER 22, 1982 A REGIONAL CONFERENCE IS BEING HFLD TO DISCUSS 
HIGHLY CONFIDENTIAL MATTERS. THE FBI WILL PARTICIPATE IN THIS 
REGIONAL CONFERENCE, yO — - 25 E A (4 7 

TSD IS REQUESTED TO FURNISH ELECTRONIC EQUIPMENT NECESSARY TO 
PROVIDE A COUNTERMEASURE CHECK OF RF, TELEPHONE AND PERIMETER WALLS. 


BT EHE R 
10 OCT 7 1982 

Q^ = 

Chinas 








b6 





X | & Ф 


ч ji 
Р RECEIVED 
із (Ll TELETYPE CRIT 
3 
1.400918 21742548 106197 23 52; 
— FEDERAL BUREAU 


OF INVESTIGATION 
DE LA iri 
Е 0123407 ОСТ 82 
FM LOS ANGELES (66-7378) (A-1) „7 


0 DARECTOR ROUTINE во fod 
BT 


| — UNCLAS Ja Е. 
| 18046 JEH Tf 20. |. 
‚ ATTN: TECHNICAL SERVICES DIVISION а 


ELECTRONIC COUNTERMEASURES 
“ON SEPTEMBER 29, 1982 AN RF AND TELEPHONE COUNTER- 


MEASURES SWEEP WAS coNDUCTED aT| | 


THE SWEEP REVEALED NO UNUSUAL RF EMISSIONS OR FOREIGN 
ATTACHMENTS TO THE TELEPHONES EXAMINED. 

THIS FACILITY DOES HAVE AN EXECUTIVE OVERRIDE 
FEATURE ON THE TELEPHONE SYSTEM WHICH WOULD ALLOW EASE- 


DROPPING BY ANYONE HAVING THAT РЕАТОНЕ•|__________| 


| INDICATED THAT НЕ WAS HAVING THAT FEATURE REMOVED. 


D 





— аА. 
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b7E 


4%” 
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SAC, Honolulu 10-8-82 


A 


Director, FBI (80-805) 
" у 11: 
j RMEASURES MATTERS > 


Reference your teletype dated February 8, 1982, 
requesting assistance by the Technical Services Division for 
the purpose of conducting audio countermeasures (ACM) surveys of 
your office and several other government offices, 


Personnel from the Technical Services Division (TSD) 


nn nas ичте countermeasures surveys of the Honolulu 
u : offices of 


b6 
b7C 
b7E 

















| [on on July 14, 1982; the offices ofl 14, 1982; the offices of 
CO 441У 15, 1982; 
Юя, о 


July 16, 1982; the 
on July 21, 1982. 


po 


During the ACM survey of the Honolulu Field Office P 
a 


it was noted that the Federal Building alarm system which at 
one time had speakers in the field office space were disconnt 
and all wiring associated with the alarm system was rerouted 


! to the hallway. 


This left the Field Office space without alarm 
speakers and is dependent on the alarm speaker located in the 


hallway outside the office space for Wath О 


In the event that your offiGe is “required пате 


alarm speakers within your space connected to the Federal 
Building alarm system, it is recommended that non-feedback 
isolation amplifiers be installed with every alarm speaker 


installed within your office space. 





Z 
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Letter to SAC, Honolulu from Director, FBI (80-805) 
RE: COUNTERMEASURES MATTERS 


In addition to the ACM survey conducted at the Guam 
Resident Agency (RA) a physical check of the RA revealed that 
the door shunt lock was not connected to the Resident Agency 
Burglar Alarm System (RABAS). It was also noted that the 
RABAS telephone line to the local police department was not 
connected. TS personnel were unable to determine if the RABAS 
system was programmed to ríng the RA's agent personnel telephone 
numbers when alarmed. The RABAS dialer-programmer was not 
available for reprogramming the proper telephone numbers to the 
alarm system. 


The surveys included a radio frequency spectrum 
check, a check of all telephones, telephone lines and a 
nondestructive physical search. No evidence of clandestine 
listening devices or tampering with the telephones or 
telephone lines was found at the time of the survey. Following 
each countermeasures survey, the appropriate personnel in each 
office were orally advised of the results. 


_ Any inquiries concerning this letter should be directed 
: SD, Engineering Section, А | 
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Subject: TECHNICAL EQUIPMENT Со =“ 
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The following item is Being returned t 
Engineering Section via Profit-by-Air, airbill 294467353. 





Ж; One (1) Model 1503 TDR Cable Tester, SN 
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This entire communication is classified "SBewet". qm 











^ 
Re Houston teletypes, August 6, August 12; and = ү 
Bureau teletypes, August 11, August 13, and August 19. сү NM 
-l 
The, following is a summary of captioned matter: us % 
» oy `; 
= Моб 
£D b7C 
g a complaint that victim, р узе 
member of the Board of Directors was experiencing serious e NS 
7 difficutlites with his new electronic dimension telephone system 
at his new offices, the Victim 
was cut off while in conversation wi e ite House оп 


August 4 or August 5, 1982. 


SESRET 


AND EXTENDED BY 220 
REASON FOR EXTENSION FCIM, II, 1-2.4. 4.2 (2) (3) 
DATE OF REVIEW FOR DECLASSIFICATION 9/1122: 


be 2" ' 
| @- Bureau 1 2“ ри 
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JAL/bg 


(3) NOF RECORDS” A 
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wna samanan renane, 4 
| 28 
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чы ` ЧҮ 1082 














HO 139-517 SECRET 00 





[ |  ]eontacts with the White House staff and notable b6 
politicians, including friends, Vice President George Bush.and. 
James Baker, indicated the possibility that he could be the target 
of an electronic intrusion.  Secondl victim's consultation with 


ъс 
b7E 





gave some indication % 
harmful. biological .effects such.as, hea aches and nausea can be 
caused by strong electro magnetic radiation of: the type generated 
by a device capable of electronic intrusion. е i 





iden- b6 
tified strong FM (Frequency Modulated) broadcasts causing b7C 
interference on the telephone and recording and dictating b7E 
ее in the surrounding offices as well as victim's offices. à 


suspected that the strong FM signals were being generated 
by the numerous FM antenna Үні | The 


plaza is located directly across from and in line of sight of 
оре А ; 










engineers were unable to determine the cause 

of the difficulties on the telephone system, and subsequently, 

the Technical Services Division (TSD) provided a team оѓ Audio.. 
Countermeasures (AC) experts to conduct an AC survey on August 16, 
1982. The survey consisted of a search.of the radio frequency 
spectrum, a check of the telephones in victim's offices including 
his secretary's office, and a non-destructive physical search. 

The survey revealed commercial radio broadcasts signals of 
unusually high intensity present on telephone lines and instruments. 
Examination of the electro magnetic radiation present in victim's 
offices revealed no evidence that___Jis the target of an Inter- 
ception of Communications (IOC) attack. The physical search was 
negative for unauthorized listening devices. The AC survey did 
not address the possible harmful biological effects of the electro 
magnetic radiation present. 


On September 1, 1982, U.S. Secret Service Special Agent | 
was apprised of the possible harmful effects from ` b6 
strong electro magnetic radiation in offices and of.the :  b7C 
FBI investigation for an IOC violation which proved negative. "+ BIE 
The information was furnished for appropriate action by | 
the U.S. Secret Service in view о association with Federal 
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HO 139-517 | BEGRET 


protectees including Vice President George Bush, former President 
Gerald Ford, and Mrs. Lyndon B. Johnson. 


Since .the TSD, AC survey team has determined no IOC 


violation exists, the Houston Division is considering this case 
closed. ; Е 
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“REFERENCE BUREAU TELEPHONE CALLS TO CHICAGO AND LAS VEGAS 







ON SEPTEMBER 134 1982. +07 


CHICAGO SA. рар 1а VEGAS АГ) 


| | ARE SCHEDULED TO ATTEND THE INTERAGENCY TRAINING CENTER 
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L0530 RIVERVIEW ROAD, 


TECHNICAL SECURITY COUNTERMEASURES {TSCM} AGENTS COURSE NUMBER 


FORT WASHINGTON. MARYLAND. FOR 








ITC 22-21 FROM 9:00 А.М.- OCTOBER i24 1982. TO NOVEMBER 184 
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ЗА ПП ВЕ То КЕРОВТ TO THE ITC BY’ 
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IDENTIFICATION. {U} 
THERE ARE. NO FACILITIES FOR SUBSISTENCE OR LIVING QUARTERS 
AT THE ITC. DUE TO THE ITC'S,LOCATION AND LACK OF ANY PUBLIC 
TRANSPORTATION, SA[___] IS AUTHORIZED TO LEASE AN AUTOMOBILE 
FOR THE DURATION OF THE TRAINING FOR THE USE OF BOTH SAS. {U} 
AS PER TELEPHONE CALL ON OCTOBER 4. 14982. FROM FBIH@ 
5А |__________| ло за5|____________- КЕЗЕКУАТТОМЕ HAVE 
BEEN MADE FOR BOTH SAS AT THE OAKWOOD APARTMENTS, 140 SOUTH 
VAN DORN; ALEXANDRIA; VIRGINIA; TELEPHONE NUMBER: 
703-370-чт?аь. {U} | 


INQUIRIES CONCERNING THIS COMMUNICATION SHOULD BE DIRECTED. 


TO.FBIHQ. ATTENTION: TECHNICAL SERVICES DIVISION, ENGINEERING 
ЗЕСТТОМА 5А[ ____________ ЕХТЕМУТОМ 2700. 413 
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ПАЛЕ 19-14-2017 Ж. . 


NOTE: 


ABOVE TRAINING IS NECESSARY IN ORDER THAT ADDITIONAL 
QUALIFIED COUNTERMEASURES TRAINED AGENTS UILL BE AVAILABLE 
IN THE FIELD TO ADEQUATELY SUPPORT COUNTERMEASURES WORK. {U} 





THERE IS NO TUITION INVOLVED AND THE COST IS APPROXIMATELY 
$B4bSÜ EACH FOR PER DIEM. $375 EACH FOR CAR RENT AR} 4 
SL70 TRAVEL FOR SA[____] AND $400 TRAVEL FOR Н TOTALING M 
$b.b80 FOR BOTH SAS: {UF | zia 


вор а шти w R13. 1988, 56 
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